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I/ICHOJ'II:BYEMBIQ TE€PMHWHBI U COKPaIlleHUA

TepMun Onucanue

ABP ABTOMaT BrIOOpa pe3epBa

AOM3 JeMmunurapusoBaHHas 30Ha

A2C Jn3enb-reHepaTopHbIe 3JIEKTPOCTAHIINU

WBII WcTounuk 6ecriepeOOMHOTO MATAHKUS

nT VHdopmaliMoHHbIe TeXHOJIOTUU

ncC NudopmariioHHast cucreMa

KPK Karanor pekomeH/[0BaHHBIX KOH(UTYpaLyit

JIBC (LAN) | JlokanbHasi BBIUUC/IUTETbHAs CeTh

MCO o

. MesxceTeBOM 3KpaH

(firewall)

Moy MHoro¢yHKIMOHa/IbHOe TiepudepriiHoe YCTPOMCTBO

OB OpraHbl UCTIOJIHUTE/TLHOM BaCTH

OoC OnepaLoHHas cucTema

MK [TepcoHa/bHBIN KOMITbIOTED

I1o [TporpaMmMHOe obecrieueHHe

PO Poccuiickas ®@egeparnys

CKC CTpyKTypUpOBaHHasi KabesbHasi CUCTeMa

CI1jg Cucrema nepejiaud JaHHbBIX

CYB/[ CucreMa yripaB/ieHyst 6a3aMH JaHHBIX

CYM Cucrema yripaB/ieHUs U MOHUTOPUHIa

CX CucreMa XpaHeHUs! JAHHBIX

T3 TexHUYECKOe 3a/jlaHue
AY «leHTp MH(pOpPMaLMOHHBIX TEXHOJIOTWW» MUHUCTEpCTBa LIU(PPOBOro

onT pasBUTHSl, WH(OPMAaLMOHHOM T[IOJIMTHKM M MacCOBbIX KOMMYHHUKALUU
Yygarckoi Pecriybsviku

oona LlenTp 06paboTKM JAHHBIX

oIl O/NeKTPOHHOe IIPaBUTEe/IbCTBO

API Application programming interface, rHTepdeiic TIPUKJIaJHOTO
TIpOrpaMMHpPOBaHUs
Control Objectives for Information and Related Technology («3agauu
MH(POPMALIMOHHBIX W CMEeXHBbIX TeXHOJIOTHl»), pe3yabTaT 00001ieHus

COBIT MHDOBOIO OMbITa, MEXAYHapOAHbIX M HaLMOHAJbHBIX CTaHAAPTOB W
pyKoBoACTB B o6siacty ympaBiaeHus WT, ayaura ¥ MH(OpMaLMOHHOW
Ge3omacHoCTH
Disk-to-Disk, TexHonorusi pe3epBHOro KOIHPOBaHUsl, KOI/a pe3epBHOE

D2D KOIIMPOBaHVe BBIMOJIHAETCS C JWCKA XOCT CHUCTeMbl Ha JUCK CHUCTEMBI
pe3epBHOro  KonupoBaHusl. CiyXUT [Ji1  COKpalleHWs  BpeMeHH,
HEeoOXOAMMOTO /i7Isi pe3ePBHOTO KOTIMPOBAHMSI.
Disk-to-Disk-to-Tape, TexHO/MOTUsI pe3epBHOTO KOMUPOBaHUS, KOrJa
pe3epBHOe KOMWPOBAHWE BBIMIOIHAETCS C JAKWCKA XOCT CUCTeMbl Ha JHCK

D2D2T CUCTeMBbI Pe3epBHOI'0 KOIMPOBaHMUs, OTKY/la [IepeHOCUTCs Ha JIeHTy. CiiyKuT
[JIS COKpallleHWsi BpeMeHH, HeoOXOAMMOro [ijisi pPe3epBHOrO KOITMPOBaHUS
BBH/ly Me/I/IeHHOT'O BBOZIa/BbIBO/IA C JIEHTOUYHBIX HOCUTEJIEH.

DRP Disaster Recovery Plan, niaH aBapuiiHOT0 BOCCTaHOBJIEHUSI




DRS

Disaster Recovery System, cicTeMa aBapUMHOT'0 BOCCTAHOB/IEHUSI

Enhanced Interior Gateway Routing Protocol, mpoTokon mapliipyTu3aluu,

EIGPR ucnonb3yronmii  MexanusmM DUAL ja1a BbiOOpa Haubosiee KOPOTKOTO
MapuipyTa.

ERP Enterprise Resource Planning system, aBTOMaTM3MpOBaHHasi CUCTeMa
yrpaBJ/ieHusi peAnpUsTHeM

IPMA International ~ Project = Management  Association, = MexayHaposaHas
accoLMalusi 110 YIIPaB/AeHUI0 NMPOeKTaMU
Information Technology Infrastructure Library, bubmoTeka

ITIL HHQ)paCprKTXpLI I/IchopMauI:IOHHLIx TexHosiorni. CBOA, TpaBUI U
peKOMeH/al[ili, OMMCHIBAIOLUN Jyulllie W3 TMPHUMEHSIeMbIX Ha MpaKTUKe
cnocoboB opranusaiuu padbotel T nogpasgenenuit wiu UT KoMmaHui
Least Cost Routing («mapuipyTusanuss MO KPUTEpHUIO HauMeHbLen
CTOMMOCTH»), TEXHOJIOTHS, 00ecrieunBaroliasi MpOXoyKaeHue Teae)OHHOTrO

LCR BbI30Ba OT OZIHOTO abOHEHTa K JAPyromy IO MapuipyTy, 00ecrieurBaroIemMy
HauMEHBIIYI0 CTOMMOCTb  TeJe)OHHOTO COefiuHeHHs (HaWMEHBIIYIO
CTOMMOCTb MUHYThI Pa3roBopa).

Middleware | ITporpamMmHasi cpefia MHTerpalji MPUIOXKEeHHI

MPLS Multiprotocol Label Switching, HOBbI!i cTaHAapT mMepefaud AAHHBIX B
MYJIbTUCEPBUCHBIX KOMMYHUKAL[MOHHBIX CETSIX

MTBF Mean Time Between Failures, cpesnee BpeMs 6e30TKa3HOI pabOThI

NAS Network Attached Storage, cereBasi cucremMa XpaHeHMs [AHHBIX, CeTeBOe
XPaHWIHLLE.

NGN Next Generation Network, ceTb c/1eIyrolIero moKojeHusI

OSI Open Systems Interconnection, Mo/ie/ib B3aUMO/IeCTBUSI OTKPBITBIX CUCTEM

OSPF Open Shorvtest Path First, mpoToKon [AWHAMUYeCKOW MapipyTU3aliuu,
OCHOBAHHbIM Ha TeXHOJIOTUU OTCEKUBAHUSI COCTOSIHUS KaHasla

PMI Project Management Institute, MHCTUTYT yOpaBiaeHUsI MPOeKTaMU
Quality of Service («kauecTBO cepBHCa»), CIOCOOHOCTE KOMMYHHUKAI[MOHHOM

QoS crcTeMbl 00eCIeurBaTh TO WM UHOE KaueCTBO YC/IYT B 3aBUCHMOCTH OT BH/a
repeiaBaeMbIX JJaHHBIX
Recovery Point Objective, 1je/ieBasi TOUKa BOCCTaHOBJ/IEHUS], T.e. MOMEHT, [10

RPO KOTOPOT0 Heo0XOZMMO BOCCTAaHOBUTh JJaHHbIE W/IH, APYTUMH CJIOBAMU, 3TO
(haKTHUECKH IOMYCTUMBIM 00BeM MOTEePSIHHBIX IaHHBIX

RTO Recovery Time Objective, 11ejieBoe BpeMeHU BOCCTaHOBJIEHUS, T.e. BpeMs,
HeoOX0/IMMOe Ha BOCCTAHOBJIEHHWE JAHHBIX
Software as a service («[TporpaMmHOe obecrieueHre Kak yCayra»), MOZe/b
MpO/IaXkK  TIPOTPAMMHOTO  O0ecrieueHusi, TIPU KOTOPOM  TIOCTABIIUK

SaaS pa3pabaTbiBaeT BeO-TIDWIO)KEHWE U CaMOCTOSITe/TbHO — YIIPABJISIET UM,
TIPeJIOCTaB/IsAsA 3aKa3uMKaM JIOCTYN K TIPOrPaMMHOMY OOeCrieueHWr0 uepes
WHTepHeT.

SAN Storage Area Network, ceTb XpaHeHHsI JaHHBIX
Session Initiation Protocol, mpoTokon ycraHoBieHus ceaHca. CTaHzapT Ha

SIp croco6 yCTaHOBJIEHHUSI U 3aBepIIeHus TOJ/b30BaTe/IbCKOr0 MHTEPHeT-CeaHca,
BK/TIOUAIOL[ETO OOMeH MyJ/IbTUMEJUHHBIM  COZIeP)KUMBIM  (BUJEO- U
ayIMOKOHMepeHIys)

SNMP Simplg Network Management Protocol, mpoTokos yripaBrieHUsI CeTeBbIMU
YCTPOMCTBAMU
Service-Oriented Architecture, cepBHUC-OpHeHTUPOBaHHasi apXUTEKTYypa.

SOA Mo,qym;HbH‘é rmoAxos K  pa3paboTke mporpaMMmHOro  obecrieueHus,
OCHOBaHHbII Ha WCIO/Jb30BAHUMA CEPBUCOB CO CTaHAapTU3MPOBaHHBIMU
nHTepdelicamu.

TCO Total Cost of Ownership, COBOKyITHasi CTOMMOCTb BJ1a/I€HUS

VLAN Virtual Local Area Network, BUpTya/ibHasl JloOKa/ibHasl CeTh

WAFS Wide-Area File Services, daitioBbie cyKObI i/ist T/100anbHBIX ceTel

Wi-Fi Wireless Fidelity, TexHosorusi 6eCripoBO/IHBIX CeTeH




xWDM

CEPI/IH TeXHOJIOTUM nepegauv AdHHBIX TII0 OIITUYECKHWM KdHa/ldM C
YIUIOTHEHHWEM I10 [J/IMHEe BOJ/IHbI




1. OOmuHe M0/JI0XKEeHUA

BHegpeHue 37eMEeHTOB 3/eKTPOHHOrO TpaBuTesnibctBa (OI1) Tpebyer omnmTHMaiIbHON
afanTtatyy MT-uHQpacTpyKTypbl OpraHOB MCIIOJHUTEBHOM BIACTH K peanusalivy Liejel U 3ajad,
npefbsBisieMblx B paMkax JI1. OnrumaneHas agantauys MT-nHppacTpyKTypsl K nocrpoenuto JI1
roZipasyMeBaeT peajv3aljiio CHUHTe3a MeTO/0/I0OTMYeCKUX U UZe0JIOTMUeCKUX OCHOB, 3a/10’KeHHbIX
B gokyMmeHTe ITIL, coBpeMeHHBbIX HampaB/ieHWN pa3BUTUS U peanusauus 3¢¢dexktrBHoM UT-
uHpacTpykTypel B OWMB u wuHBIX cyOBekTax, wucnonbp3youmx WT i TOBBIIEHUS
3¢dekTUBHOCTY B CBOeH [esTeNbHOCTH. Pe3ynbTaToM 0003HAaUeHHOTO CHHTE3a BBLICTYIIAeT
IOKyMeHT «E/uHbIe TeXHUUeCKHe U TeXHOJI0THYecKre TpeOoBaHUs K 3/ieMeHTaM UH(PaCTPYKTYPhI
3/IEKTPOHHOTO TIpaBUTe/bCcTBa B UyBartickoii Pecrybmke», onpeenstonyii KOHKPeTU3UPOBaHHbIe
OasucHble TIOAXOJBl K TIOCTPOEHMIO, pa3BUTUI0O M uHTerpaimu UT-mHGpacTpyKTyp pa3iMyHbIX
ONB B pamkax JII.

1.1  Ilenu u 3a/jJau TEXHUYECKHX U TeXHO/IOTHYECKHX TPeOOBaHUH K 3/IeMeHTaM
HH(PACTPYKTYpPhbI 3/IEKTPOHHOr0 MpaBuTe/IbcTBa B UyBamickoi Pecnybsinke

Llefb0  HACTOSIIIETO /IOKYMEHTa SIB/IS€TCS  OMMCaHWe 0a3WCHBIX TEXHUUECKUX U
TeXHOJI0TMUeCcKUX NpyuHLuIoB nocrpoeHus UT-unppactpykrypel OVB B pamkax cuctems! OI1.

3azauu:

OmnucaHue CUCTeMbl KaTeropvii U MOHSTHM, WCMOIb3yeMbIX B paMkax W T-uHpacTpyKTyphl
OIl. OnpejiesieHre PHUHLMIIOB SKOHOMHUYeCKO# 3((eKTUBHOCTH CO37aHus, (PYHKIMOHUPOBaHUS U
JuHaMmuyeckoro usmeHenusi UT-undpactpykrypsl OI1.

O6o3HaueHHe TEXHOJOTMYECKUX TpeOOBaHWIA W  TEXHOJOTHH, WCIMOMb3yeMbIX /IS
MOCTPOeHUs], pa3BUTUS U uHTerpauuu V' T-vHGpacTpyKTypbl OpraHOB MCIIOJIHUTE/NBLHOW B/IaCTU B
pamkax OIl. BrieneHve gopmanbHbIX MeXaHM3MOB TEXHOJIOTMUECKOT0 B3aUMO/IeHCTBUS yPOBHeH
UT-uHbpacTpyKTYyphl, a Takke (YHKIMOHAJLHOTO YPOBHS, HEOOXOAWUMBIX [/ 3(hheKTUBHON
peanmusauuu OI1.

YHU(pUKaLMY 0JHOPOAHBIX COCTABJISIOLIMX pa3IMuHbIX ypoBHel N T-nH(pacTpyKTyphl.

1.2 HopmaruBHo-TexHHYecKoe obecrieuenne UT-pesarebHOCTH

TexHuueckre W TeXHOJOTHUYeCKWe TpeOOBaHUS K 3/eMeHTaM WHMpacTpykrypel OIl B
Yygarickoit Pecriybvike co3jaHbl B COOTBETCTBUU C 3aKOHOZATeNbCTBOM Poccuiickoit deneparum,
3aKOHOZATeNbCTBOM YyBaliCKoW PecrnyO/iMKy, C y4eTOM MeXIYHApOAHBIX W HAlMOHATbHBIX
CTaH/IapTOB B 00/1aCTH MH(OPMALIMOHHBIX TEXHOJIOTHH.

HopmaTtuBHbIe npaBoBble akThl Poccutickoii Pegepariyu:

e Qenepanbhbii 3akoH oT 27 wrona 2010 togma Ne 210-®3 «O6 opraHuszaiyuu
Tpe/loCTaB/IeHHsI TOCYJapCTBEHHBIX U MyHULIMMA/IBHBIX YCIYT»;

e denepanbHbii 3akoH OT 9 derpanst 2009 roga Ne 8-P3 «O6 obecrieueHMM A0OCTyTA K
rMH(pOpMaLMK 0 JesiTeIbHOCTU FOCYZApPCTBEHHBIX OPraHOB M OPraHOB MECTHOT'O CaMOYTIPaB/IeHUs»;

e QepepasnbHbIi 3aKoH oT 27 wutoas 2006 toga Ne 149-d3 «O6 wuHbopMaIuHy,
MH(OPMaLIMOHHBIX TEXHOJIOTUSIX U O 3allydTe UH(POpMaLUn»;

e ®epnepasnbHbili 3aK0H OT 27 rtosisg 2006 roga Ne 152-@3 «O niepcoHa/IbHbBIX IaHHBIX»;

e ®denepanbHbIi 3akoH OT 6 amnpesist 2011 rozga Ne 63-®3 «O6 371eKTPOHHOM MOAHCHY;

¢ HanonanbHas nporpamma «Lludposas skoHomuka Poccuiickor ®efepaiyn»;

e TuroBasg  TmporpaMMa  pa3BUTHMSI M HWCIOJb30BaHMS  MH(OPMALMOHHBIX U
Te/IEKOMMYHHUKALIMOHHBIX ~ TeXHOMOTui  cyObekta Poccuiickoli  ®epepaiu  yTBepK/eHa
pacrniopsbkeHureM [IpaButenbctBa Poccuiickor @enepauyu ot 3 utons 2007 roga Ne 871-p;

e [locranoBnenue IlpaButenbctBa Poccuiickor ®epepauyu ot 15 anpenst 2014 r. Ne 313
"OO yTBepXK[€HHU TOCY/JapCTBEHHOUN mporpammbl Poccutickoit ®epepaiu "VHbopmaloHHOe
o6rmmectro (2011 - 2020 rogpi)"

¢ [locranoBnenue IIpaBurensctBa Poccuiickoii @epeparmm ot 10 oktsaopst 2020 r. Ne 1646
«O mepax 1o obecrieueHrt0 IPGEKTUBHOCTH MEPOTIPUSTHNA TI0 UCITO/Ib30BaHUIO WH(MOPMAIMOHHO-
KOMMYHMKAI[MOHHBIX TEXHOJIOTUWA B JesTe/IbHOCTU (eJiepanbHbIX OpPraHOB MCIIOTHUTETLHOU
BJIaCTM W OPraHOB yIIpaB/ieHUsi TOCY/apCTBEHHbIMU BHeOHO/KeTHbIMU (GoHZaMu» (BMecTe C
«ITono)keHreM 0 Be/JTOMCTBEHHBIX MpOrpaMMax 1i(poBoii TpaHChopMaLvm»);

¢ [TocranoBnenue IlpaBurenbcTBa Poccuiickoit @eneparuu ot 28 ceHtsiops 2010 r. Ne 764
«O6 yrtBepaeHun IlpaBW/I OCYIIeCTBIEHUSI KOHTPOJS 3a COOJOZieHneM CyObeKTaMu
€CTeCTBeHHbIX MOHOIIO/UM CTaH/AapTOB PaCKPbITHSI MHPOPMaLUN»;



¢ [locraHoBnenue IlpaButenbcTBa Poccuiickoii @epepaiiuu ot 8 ceHtsiops 2010 1. Ne 697
«O euHOM CUCTeMe MeXXBeZ,OMCTBEHHOTO 3/IEKTPOHHOTO B3aUMO/IeHCTBUS»;

e TlocraHoBnenue IlpaButenbctBa oT 25 zAekabps 2009 r. Ne 1088 «O rocymapcTBeHHOMN
aBTOMAaTU3UPOBaHHOW MH(OPMAaLIMOHHOW CUCTEME «YTIpaB/IeHUE»;

¢ [locraHoBneHue IIpaBurensctBa Poccuiickoit ®@epepaiiu ot 6 HOsiOpst 2007 r. Ne 758 «O
rOCyZapCTBEHHOW aKKpeJUTALMM OpraHu3alui, OCYIIeCTB/SIOMUX [esTeJbHOCTh B 00/acTH
MH(OPMAaLIMOHHBIX TEXHOJIOTUii»;

e TlocranoBnenue IlpaButenbctBa Poccutickoit ®epepaimu ot 29 mekabpsi 2007 roga Ne
947 «O6 ytBepkaenuu ITpaBun pa3paboTku, ampobariuu, AOpabOTKM U peav3ariid THUIOBBIX
MPOrpaMMHO-TeXHUYECKUX pellleHuil B cepe perioHasibHOM MH(POPMaTH3aLumn»;

e [locranoBnenue IlpaBurenscrBa Poccuiickor ®@epeparuu ot 6 urong 2015 r. Ne 676 «O
TpeOOBaHHUSX K TIOPSAKY CO3/IaHMsI, Pa3BUTHS, BBOJIA B SKCIUTyaTallMIO, IKCITyaTal[ii U BLIBOZA U3
3KCIUlyaTalji  TOCYZAapCTBEHHBIX WH(POPMALIMOHHBIX CUCTeM, U [JaJbHeHIlero XpaHeHHUsl
cofieprkalLeiics B ux 0a3ax JaHHBIX UH(GOPMALN»;

e Pacnopspkenne ITpaButennctBa Poccutickoit ®@epeparuu ot 17 mekabpst 2009 roga Ne
1993-p «O6 yTBepXJe€HUM CBOAHOTO TIepeYHsI T[1e€PBOOUEPeJHbIX T'OCY/JapCTBEHHBIX W
MYHHULIMNIA/BHBIX YC/IyT, TIPeOCTaB/seMbIX B 37€KTPOHHOM BH/JE YUPeXAeHUsMU CyOBeKTOB
Poccutickoii ®efiepaliui 1 MyHULMIAIbHBIMU YUPEXXeHUIMN»;

HopMaTuBHbBIe TTpaBoBbie akThl UyBaItickou PecrtyOyiiku:

¢ [locraHoBnenue KabuHera MunuctpoB Uysaiiickoi Pecriybmiku ot 10 oktsabpst 2018 r.
Ne 402 «O rocypapcrBeHHol miporpamMe Yygamickoit Pecrybnuku «LudpoBoe 0061iecTBo
UyBawmmn»;

¢ TlocranoBnenue Kabunera MunuctpoB Uysarickoi Pecriy6nvku ot 1 deBpass 2021 r. No
28 «O BHeceHMM W3MeHeHUHl B TOCyJapCTBeHHy rmporpammy UYysaiickoid Pecry6imku
«udporoe obirjecTBo UyBarimm»;

e Pacnopspkenne Kabunera Munuctpo Uysamickoit Pecniyosmmiku ot 10 mapra 2005 1. Ne
65-p «O TmopsiAKe TpeACcTaBleHUs CBeJeHHWH 00 OCHOBHBIX TIOKa3aTensiX JesTebHOCTU
opraHusaluil JJisi TpOBeJileHHsI CUCTeMaTU4yecKoro aHanu3a (PMHAHCOBOTO COCTOSIHUSI M yyeTa
T/IaTe)KeCrioCOOHOCTU  KPYITHBIX, 3KOHOMHUECKM WA COLMANbHO 3HAUMMBIX OpraHW3aluil B
Yysarickoii Pecrybmike»;

¢ Pacnopsokenne Kabunera MunuctpoB UyBamickoii Pecriy6suku ot 15 anpesnst 2020 1. Ne
328-p «O cocraBe Komuccuu no 1y@poBOMY pasBUTHIO M UCII0/Ib30BaHUIO MH(OPMAaLMOHHBIX
texHonoruii B UyBamickoil Pecrybnvke 10 [JO/DKHOCTSM Y TIPU3HAHWM YTPaTHBLIMMHU CHITY
HEKOTOpbIX penteHnii Kabrunera MunuctpoB Uysariickoid PecryOuku»;

¢ [locranoBnenne Kabunera MunnctpoB Uygaickoii Pecriy6nvku ot 09 oktsbpsi 2019 r.
Ne 410 «OO6 yrtBepkaeHur Iloso>KeHUsI O TOCYJapCTBEHHON WH(MOPMAIIMOHHON CHUCTeMe
«ABTOMaTH3MpOBaHHas  UHQOpMALMOHHAasi  CHACTeMa  MHOTOQYHKIMOHAMbHBIX  L[€EHTPOB
TIpe/loCTaB/IeHUsl TOCYAapCTBEHHBIX U MYHULIUIIA/IBHBIX YCIYT»;

¢ PacrniopstkeHne Kabunera MunuctpoB Uysariickoii Pecriybmvku ot 17 Hosiopst 2016 1. No
823-p 0 nepeuHe rocyJapCTBeHHbIX U MYHULIMIIAIBHBIX YCIYT, IIPeJOCTaB/IsseMbIX B 3/IeKTPOHHOM
BHJle OpraHaMu WCIOJHUTeNbHOM Bractw Yysaiickoit Pecny6imuky, opraHaMud MeCTHOTO
CaMOyIIpaBJIeHus, rocy/iapCTBeHHbIMU yUpeXxJeHUsIMU YyBallckou Pecry6nviky,
MYHULIAIIA/IbHBIMUA ~ YUPEXAECHUAMU M [PYTMMU OpraHu3alUsaMM, B KOTOPBIX pasMelllaeTcs
rocy/ilapCTBeHHOe 3a/laHue (3aKa3) Wid MyHULMIIaIbHOe 3a/jaHue (3aKas);

e [locraHoBnenue Kabunera MunuctpoB UP or 13 gekabpss 2017 r. Ne 499 (pex. oT
26.08.2020) «O Pecryb/ivkaHCKOM IjeHTpe 00pabOTKH [JaHHBIX» (BMecTe C «IlojoykeHHeM O
Pecrny6/TMKaHCKOM 1[eHTpe 00pabOTKH JJaHHBIX»).

e [locranoBnenne Kabunera MwunnctpoB UP ot 20 wrosnss 2021 1. Ne 317 «O enuHOM
pervoHajbHOM OrfepaTope WH(PacTPyKTypbl W orepaTtope HWH(OPMALMOHHON 0e30macHOCTH
3/IEKTPOHHOTO MpaBUTe/bCTBa UyBarickoii PecriyOimku».

TexHMUeCKre ¥ TeXHOJIOTHUeCKHe TpeOOBaHMSI K 37eMeHTaM WHOpacTpyktypsl OIl B
Uysarickue PecriyOivMKy pa3BUBArOT T0JIOXKEHUs! BbIIIEYKa3aHHBIX HOPMATHBHBIX JOKYMEHTOB 10
C/1elytOIIM HarlpaBJ/IeHUsIM:

® peKOMeHJalWK 110 BoripocaM pa3Butusi M T-uHbpacTpyKTypsl; TpeOOBaHUS K THITHU3AMN U
yaudukauu UT-uHdpacTpyKTyphi;

e TpeboBaHMs K moctaBiukam WT mpoaykiuu u ycoiyr; TpeboBaHust K 3nemeHTam UT-
MH(PaCTPYKTYPbl U UX pasMelleHHIO;
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¢ TpeGoBaHUs K BHEJJPEHUIO U BBO/Y B 3KCIUTyaTallMIO TOCYJapCTBEHHbIX WH(HOPMAaLIMOHHBIX
CUCTeM;

® TiepeueHb peKOMeH/lyeMbIX  TeXHUYeCKHMX  IlapaMeTpoB obopysoBaHusT U
KOH(UTypalMoHHbIX pelueHui ([IpuioykeHNs K HaCTOSIILIEMY JOKYMEHTY).



2. CoBpeMeHHbIe TeHAeHIuHM B oo1actu UT

CoBpeMeHHble TeXHUYECKHWe CepBUCHble TIOAXOAbl K TIIOCTPOEHUIO U  YIIPaBJ/IeHHUIO
HMH(OPMaLIMOHHO-BbIUMC/IUTE/IbHBIMUA Cpe/laMy TIPeJIo/laraloT OTKa3 OT TMOHSATHUM «OTZe/bHbIN
KOMIIBIOTEp», «IIpOrpaMMa» WM «IpPOrpaMMHO-armnapaTHblii  KOMILUIEKC». BMecTto 3Toro
COBpEMEeHHBIN ToAX0 ] ornepupyeT noHATUsIMU «T-cepBuc» (MHGoOpMaloHHast cuctema) U «MT-
pecypcbl». C TOUKU 3peHHs JaHHOTO T0/X0/a, OCHOBHBIE 33/lauM, CTOSLME Mepesi COBPeMeHHBIMU
NT-niogpaspeneHusiMu - 3TO:

e mioctpoeHre WT-UHPPaCTPYKTypbl, OPHUEHTUPYSICh Ha TpeOoBaHUs (YHKIIMOHATBHBIX
3aKa3uMKOB; COXpaHEHWe U TIOBBIIIIEHHEe KauecTBa IpefocTaBiseMblx VT-cepBUCOB; obecrieueHue
Oe3omacHoCTH (GYHKLMOHUPOBAHKS NT-cepBucoB; obecrieueHye HerpepbIBHOCTH
¢yHkumoHrpoBanusi UT-cepBrcoB;

® cokpaiieHue ob1eli croumocTH Biazgenus UT (ganee TCO).

[Mlpu noctpoennn WT-uHPpPacTpyKTypbl peKOMEHAYeTCS HCIO/b30BaTh  CJeAyHoLiye
COBpPeMEHHbIe MOAX0/ bl U TEXHOJIOTUM:

® KOHCOMUJALMKO peCcypCcoB; BUPTyaJU3al[Ml0 pPeCypCOB; COBPEMEHHYI apXUTEKTYpy
TIPUJIOKEeHUW; MOoJenb SaaS;

® CpeACTBa VIHTerpaluu TIPUJIOKEHUH; COBPEMEHHYHO KOMMYHHUKAL[OHHYO

MHOPaCTPyKTYpYy.

2.1. KoHco/mMaanus pecypcoB

CoBpemenHass UT-uHdppacTpyKTypa U, TIpexkJe BCero, KOMMyHUKAlL[MOHHAasi Cpefia CO3Zai0T
MIPeJTIOChIIKY /I/I1 KOHCOJTU/IAL[MM TIPWIOXKEHWM W JIaHHBIX B COBPEeMEHHBIX I[eHTpaxX 00paboTKu
manabix  (LJO). [danHasi mogenb mnoctpoenusi WT-uHbpacTpykTypel obecrieurBaeT 0Oosee
BBICOKYIO:

e >bdekTuBHOCTE 3a cyer cHWKeHusi TCO (mpexkae Bcero 3aTpaT Ha OOCTy)KHUBaHWE U
coripoBokzieHne WMT cucteM U CHWKEHMsS KallMTa/JbHBIX 3aTpaT Ha 0becreunBarollyro
MHOPaCTPyKTypy);

®  HeINpepbIBHOCTb (ZOCTYIMHOCTh) TPHUIOKEHWM 3a cueT 0ojiee BBICOKOM CTeTeHH
pe3epBUpPOBaHUsl M OTKa30yCTOMYMBOCTM IIPOrPaMMHO-ammapaTHbIX CpeJCTB, MPUMEHSIEMBbIX B
HoJ.

[Tpu noctpoennu ¥ MogepHu3anuu MT-uHGpacTpyKTypbl peKOMeHJyeTCsl pacCMaTpuBaTh
yeTbIpe BH/la KOHCOIUALIMU peCypCoB:

1. lleHTpanu3anms — KOHCO/MUAALMSA reorpauyecku paclipefie/ieHHbIX CEepBepoB B
OJHOM WM HecKoJibKux LIO/.

2. KoHcomipanus JaHHBIX — KOHCOMMaNs 0a3 JaHHBIX W/WIWA YCTPOMCTB XpaHeHUsT /ISt
JIOCTIKeHus 00siee BBICOKOM JOCTYITHOCTH U YTIPAB/ISIEMOCTH JAHHBIMH.

3.  ®usuyeckas KOHCOMHU/ALUsl — 00beIlMHEHHE CePBEepOB TI0/, yIpaB/ieHUeM OZHOU U TON
e OC u ¢ mo100HBIMU TIPUJIOKEHUSIMH, Ha O0Jiee MOIITHBIX CUCTeMaXx.

4.  KoHcomupauusi TIPpWIOKEHWW W XPaHWIWL] [JaHHbIX — pasMellleHrde pas/IuYHbIX

MPUIO’KeHWH Ha MOIIHBIX CepBepax C pasfenseMblMd pasfenaMu, /MO0 Ha cCuUCTeMax
BUPTYyaIU3aLin.

[TpakTrka mokasbiBaeT, yTo TCO KOHCO/JWJWPOBAHHBIX PEIIeHU 3HAYMTEeIbHO HIKE, YeM
CTOMMOCTb BJIaZleHUsI ero pas3/IM4YHbIMU KOMIIOHEHTaMHU B C/Iyuyae UX pa3/ie/IbHOW KCIlTyaTalyu.

2.2 Buprya/m3anus pecypcoB

Bupryanu3aipsi — mporjecc mnpezcTaB/ieHUss Habopa BBIUMCIWTENBHBIX PeCypCoOB, WIH HX
JIOTHYecKoro oO0beIMHeHus], KOTOPBI JjaeT MPenMYIIecTBa repe] OpUriHaaIbHOW KOH(UrypaLyei.
OTO HOBBIM, «BUPTya&JbHBbIM» B3IV Ha peCcypcbl, He OrpPaHUYEHHBIX peav3alyen,
reorpaMuecKuM TMOJOKeHHeM Wiu (u3ndeckol KoHpuryparmeil coctaBHbIX dacTeid. OOBIYHO
BUPTYyaIM3UpOBaHHbIe PeCcypChl BK/IIOUAIOT B Ce0si BBHIUMC/IUTEIbHbIE MOIHOCTH U XPaHWIMIIE
JlaHHBIX.

Bupryanu3aiyst — 3To 001U TePMUH, 0XBaThIBAIOLMM aOCTPAKLIMIO PECYPCOB [ijisi MHOTMX
acreKTOB BbIYMC/IeHUH. THITbl BUPTya/Iu3aLljuu:

e JlporpaMMHass BUpTya/au3alysl IpejrosnaraeT (PyHKLJMOHUPOBaHWe BUPTYa/lbHBIX Cpe[
MOBepX IPOrpaMMHOI TPOC/IONKY, obecrieynBarollell [JOCTYI H30/IMPOBAHHBIX BUPTYalIbHbIX
MallMH K 0011jeMy IMyJly armnapaTHbIX pecypcoB; ArnapaTHasi BUPTyair3alyis 103BoJIsieT BblJe/TUTh



BHPTYa/IbHOW MallliHe HY)KHbIe arirapaTHble pecypchl U 00ecrieuuThb pacripe/iesieHe arimapaTHbIX
MOLIHOCTel Ha YPOBHe YCTPOWCTB.

O6s1acTi IPUMeHeHUsT BUPTYaIu3aliu:

¢ Bupryanuszaiusi Ha ypoBHe OC: BupTyanu3supyet ¢usnueckuii cepep Ha ypoBHe OC,
TI03BOJISISL 3aITyCKaTh M30/TMPOBAaHHbBIE U Oe30TacHble BUPTYa/ibHble CePBEPhl Ha OJHOM (PU3UUYeCKOM
cepBepe. JTa TexHOJOrMsl He Mo3BosigeT 3anyckate OC C ghpamy, OTJIMYHBIMU OT TWIA SApa
6a3oBoii OC. ITpu BupTyanu3aiuu Ha ypoBHe OC He CyIeCTBYeT OT/Ie/IbHOTO CJI0si TUTIepPBU30Da.
Bmecto sToro cama xocroBags OC oTBeuaeT 3a pasze/ieHWe anrapaTHbIX PeCcypCoB MexAy
HECKOJIbKUMY BUPTYa/IbHbIMU CepBepaMu M MOAJeP>KKY UX He3aBUCUMOCTH APYT OT ApyTa;

¢ BupryanbHble MalllMHBIL: OKPY’KeHHe, KOTOpPOe MpejcTaBiseTcs Ay «rocteBo» OC, Kak
anmapaTHoe. OJHAaKO Ha CaMOM Jiejile 3TO TNPOrpPaMMHOe OKDY)KeHHe, KOTOpPOe 3SMYJ/IUPYeTCs
MpPOrpaMMHBLIM 00ecrieueHHeM XOCTOBOW CHCTeMBI. JTa 3MYJISALUS [O/DKHA OBbITb J0CTaTOUHO
Ha/le)KHOH, uT0OBI [paliBephl TOCTEBOM CUCTEMBI MOTJIM CTa0M/IbHO paboTath. [Ipu ucnob30BaHUN
rapaBUpPTYya/iM3al[i¥, BUPTya/ibHasi MalllMHa He 3MYJIMpyeT amrapaTHoe obecrieueHue, a, BMECTO
3TOro, MpejJiaraeT MCIOJb30BaTh CrelyaabHbld MHTepdelc MNpPUKIaZHOrO MpPOrpaMMHUPOBaHUS
(APD);

e BupTyanusalusi pecypcoB: pasfiejieHue OJHOro (U3NYecKOoro cepBepa Ha HECKOJIBbKO
yacTeid, Kakas U3 KOTOPbIX BU/JHA [i/Is1 B/lajiesiblia B KaUuecTBe OTZAe/bHOro cepBepa. He siBnsiercs
TeXHOJIOTMel BUPTYaJIbHBIX MallliH, OCYILleCTB/IsIeTCsl Ha ypoBHe sizipa OC;

¢ Bupryanusaiys MpUIOKeHU: MPoLecC UCI0JIb30BaHUs MPUIOKeHHUsT TIpeoOpa30BaHHOTO
u3 Ttpebyromero ycraHoBku B OC B He TpeOyomuii 3Toro. s BUPTyaau3al[id MPUIOKEHUM
rnporpaMMHoe obecrieueHre BUPTYyaaM3aTopa OIpeJesisieT TpPU YCTaHOBKe BUPTYaIU3yeMoro
MIPUJIOXKEHUs, Kakue TpeOyroTcss KomrioHeHThI OC U MX 3MY/JHMpYeT, TakMM 00pa3oM, CO3/aeTcs
HeoOXoAuMasi — Criellda/JM3UpOBaHHasl Cpefla [yl KOHKPETHO 3TOTO  BUPTYaJIW3UPyeMOro
TIPUJIO’KEHUS ¥, TEM CaAMbIM, 00eCTieurBaeTCst U30JIMPOBAHHOCTb PabOThI 3TOTO MPUTOXKEHHSI.

[ToHsITUe «BUPTYya/bHbIE MAllIMHbI» TIPe/TIo/araeT pa3zesieHue Ha:

¢ BupTyanusaluio cepBepoB: pa3MellleHUe HeCKOJIbKUX JIOTUYeCKHWX CepBepPOB B paMKax
OJHOTO (H3MUecKoro (KoHcouzalys); 00beJiHeHe HeCKOIbKUX (M3UUeCKNX CepBepoB B OJWH
JIOTUYECKUU [I/151 PellieHrs OTipe/ieJIeHHOM 3a/laul;

¢ Bupryammzauuio pabouyMx CTaHIWKA: HCTIO/Ib30BaHHME Ha paboueM MecTe «TOHKHX»
K/IUEHTOB, TTO3BOJISIIOIIMX BBIMIOJIHATE BCe HEeOOXOAMMBbIe IMOJIb30BaTeN0 3aJjaud Ha CepBepe B
OT/leJIbHOM /1J1s1 K&XK/I0TO K/IMeHTa BUpTyanu3upoBaHHou OC.

OCHOBHBIe Npe/IIOChUTIKA PUMEHEeHUs] TEXHOIOTUM CepBEePHOW BUPTYyaIU3aliy CeyoLye:

® HeyK/IOHHOe TMOBbIIIEHWe MOIIHOCTA €JWHUYHOIO CepBepa, 3a4yacTyH IIpeBbILIarollee
MoTpeOHOCTH KOHKPETHOTO TIPUIOKEHUsT; arrapaTHasi TIoZiiepyKKa BUPTya/li3alii B COBPeMeHHbIX
TpoLeccopax;

e Qosibllloe YKCIO HacleqyeMbIX TIpUIOKeHWH Ha ycrapeBawuux OC U amnmapaTHBIX
natgopmax; TeHAeHIUH K KoHconuganuu U T-uHdpacTpyKTyphl.

PekomenzlyeTcsl UCMO/b30BaTh TEXHOJOTMUA U CpefCTBa BUpTyanusauuu UT-pecypcoB ripu
noctpoednu UT-UH(pacTpyKTypHI.

2.2.1 Jlornueckoe feeHrde BbIUMC/AUTE/TbHBIX KOMILJIEKCOB

TexHosiorusi armapaTHbIX U TIPOrPaMMHBIX pa3zesioB (partitioning)— 3TO apXWTEeKTypPHbIU
noaxos kK WT-uHdpacTpykType, MO3BOMSAIOMIMKA BUPTya/lyM3UpOBaTh anrapaTHble pecypcbl U
cZienatb WX [JOCTYIIHBIMM 11 MHOXKECTBa He3aBUCHUMBIX OIEepaljMoOHHbIX cpef. l3HauanbHO
pa3paboTaHHasi i1 mainframe, TeXHOJIOTHSI MO3BOJISIET pa3fie/IUTh OJWH CepBep Ha HeCKOJbKO
TO/IHOCTBIO He3aBUCHUMBIX allapaTHbIX WM [POrpaMMHBIX BUPTyalbHbIX CEPBEPOB WU
JIOTUYEeCKUX pasziesioB. TexHosorusi ¢ HeOONBILIMMH DPa3/uuMsMU TO/JepXKUBAeTCsT BeAYIUMU
npousBouTenisiMu  MIT-o6opyzoBanusi. TexXHONMOTUs JIOTUYECKOTO JlefleHUsl BBIYMCUTeTbHBIX
KOMITJIEKCOB B COUETaHWUM C TUIaHAMH BOCCTaHOBJIEHWS TIOC/ie COOEB M BOCCTAHOBJIEHUSI TOCTIE
karactpop (DRS u DRP) u c wucnonb3oBaHveMm [Byx pasHeceHHbIX LIOJl (ocHOBHOro
pe3epBHOT0), CO37AIOT OCHOBY KaTacTpoQoyCToHunMBOM WH(PACTPYKTYphl TakKMM 00pa3oMm, 4To
TIPWIOXKEHHEe W pasfiesibl C KPUTHUUECKUMU TPWIOXKEHUSIMM, BbINOJIHSeMble B OCHOBHOM 11O/l
MOTYT MepeK/IrYaTbcs Ha pe3epBHbI 11O/l ¢ MUHMMa/IbHBIMU [TOTEPSIMHU.

CoBpeMeHHble CHUCTeMbl BUpTyaqu3aldyd TO3BOJIIIOT CO3ZaHHWE KJIACTepOB  BBICOKOM
TOTOBHOCTH, IO3BOJIAIOIIME IlepeMellaTb CepBUChl (BUPTyasbHble MallWHbI) MeXAY y3/71aMU



(armapaTHBIMU CepBepaMu) [Jisi pacripefiesieHys Harpy3Kyd eJUHUYHOTO y371a U JJisi obecrieueHust
(GYHKLIMOHMPOBAHUSI CepBMCa TpH anmapaTHOM cOoe eAMHWYHOTO Yy371a. PekomeHzyeTtcs
HCII0JIb30BaTh TaKWe KOHPUIYPaLUH, C LeJIbI0 00ecrieueHrs: BBICOKOU JOCTYITHOCTH CEPBHCOB.

2.3 CoBpeMeHHasi apXMTeKTypa NPUI0KeHU!

PekomeHnpyeTcsi otaBaTh npegnouteHue M T-pelieHusiM, UMEIOIIMM COBPEMEHHYIO, CEPBUC-
OpPHEHTUPOBaHHYI0 MHOTOYPOBHEBYHO apXUTEKTYPY.

2.3.1 CepBuc-opueHTHpOBaHHasA apxureKTrypa — SOA

Haubosee mepcrieKTHBHasi apXUTeKTypa TMOCTPOEHUsI TIPUJIOXKEeHUI Ha HacTosilliee BpeMsi —
Service Oriented Architecture (SOA — cepBUC-OpHeHTHMPOBaHHasl apxuTeKkTypa). OcHOBHas 3a/1aua
SOA 06sierunuTb UHTETpaLvio0 MPUIOKEeHUH - KaK HOBBIX MPOTPAMMHBIX pelleHUi, TakK U CUCTeM
npebIAyIIMX TOKoseHud. ApxutekTypa SOA He3aBHMCHMMa OT $I3bIKOB IIPOrpPaMMHPOBaHUs,
T1aTOPM UM TIPOTOKOJILHBIX CrieruUKaIivii, C TOMOII[BI0 KOTOPBIX CEPBUCHI pa3pabaThIBalOTCS,
a Takke OT TOro, IZe M C IOMOILIbI0 Yero OHU pasBepHyThl. IIpakThuecku apxurektypa SOA
TpebyeT Ha/Muusi He TOJBKO CEPBUCOB, HO U CPEZCTB, C MOMOLbI0 KOTOPBIX 3TU CEPBUCHI MOTYT
ObITE OOHapy’>keHbl W TIOAK/IOUEHBI, a TAK)Ke€ MHOKECTBAa KOMIIOHEHTOB, TaKWX, KakK: CepBepbl
MpWIOXKeHnH, cBssyrolee [10O, perosuTopuri U Jake CHeLUaJvM3UpOBAHHbIE  IAKETHI
LIeHTpa/IM30BaHHOr 0 ynpasjeHus SOA.

2.3.2. MHoroypoBHeBas apxXUTeKTypa K/IMeHT-cepBep

KiueHT-cepBep — BBIUMCIUTE/bHAS WM CeTeBas apXWUTeKTypa, B KOTOPDOW 3aJjaHUs WU
ceTeBasli Harpyska pacripefie/ieHbl MeXAy II0CTaBIIMKaMM YyCIyr (CepBHCOB), Ha3blBaeMbIMU
cepBepamMy, M 3aKa3uMKaM{ YC/Iyr, HasblBaeMbIMU KiaveHTaMu. HepeJko KIMeHTbI M CepBepbl
B3aMMOZEHCTBYIOT Yepe3 KOMITBIOTEDHYIO CeThb M MOTYT ObITh KaK pa3/W4YHbIMU (PrU3UdYeCKUMU
yCTPOMCTBaMH, TaK ¥ IMIPOTPaMMHBIM 00ecIieueHreM.

B Hactosimee Bpemst 601bIMHCTBO MIC TIPOEKTUPYIOTCST C MCIIO/Ib30BaHUEM TPEXYPOBHEBOU
apXUTEKTYPbl «KJ/IMeHT-cepBep», mpejcTaB/stoiieii IC B Bule COBOKYITHOCTH TPeX KOMIIOHEHT:
cepBepa 0a3 laHHBIX, cepBepa MPUI0’KeHUH, OTBEUaroI[ero 3a BEITIOTHEHHe JIOTUKY TIPUJIOXKEeHHs, U
K/IMEHTCKOTO TIPWIOKEHUsT WM K/IMEeHTCKOro uHTepdeiica («TOHKUM KaWeHT»). OCHOBHBIMU
NperMyILl|eCTBaMU BbIJle/IeHUs] JIOTUKU TIPWIOKEHUsSI B OT/e/IbHYI0 COCTaB/ISIOLIYH0 SIB/ISIOTCS
BO3MOJKHOCTb TIOBTOPHOI'O MCIIO/Ib30BaHUSI KOJa, JIETKOCTb MOJAW(MKALMM LIeHTPaJu30BaHHO
pa3BepHYTHIX KOMIIOHEHTOB, IIOBbIILIEHHE TPOM3BOJUTENIbHOCTH MCII0/b3yeMOro cepepa 0a3sbl
JJAHHBIX, BO3MOKHOCTb MacCIITabMpOBAHUSI CUCTEMbI B 1€JIOM U HE3aBUCUMOCTb CUCTEMBbI OT
¢usnueckoro pacronokeHuss 0aspl  JaHHbIX. Kpome TOro, cHCTeMbl, IIOCTPOEHHble B
TPeXypPOBHEBOW apXUTeKType, CYILeCTBEHHO IIpolle U JelleBle B 3KCIUlyaTallud, T.K. Bce
WCIIpaBJ/IeHNs] U KOH(PUTypaLMOHHbIe HACTPOUKHU BHOCATCS L{€HTPaIM30BaHHO.

CocTaBisitolL1ie TpeXypOBHEBOW apXUTEKTYPhbI:

® ypOBeHb TIpe/icTaB/AeHUs (peanu3yromuii GYHKIMM BBOJAa U OTOOpa)keHHUsl [JaHHBIX);
TIPUK/IaJHOU YpOBeHb (peaau3yrolvii YHUBepCalbHble CePBUCHI, a TaKKe (PYHKLUH, Creliu(pUUHbIe
JUTsI OTIpe/ie/IeHHOM TIpeZIMeTHOM 00/1aCTH);

® ypoBeHb J0CTyrna K HH(GOpPMALMOHHBIM pecypcaM (peanusyromuii ¢yHJaMeHTa/lbHble
(GyHKLMY XpaHeHUs1 U yrpaB/eHus1 UH()OPMal[MOHHO-BbIUMC/IUTE/TbHBIMU peCypcaMu).

2.4. Mogaens SaaS

[TporpammHoe obecrieueHre Kak yciayra (software as a service, cokp. SaaS) - Mopenb
WCII0J/Ib30BaHUST TIPOTPaMMHOTO o0ecrieueHus], NP KOTOPOW TOCTaBLIWK pa3padaThiBaeT BeO-
TIPUIOXKEHHEe U CAMOCTOSATeIbHO YIIpaB/isieT UM, Npe/loCTaB/IsAs Mo/Ib30BaTes M AocTyI K I10 yepes
ceTb. OCHOBHOe TNpPerMMYyILleCTBO MOZenr SaaS [/s rosb3oBaTesisi COCTOUT B OTCYTCTBUM 3aTpar,
CBSI3aHHBIX C yCTAaHOBKOW, OOHOBJIeHHWEM W TIOAJEepP>KKOH paboTocrocobHOCTH 000pyZOBaHUS U
paboratoiiero Ha Hém I[10. Vcnonb3oBaHue SaaS mnpearnouTuTenbHel Kak Oosiee JemieBasi U
MpoCTas anbTepHaTUBa BHYTPeHHUM MH(OPMAaLMOHHBIM pecypcaMm.

2.5. CpeacrBa uaTerpauuu npuwioxenuii (middleware)

Inst moctpoenust uHTerpupoBaHHoM VT WHQPaCTPyKTypbl, 0COOEHHO TPH HCIIO/Ib30BaHUM
pa3/IMUHBIX MPOrPaMMHO-AIIapaTHbIX CpeJi, PeKOMEeH/YeTCsl MCI0/Ib30BaTh Criel[hau3upOBaHHbIe
rporpaMMHblie cpefictBa — VHTerpaioHHble miaTdopMel. VHTerpaijonHas 1iatdopma [o/bKHa
obecrieunBaTh JIOCTYIl B peajibHOM MaciuTabe BpeMeHH K pa3/IMuHbIM HH()OPMAI[MOHHBIM
pecypcam, 0OMeH U CHHXPOHHU3Aal[MI0 JAHHBIX MEXy HHUMH, aBTOMATUUYeCKH, IO 3a/laHHBIM



MpaBUlaM M pAaCIUMCaHUI0 - TIOZAJEP)KKY eAMHOro CTaHAapTa oOMeHa HWHQOpMaLuel Mexay
TIPUIOXKEeHUsSIMU, HE3aBUCHMO OT T1aTOpM, Ha KOTOPBIX OHU CYIIIeCTBYIOT.

bazoBble (pyHKIIMOHa/bHBIE BO3MOXKHOCTH JO/DKHBI BK/IIOUAaTh B Ce0si Cpe/icTBa TMPOBEPKHU
KOPPEKTHOCTH, OUMCTKH, O0BeJUHEHWs] CTPYKTYPHPOBAaHHBIX WM HECTPYKTYPHUPOBAHHBIX JaHHbIX,
peIIMKaIy JAHHBIX U Ty OIMKaruy UHPOPMaIIMU 0 COOBITHSX, a TAaKXKe CPe/ICTBa KOPIIOPATUBHOTO
TOUCKa.

[TpoAyKThl TaKOTO THUIIA, KaK MPaBU/IO, CTPOSITCS Ha TMPUHLIMIIAX CEePBUC-OPUEHTHPOBAHHOMN
apXUTEKTYPhI U TIpeJIHa3HaUeHbI [IJis1 pelleHus 3a7au obecrieueHus 0CTOBEPHOCTU UH(OpMaIuK B
Maciitabe OpraHu3al[uM, KOHTDOJISI KaueCTBa JIaHHBIX, WX IpeoOpa30oBaHuUsl, TIepeMel|eHHs U
00beTUHEeHNs], a TaK)XKe yTpaB/IeHUs] MeTalaHHbIMHU.

[TpuMeHeHHe AAHHBIX TEXHOJOTUM T03BOJIsSIET, C TOMOILBI0 COOTBETCTBYIOIIUX CEPBUCOB,
TIPeJOCTaB/ISIEMBIX TIPUJIOXKEHUSIM, TIPOL[eCCaM U OT/Ie/TbHBIM IT0/Ib30BaTe 1M, OBICTPO COTIOCTaBUTh,
COTrJIacoBaTh U 00BEIMHUTH Pa3pO3HEHHbIE JJaHHbIe, TIOCTYTIAOIIHe U3 Pa3/TMUHBIX HCTOUHUKOB.

2.6. CoBpeMeHHasi KOMMYHUKaIlMOHHas MHGpacTpyKTypa

[isi ToCTpoeHUsi ceTell TiepeflauM [aHHBIX PEKOMEHYeTCsi TPUMEHSITb TeXHOJIOTUH
MOCTPOEHUs] BUPTYa/JbHOM uacTHOW cetu Ha 0Oasze MPLS/VPN, c wucnosnb30BaHHeM YCIIyT,
Mpe/loCTaB/sieMbIX ~ KPYMHbIMU  Te/IeKOMMYHUKAI[MOHHBIMU ~ OTepaTopaMyd  HalJMOHAIbHOTO
Maciraba. [Tpu HeoOX0IUMOCTH, pe3epBUpOBaHUe KaHa/ioB OCYILIeCTB/ISIeTCS
TeJIEKOMMYHHUKAI[MOHHBIMH OTlepaTOpaMH, B TOM UHCJIe, C UCTIOIb30BaHHeM MOOUIbHOM cBsi3u. [1pu
HEeBO3MOXXHOCTH De3epBUpPOBaHMsl KaHajla CpeJCTBaMH TeleKOMMYHHKALIMOHHOIO oOrepaTropa
Heo0X0/IMMO TpelyCMOTPeTh Ha/Mure pe3epBHOI0 KaHajla C BO3MOXKHOCTBIO TEepeK/IFoueHUst Ha
Hero B C/ly4yae HeJJOCTy[THOCTH OCHOBHOTO.

[TocTpoeHre BHYTpeHHEM CeTeBOM MH(MPACTPYKTyphl PEKOMeHyeTcCsl TTPOM3BOUTh Ha 0asze
COBpPEMEHHBIX TIPUHIUIOB TIOCTPOEHUsI CeTH, O0ecreuynBarol[MX TrapaHTUPOBAHHOE KauecTBO
ceteBbIX ycayr (QoS).

ApXUTeKTypa TakKuX ceTell COCTOUT U3 UeTbIpeX OCHOBHBIX KOMIIOHEHTOB, @ UMEHHO:

1. WHrennekTyanbHasi ceTeBasi MHPpacTpyKTypa Ha 6a3e nporokosa IP;

2. VHTennekryasbHble KIMEeHTCKHE MeCTa C TIO/1ep>KKOM rpoTokosna IP;

3. Cny>xeOHble cepBepHbIe TIPUIOKEHNS;

4. CoBpeMeHHbIe I10/1b30BaTe/IbCKUe IPUI0KEeHHUS.

OcHOBa apxXWTeKTYphI - ee pacrpefiesieHHasi TIpUpo/a, Osarosapsi KOTOPOH CHCTeMa JIeTKO
MaciuTabupyetcs. 3a CueT 3TOro, CeThi0 Ha 0a3e JAHHOW apXWUTEKTYPbl MOXKHO OXBAaTHUTh OJIHO
3[laHHe WM HECKOIbKO CTOSIIUX PSZIOM 37aHUM, 00beIUHEHHBIX BBICOKOCKODOCTHOMW JIOKATbHOU
CeTbl0, TIPeJIOCTaBUTh B CETU CEepBUCHI TeseOHHMU U JAHHBIX /s T10/Ib30BaTeseil y/aneHHbIX
otucoB ¥ noapasaenenuil, 00bearHeHHBIX [P ceTbio.

3amuTa uHpOpMAl[MM OrpaHUUEHHOr0 [OCTyra Ipu eé Tiepejaye C UCIOIb30BaHUEM
MHGOPMALIMOHHO-TeJIEKOMMYHHKAI[MOHHBIX CeTel /Io/DKHa 00ecreurnBaThCsi B COOTBETCTBHU C
TpeOOBaHUSIMM HODMAaTHBHBIX TPABOBLIX aKTOB Poccuiickoii @Pefepaiii B 00/1aCTH  3allUThI
vHboOpMallMM, B TOM YHCIe B COOTBeTCTBMH TpeGoBaHWsIMU O 3aufute WHMOpMaIH, He
COCTaBJISIFOLLEM TOCY/JapCTBEHHYIO TaliHy, cojeprKallleiics B TOCyJapCTBeHHbIX UH(POPMAalMOHHBIX
cucreMax, yrBepkaeHHbIMU TipuKazomM PCTIK Poccuu ot 11.02.2013 Ne 17, MHcTpyKIimei 06
opraHu3aru u obecrieueHNMM 6€30MIaCHOCTH XpaHeHUsl, 00pabOTKY U miepeiauu 110 KaHa/laM CBSI3U C
WCIT10/1Ib30BaHKEM CPeJICTB KpUIITOrpauuecKoi 3aljuThl MH(OPMaLY C OTPaHUUEHHBIM [JOCTYIIOM,
He cojeprkallleld CBeieHUM, COCTaB/SIOIIMX TOCYyZApCTBEHHYIO TaliHy, YTBep)KJeHHOW TPHUKa30M
DATICH ot 13.06.2001 Ne 152.

3. Pekomenpanuu no ynpasiennto UT uHppacTpykTypoit
3.1. Heo0xoaumocTth n3meHenuit B UT-unpacTpykrype
[Mpu pemenuu 3agau yrpasieHuss MT-uHGpacTpyKTypol CyllleCTBEHHOe 3HaueHue WUMEHOT
TpoLiecchl, CBsi3aHHble ¢ u3MeHeHUsIMU U T-uHdpacTpyKkTyphl. TexHUueckre pellieHusi, CBsi3aHHbIe
¢ uameHeHusiMu M T-UH(pacTpyKTyphl, JO/DKHBI OBITH 000CHOBAHBI, B TOM YHC/IE, C YUeTOM OLIEHKU
WX BAWSHUS Ha CTOMMOCTb M KauecTBO YC/YT, OKa3biBaeMbix WT-ciayx00i, U peasm3oBaHbl C
y4eToM CJ/Ie[iyIOLUX peKOMeHJaluid II0 BHECeHWI0 W3MEeHeHWM U TMjaaHupoBaHuro WUT-

MH(PaCTPYKTYPHI.



3.2. Pekomenanuu no nposeaeHuro usmeneHuii B UT undpacTpykrype

[potiecc 1o npoBefieHUI0 u3MeHeHU B ' T-uHbpacTpyKType — 3TO MPOL|eCC UCIO0Ib30BaHUS
CTaH/IapTU3UPOBaHHBIX METOJ0B U TpoLeAyp A/ 3((eKTUBHOIO U CBOEBPEMEHHOI'O MPOBe/eHus
n3MeHeHu B UT-uHdpacTpyKType C MUHMMaAbHbIMK HeraTUBHBIMU MOC/I€CTBUSIMU [JIs1 1e/IOBbIX
TMPOLIeCCOB.

[Tpu usmenennu U T-uH@pacTpyKTypbl HEOOXOAUMO YUUTHIBATE C/IeAyIOIIe TpeOoBaHUs:

e (OOmue TpebOBaHUs K TECTUPOBAHMIO U MPHUEMKe H3MeHeHU;

e TpeboBaHMii «pa3yMHOTO KOHCepBaTH3Ma» TIpM BHeJpPeHWHM HOBbIX Bepcuii UT-
KOMIIOHEHTOB;

e TpeboBaHuii aBTOMAaTHW3alLMK TUPaXUpOBaHusi oOHoBeHMK I10; Obs3aresnpHOE
JIOKYMeHTHPOBaHHEe BHOCUMbIX N3MeHEeHUH.

3.2.1. OOwme Tpe0OBaHUs K TECTUPOBAHHIO M MPHEMKe H3MEHEeHHUH

[Mpomiecc  TecTvpoBaHUsi M TNpUeMKU u3MeHeHu  MT-uHQpacTpyKTyphl  [O/DKeH
yIOBJIETBOPSATH C/IeYIOIUM OOLIUM TpeOOBaHHUSIM:

¢ PemeHne o0 MpoBefieHVMM W3MEHEHWH [JO/DKHBI MPUHUMaThCs Ciiy>kO0M 3aka3uMKka TI10
COTJIaCOBaHWIO C (DYHKUMOHA/NBGHBIMM 3aKa3uvkamu. Ciykba 3aka3uMka BrpaBe pa3paboTatb
YTIPOLLeHHbIM MOPSIIOK MPUHATHUS pelleHUid O MPOBeJileHH HeKPUTUYHBIX /ISl [IeJIOBBIX MPOLIeCCOB
U3MEeHeHUH;

¢ [lepes BBOAOM M3MeHEHHI B 3KCIUTyaTaljli0 He0OX0AUMO pa3paboTaTh ¥ MPOTECTUPOBATh
T/1aH

e BHeceHusi u3MeHeHUW C 00s13aTe/IbHBIM yKa3aHWEM KOHTPOJIbHBIX TOYEK TMPUHSTHUS
peitieHnst 06 0TKa3e OT BHECEHHBIX U3MeHEeHHH 1 BO3BPaTe CHCTEMBI B TIPEIbIAYIIee COCTOSTHUE;

e TectupoBaHMe TIIlaHA BHECeHWs U3MeHeHHWH HeoOXOJUMO TPOU3BOAWTL B  Cpefie,
aHAJIOTUYHOM  TPOU3BOACTBeHHOW; TecTpoBaHWe W TIPUEMKY HW3MeHeHWM HeoOX0JuMo
TPOU3BOJUTH B Cpejie, aHaJIOTUYHOM MPOX3BO/ICTBEHHOM;

e BBoj u3MeHeHMI B SKCIlyaTalldi0 TIpeJBapsieTCsl pe3epBHbIM KOMMPOBaHHMEM BCEX
3/IEeMEHTOB CUCTEMBbI, NT0/IBEPILNXCS U3MEHEHUIO.

3.2.2. TpebGoBaHHA «pPa3yMHOr0 KOHCEPBAaTH3Ma»

[Tpu BHepeHHH, MO/lepHU3al[iH, 00HOB/IeHU M T-KOMITOHEHTOB [JO/DKHBI ObITh COOTHO/IeHbBI
cepyrolye ob1iye Tpe6oBaHUS «Pa3yMHOI0 KOHCEPBATH3Ma»:

® BHejpeHHe HOBbIX Bepcuii I1O [0/DKHO MMeTh 0OOCHOBaHHbBIE TIPEUMYIIECTBA Iepe[
ucronb3yeMbeiMu BepcusiMy [10 1 He OJDKHO yXy/ALIaTh TEKYIEro COCTOSIHUSA JeJl;

® /Il KPUTHWYECKU BaXKHBIX [e/IOBBbIX IIPOLIECCOB HeJOIYCTHMO BHeJpeHHe I0C/IeHUX
BepCcuil

e mpombiieHHOro IIO w/unM ero KOMIIOHEHTOB, 3a HWCK/IIOUEHWEM HCII0/Ib3yeMbIX B
CXO0’Kell TIpOMbIIIIeHHOM cpejie 6ojiee 2 jieT ¥ UMEIOIIUX TIPU 3TOM He MeHee 2 KOPPeKTHUPYIOIIUX
00OHOBJIEHMI OT IPOU3BOUTES (PETU30B, TIaTuel, CepBUC-TIaKOB, 00HOBIeHuH 10 u T.1.);

® HeJOMyCTHMO MCIO/Ib30BaHUe TecTOBbIX Bepcuii MT-koMrioHeHTOB (anbda, beta Bepcuu
[10 u T.1.) B pexxrMe IPOMBILIJIEHHON SKCIUlyaTalliy; INPU IJIAaHUPOBAaHUM BHEPEHUs] HOBBIX
Bepcuit [10 pekomeH/lyeTCsl yUUTHIBATh J0TOCPOYHBIE

® [UIaHbl NPOU3BOJWTENS IO BBIMYCKY HOBBIX BEPCHI/PeU30B; Mepefi BHeJPeHWeM HOBbBIX
Bepcuii [10 B MpOMBILIIEHHYO SKCTTyaTalyio 00s3aTelbHO

® TijaTeJbHOE TeCTUPOBAaHWE (PYHKLMOHMPOBAHUSI COOTBETCTBYIOIEH CUCTEMBI, C
3aKJ/IFOUeHUSIMU COOTBETCTBYIOLMX K/IFOUEBBIX CIIeL[MaIiCTOB.

3.2.3. ABTOMaTH3alUs THPAKUPOBaHUA 00HOBIeHmit [10

ABTOMaTH3anMs TUpaXUpoBaHUs OOHOBiaeHuit I[1O [O/DKHA BBIMOMHATHCS C  Y4YeTOM
CJIeAYIOINX 00X TPeOOBaHUM U PEKOMEH/ Al [|ii:

e mpu BeiOope IIO, mpu TPOUYMX paBHBIX (YHKIMOHAIBHBIX XapaKTePUCTHKAX,
MIPEUMYIIECTBO C/IeZIyeT OTAAaBaTh CUCTEMaM, UMEIOIIUM CTYKObI [IeHTPaTM30BaHHOTO YTIPaB/IeHHUs
Y 0OHOBJICHUS;

® Co3JaHKWe W BHEJIpEHWE pelleHHs 10 aBTOMaTHW3alluyd THUPaXUpoBaHUsI oOHoBmeHWN 10
JIOJDKHO TIDOU3BOJUTLCS B paMKaxX OT/eNbHbIX MpoeKToB MT-ciy>kObl M C HCMO/Ib30BaHUEM
COOCTBEHHOM  CepBepHOM CHCTeMbl  THPaKUpOBaHUs  OOHOB/ieHWH. OOHOBmeHwe I10
HeToCcpeJCTBeHHO ¢ MIHTepHeT-TopTaia pou3BOJUTe ISl He 0Ty CKaeTCs;



¢ (yHKUMOHANbHbIE BO3MOKHOCTHM aBTOMAaTHM3WPOBAaHHOW CHCTeMbl THUPaKUPOBAHUS
O0OHOBJIEHUI [IOJDKHBI TIO3BOJISITH peasM3alidio TOJIHOTO M YTIPOLIeHHOTO I[UKJIOB YIpaB/ieHust
V3MeHeHUsIMH, TIPOBOJUTb aBTOMAaTHUeCKyl0 TPOBepKYy (ayJuT) THUPaXUPOBaHUSI OOHOBJIEHUU;
THUPa)KUpOBaHWe OOHOBJieHWI B 00s1acTH 0€30MacHOCTH KPUTHUHBIX /ISl TIPEJTIPUSTUS CUCTEM
(o6HoBnenusi OC, IIO ¢ HemocpeACTBeHHbIM [OCTYIIOM BO BHelliHuWe ceTu/MHTepHerT,
AaHTUBUPYCHbIe CUCTeMbl W T.M.) TOZJIEXXAT 00si3aTe/IbHOW aBTOMAaTH3aluM; THUPaKUPOBaHHE
oOHOB/eHMid B obOsactu Ge3omacHOCTM Ha pabouwe CcTaHUM W UHOGPACTpyKTypHble WT-
KOMITOHeHThI (moMeH-KoHTposiiepbl, DNS/DHCP/mail-cepBepa u T.n.) B 4aCTU CUCTEMHOTO U
oucHoro ITO noayexxuT 0bsi3aTe/TbHON aBTOMaTU3alINY;

¢ oOHoBnenue nHppacTpykrypHoro 10 (momen-koHTposiepsl, DNS/DHCP/mail-cepBepa),
BKJIIQUAOL[er0 CMeHYy (yHKI[MOHATBLHOCTH, CMeHYy Bepcuu ucnosb3dyemoro 10, 3a uckaroueHreM
oOHOB/leHMd B oOsacth  0e30MacHOCTH, HEOOXOAWMO  TPOBOJAWUTH  TIOJZ,  KOHTPOJIEM
COOTBETCTBYIOILIEr0 CIeLaaucTa, TMpeiBapyTe/bHO TIPOBe/l TeCTUpPOBaHHWEe B TeCTOBOW cpefe,
aHaJIOTUYHOU MPOM3BO/ICTBEHHOW;

® DEKOMeHJyeTCsl aBTOMaTHW3alUs THUPAKUPOBAHUS OOHOB/IEHWUM K/JIMEHTCKOW YacTh
MPOrpaMMHBIX TIPUIO’KEHHUH;

® Tiepe] MacCIITaOHBIM THPA)KUPOBAHWEM OOHOBJIEHWM HEOOXOAMMO TTPOBECTH TECTHPOBAaHHE
B JIOKa/IbHOM TeCTOBOM cpejie.

3.3. Pexkomenpanuu 1o nianupoBanuio UT-un¢pacTpyKTyphl

[Mpu mnmanupoBanuu MT-uHGpacTPyKTypel [O/DKeH ObITh oOOecrieueH SKOHOMHUYECKU
000CHOBAHHBIM YPOBeHb COOTBETCTBUSI pecypcoB MT-uH(pacTpyKTypbl TeKyIMM W OyAyIuM
rnotpebHOCTSIM  moTpebuteneir. [ns  sddektuBHOr0 ruiaHupoBaHusi M T-uHGPaCTPyKTYyphI
He00X0/IMMO YUMTBIBATh TIPOTHO3 Pa3BUTHsI OCHOBHOM [JIeSITe/TbHOCTH MOTPeOUTesIs U TEXHUUECKOTro
passutus UT. [ToaTomy A/isi KaXK[oro rotpebuTesisi BaKHOe 3HaueHWe MMeeT BbIOOp TOPU30HTOB
TJIAaHUPOBaHUS [/1s1 pa3iuuHbix WT-ripusiokeHWid U ompefiesieHre 0a30BOM MeTOJUKW pacuera
TIPOM3BO/IUTE/ILHOCTH U 00BeMa XxpaHuMoii uHdopmarmu asisi UT-cucrem.

3.3.1. PexkoMeHAaMH M0 BHIOOPY FrOPU30HTOB IUIAaHUPOBaHuA /i U T-npuiokeHui

BbiOOp TOpPU30HTOB T/IaHUpOBaHUS WT-TIpUIOKEHWM [O/DKEeH OIpeieNsiThCsl TOPU30HTOM
TJIaHUpOBaHUs 1oTpebuTesisi. TIpu 3TOM ropu3oHT ryiaHupoBaHusi M T-uHpacTpyKTyphl [0/DKeH
ObITb MeHbllle, YeM FOPU30HT rylaHupoBaHusi U T-nipunoxeHUH.

PekomeHzyeTCsl ICXOAUTD U3 CeIyIOIIUX TOPU30HTOB T1aHMpoBaHus U T-nprnokeHwit:

e 8-9 ner pana npunoxenut knacca ERP u npunoxxenuit ynpasnenus VT, KpUTUUHBIX /15
JlelIOBbIX MPOLIeCCOB;

® 5-6 sieT /151 1e/I0BbIX MPUIOKEHUH U CUCTeM OomepaloHHOro ynpasaeHus UT;

e 3-5 neT st 0QUCHBIX U CUCTEMHBIX TIPUIOKEeHHUH.

[lpu 3TOoM A cooTBeTcTBYHOUMX 371eMeHTOB WT uHGpacTpyKTyphl peKoMeHAyeTcs
YCTaHOBUTH CJIeYIOLYie TOPU30HTHI IJIAHUPOBaHUS:

® 5-6 ner pna npunoxenuu knacca ERP u npunoxxenuit ynpasnenuss VT, KpUTUUHBIX /151
JleJIOBBIX TPOLIeCCoB; 3-4 rofa AJisl JeNOBbIX TPWIOXKEHUN U CUCTeM OMEepaLjMOHHOrO yIpaB/IeHUs
uT;

e 2-3roza A/l OQUCHBIX U CUCTEMHBIX MPUIOXKEHUH.

3.3.2. PexkoMeHAAIUH M0 PacyeTy NMPOU3BOUTETHLHOCTH U 00beMa XpaHUMOH
undopmanuu ana UT-cucrem (MmacirradbupoBanue UT-cucrem)

Pacuer npousBogutensHoctd UT-crcteM [0/DKeH TPOU3BOAUTBHCA B TepMuHax WUT-ycnayr,
HCXO/Isl U3 TUIAHUPYEMbIX CPOKOB HCIO/Ib30BaHUs (TOPHU30HTA IJIAHUPOBAHUS ), 00beMOB, 3HaUeHUIH
ToKa3aTesiel YpOBHS NIpe/loCTaB/IeHUsI U IPOU3BOAUTENBHOCTH YCIYT.

[Ipy pacuere TIPOU3BOAUTENIBHOCTH TIOJJIe)KAT YYeTy Harpy30uHble BO3MOXHOCTH BCeX
3a[leMCTBOBaHHbIX B 1mipefocraBieHun WT-ycnyr kommonenTtoB: WT-ycnyr, WT-cucrem,
KOMIIOHEHTOB MH(MPACTPYKTYPhl U CUCTeM MH(OPMAI[MOHHOW 0€30MacHOCTH, BK/IFOUAst KIIUEeHTCKUe
pabouvie cTaHLIH.

[Mpu pacrete npousBoguTenbHOCTH MT-cucrem o0si3aTesieH yueT Kak CpeHUX, TaK U
MUKOBLIX  TIOKasaTesield Harpy3ku. PekomeHayeTcsi [asi pacyera TPOM3BOJUTE/bHOCTU
WCII0/1b30BaTh TIPe/|OCTaB/IsieMbli MPOU3BOJWTENIEM WHCTPYMEHTAapui - Harpy30uHble KpUBbIE U
pa3paboTaHHble nyule MeToquKu (bestpractices).



B of0mem ciyuae, B XOZie pacuera peKOMeH/yeTCsi TIPOBOJMTH OLIEHKY 3arpy3kKu IIO
Ce[lytoIIM KOMIIOHEHTaM:

® CcepBep NpU/IOKeHUH; cepBep 6a3 JaHHBIX;

® cepBepHbIe CpejCTBa MH(MOPMALMOHHOM 0Oe30macHOCTH (aHTUBHDYCHOe obecrieueHue,
riporpaMMHbIiii MCO3, kpuntorpadruyeckie CUCTeMBI U T.11.);

® KOMIIOHEHTbl MOHUTOPHMHTA (areHThl U T.11.); cucteMHoe [10;

e anmaparHasi 1saTdopMma (TIpPOL[eCCOphl, OrMepaThBHas TaMsTh, AUCKOBas TO/CHCTEMa,
ceTeBOI UHTEp(eNiC);

¢ cetu xpaHeHus AaHHbIX (SAN, NAS);

® (CeTU Mepefiauu JAHHBIX, BK/IIOUasl akThBHbIe ycTpoiicTBa (MCD, MapiipyTH3aTophl U T.11.);
ceTeBble cepBUCHI (cepBUCHI Katasora, DNS, DHCP u T.11.);

® K/IMeHTCKHe pabouue CTAaHIUY B alapaTHOM W MPOrPaMMHOM YacCTH.

[nist olleHKHW oObeMa XpaHMMOW WH(OPMALMKU PEKOMEHJYeTCsl UCIOJb30BaTh COOCTBEHHBIE
CTaTUCTUUECKWe [aHHble M0 o0beMaM W [JUHAMUKe W3MeHeHUs AAHHBIX 3a JyuTesbHbie (0T 1
MecsIia) TIepruo/ibl U MaKCUMaJlbHbIe 3HaUeHHs B IIMKOBbIe Tepruo/ibl. I1py oTCYyTCTBUM COOCTBEHHBIX
JJaHHBIX JOMYCTUMO MCIO/b30BaHUE CTAaTUCTUKU CXOXKUX TMPEeANPUSATHI WIA SKCIIePTHBIX OL[€HOK.
[Ipy BHeJpeHHWH HOBBIX CEPBUCOB CJ/ie[lyeT TpHJEep)KUBaTbCsl WH(OPMALUM, YKa3blBaeMOW
MpOM3BO/IMTE/IeM, KaK B 007acTW HadanbHbIX TpebOBaHMM, TaK U B TIPOTHO3UPYEMbIX 0OBbemMax
yBenuueHusi uHpopmaumu. IlocnegHuii MokaszaTenb  CjieyeT KOPPEeKTUpOBaTb B XOZe
roc/ieflyrolei SKCrutyaTaliii CUCTEM.

[Mpu ouieHKe obObema XxpaHuUMOW HWHQOpPMaLMK 00si3aTesieH y4yeT He TOJbKO T10/Ie3HOT0
obbemMa, HO U 06BEMOB CUCTEMHOM U ciykebHOM nHpopmaru (cuctembl KMdpoBaHus, haiibl
JIOTUPOBaHUs, (paiiyibl )XypHaA0B TPaH3aKLMHU U T.I1.).



4. Karanorusauus u kiaccupukanus 31eMeHToB UT-undpacTpykrypsl

4.1 Tunu3amus 31emeHToB UT-uHppacTpyKTYyphI

Yuudukauys u Tunusanys snemeHToB WT-uH(pacTpyKTypbl criocobHa 3HaYUTE/IBHO
CHU3UTh Pacxo/ipl U 06serynTh BHeipeHue HOBbIX WUT-peltieHuii, CHU3UTh 3aTpaThl Ha MOJTOTOBKY
WUT- nepcoHana, yrnpocTUTb COIPOBOXJeHWe U 00CIy)XrBaHMe 3THX pellleHuil B OyaylieM U, B
KOHEYHOM UTOre, 3HaUWTE/NbHO CHU3UTH OOIyI0 CTOMMOCThb BrafeHus UT- nHbpacTpykTypoii B
L[eJIOM.

[Moj Tumnu3anueil MOHUMaeTCsl CHW)KeHHWe HOMEHK/IaTyphl W TIOBbIllleHWe KauectBa WUT-
3/IeMeHTOB M KOH(UTrypaluii, BHeJpsieMbIX B OpraHax rocCy/JapcTBeHHOW Biactu YyBarickoi
Pecry 6Ky,

Nanuble TexHuueckue TpeboBaHust B obsactu VT BbABUTAIOT TpeOOBaHUS K CJIeYIOLIMM
kareropusiMm T uHppacTpyKTyphI:

¢ pabounm mectam mosb3oBaTteneii (11K, nepucdepuitHoe 0bopyzoBaHue);

® MyJ/IbTHCEPBUCHOW ceTU (KOpIlOpaTWBHAsl CeTh, BHEIHWE KaHaslbl CBS3U); MPUKJIAJHOMY
I10;

® uHOPaCTPYKType LIEHTPOB 00pabOTKM [JAHHBIX (CHUCTEMbl XpaHEHUs U pe3epBHPOBAHUS,
cepBepbl);

O6mue TpeboBaHMSI K YKa3aHHBIM KaTeropwsiM U WX OTZJe/bHBIM 3/IeMeHTaM IpPUBeZIeHbI B
ryiaBe 6 HacTosiILero AokyMeHTa. [Ipy pa3paboTke TeXHUUECKHUX TOUTHK U JPYTUX HOPMAaTHUBHBIX
JIOKyMeHTOB B 06acti U'T Heo6XoauMo yuuThIBaTh YKa3aHHbIe TpeOOBaHus.

B mnpuwioxeHusix K [aHHOMY [OKYMEHTY IIpUBe/leHbl peKOMeHJyeMble MHUHUMAa/IbHO
JIOMyCTUMble TexHWYecKue TpeOOBaHHS K COOTBETCTBYIOIIMM KareropusiM. IIpu passutiu UT-
MH(PaCTPYKTYypbl OPraHOB rocyJapcTBeHHOM Bacty Uysarickoit Pecrybimku, rocyapCTBeHHBIX
yupexxgenuit Uysarickoil Pecny6ivku HeoOXOJUMO YUMTHIBaTh JlaHHble peKoMeHgjauuu. Takxke
JlaHHble peKOMeHJallud HeoO0XOJUMO YuuThIBaTh NpU pa3paboTke U BHejpeHuu Kartanoros
PekomeHnioBaHHbIX KoHdurypaumii B LIAT.

Ilpy noctpoenny coBpemeHHOW WT-MH(PacTPyKTyphl AJI1 OIpejie/leHUsl MecTa YCTaHOBKU
(pasmertienusi) WT-peuieHnss HeoOXOAUMO TIIPOBECTH KacCH(MKALMIO [JaHHOTO pelleHus B
3aBUCHMOCTH OT COBOKYMHOCTH CJeyIOLIMX IlapaMeTpoOB: COCTaBa I10/Ib30BaTesel JaHHOW
CHCTEeMbI, CTeTIeH! arperalyu WHQOpMaruy, XpaHeHWss ¥ 00pabOTKU [JaHHBIX; peIllaeMbIX 3a/ay;
YPOBHS$I CJIOXKHOCTH U T.J.

C TOUKM 3peHHs1 JaHHOM KlacCU(pUKaL PeKOMeH/lyeTCsl BbIZIe/IUTh CIe[yoII1e K1acChl UIu
YPOBHU UHQPACTPYKTYPhI /7151 pa3MmeltieHust U T-cucrem:

e Ilentp obpabotku ganHbix - LIOJ] 1 ypoBns, (ypoBeHb IIpaBuTenbctBa UyBaiickoit
Pecriy6uku, LIUT) — obecrieunBaeT LieHTpa/TM30BaHHOE XpaHeHHe U 00pabOTKy JaHHBIX Ha YPOBHE
[TpaBurenbctBa UyBamickod Pecrybmuku. Pecypesl  manHoro LIOI  wcnonb3yroTcs — fjist
KOHCO/MMJAMM WHGPOPMAli C HIDKeJeXXall[uX ypOBHeH, obecreueHrsi WH(POPMAILMIOHHOTO
B3aMMOZEHCTBUSI OPraHOB TOCyZAapcTBeHHOW Bmactu UyBamickod Pecrybsmku v okasanusi UT-
CEepBHCOB BCeM OpraHu3aLusM, (HUHAHCUPYeMBbIM W3 pecryOsmKaHcKoro Oromkera UyBarmickoid
Pecry6miku.

e Ilentp obpabotku maHHbIX - IO/ II ypoBHS, OCHOBHOI 1IeHTp XpaHeHUsi u 00paboTKU
JAHHBIX B paMKaX OJHOTO OpraHa rocyjapcrBeHHOW Biactu UyBamickod Pecrybmvku. Ycmyramu
nmanHoro IO/l mosb3yercss OOJBIIMHCTBO COTPYAHUKOB gAaHHoro OI'B u rocymapcTBeHHBIX
yupeXx/1eHu M.

B pasgene «5.5. Tpeboanus K WH(MpaCTPyKType LIeHTPOB 00pabOTKM AaHHBIX (CHCTEMBI
XpaHeHUsl ¥ pe3epBHUPOBAHUsI, CEPBEPhI)» CcojiepsKaTcs obiue TpeboBaHus K obopyaoBanuio 110/1
pas/nMyHoro ypoBHs. Kpome Toro, B NpWIOKEHUAX K JAHHOMY JOKYMEHTY IpUBe/leHbl TeKyllue
pPeKOMeH/IOBaHHble MHHMMasbHble TpeboBaHus K WT-KoHdurypaiussM u HMX 371eMeHTaM
(mporpamMMHoO-arnapaTHbIM Cpe/iCTBaM, CHCTeMaM CBS3M U KOMMYyHuKaumi). IT-koHdurypauuu c
3asBIeHHBIMU ~ XapaKTepUCTUKaMU  HW)Ke  TIPMBeJIEHHbIX  MHWHUMAJbHBIX ~ 3HAaueHWW  He
pPeKOMeH/lyeTCsl 3aKylaTb M BBOJUTb B SKCIUIyaTallil0 B OpraHax rOCyJapCTBEHHOM B/acTU
Yygarickoit Pecry0mku, rocy1apCTBeHHBIX yupexxaeHnit UyBaiickoii PecryOuky.



4.2, Knaccudukanus rocygapcrBeHHbIX HHGOPMAaLlMOHHBIX CHCTEM

K oCHOBHBIM HaripaBieHussM HH(popMmaTH3aiuu B UyBaiickoi Pecrmybimke OTHOCSTCS
cnepytouye rpynmsl MC:

1. VHdopMmalMoHHble  CUCTeMbl  IIpeJOCTAaB/IeHUS  FOCYJApCTBEHHBIX  YCJIyr U
VMH(PaCTPyKTYPhI 37IeKTPOHHOIO NPaBUTE/IbCTBA

Takue nHpOpMaIMOHHBIE CUCTeMbl 00ecrieurBalOT Tepexo/ K HOBOM (opme opraHu3saluu
JlesiTe/IbHOCTH OpraHoB TOCYZApCTBEHHOW BAaCTM M OPraHoB MECTHOTO CaMOyTpaB/ieHUs,
KaueCTBEHHO HOBBIM ypDOBEHb OMNEpPaTUBHOCTU W YAOOCTBa TIIOJMyYeHHS] OpraHU3alMsIMHd |
rpax/aHaMyd TOCYZApCTBEHHBIX U MYHULMIAAbHBIX YCIYT, a TakKe MH(OpPMaLuu 0 pe3y/bTaTax
JlesiTe/IbHOCTH OpPraHoB B/IACTH.

K HyM oTHOCSTCS PerroHanbHas cucTemMa Me)XBeJOMCTBEHHOI0 B3auMozencTeus UyBallickom
PecriyOnviky, PervoHasbHBIN —arperatop rocCyJapCTBeHHOM WH(OPMAIlMOHHOW CHUCTEMBI O
roCy/JapCTBEHHbIX W MYHMLMINANbHBIX IulaTexxax, OdulyanbHbelid TOpTaj OpraHoB BJACTU
UyBamickou Pecrrybvikwy, ABTOMaTH3MpOBaHHAs MH(pOpMaLMOHHas cucTema
MHOTO(YHKI[MOHAIbHBIX LIeHTPOB Mpe0CTaB/IeHUs] TOCY[apCTBeHHBIX M MYHHULUIANIbHBIX YCIYT,
CucremMa 3/€KTPOHHOTO JOKyMeHTOOOOpOoTa opraHoB Bjactd Yysaiickoi —Pecmy6sukwy,
PervoHanbHbili cerMeHT EAuHON rocyaapcTBeHHONW HMH(OPMALMOHHOW CHUCTeMbl COL[MAJbHOTO
obecrieueHust ¥ JpyTue.

2. lnopmalioHHbIe CHCTeMbI 00ecrieueHust CTieliuaaIbHOM [1esITe/TbHOCTH

K HUM oTHOCSITCS MH(POPMALIMOHHBIE CUCTEMBI, TIpeJHa3HauUeHHbIE [IJIi aBTOMATH3al[uH 00
MH(OPMAaLIMOHHOW TIOJJep)KKHA MCIIOJHEHUs] TOCYyZApCTBEHHBIX (YHKLMM, TIIpeJyCMOTPEeHHbIX
HOPMAaTHUBHO-TIPABOBLIMU akTaMu UyBatickoi Pecry0sivky, - nHGOpMaIMOHHbIE CUCTEMbI OPTraHOB
HCTIOJIHUTE/TbHOM BiacTy UyBarickoid PecrybMKY 110 oTpac/ieBoii TIpUHA/Ie)KHOCTH.

3. lndopmaroHHbIe CCTeMbl 00ecrieueHrsl TUTTOBOM eI TeTbHOCTH

9T0 MHbOpPMaLMOHHbIE CUCTEMBI, MpeiHa3HaueHHbIe /IJii aBTOMaTh3aluyu obecrneunBarolei
JlesiTeNIbHOCTU TOCY/IJapDCTBEHHBIX OPraHoB B paMKax MCIOIHEHWS UMM TUIIOBBIX I1OJIHOMOYMH,
MpelyCMOTPeHHbIX HODMAaTHUBHBIMHU TPABOBbIMU akTamu YyBaiickoi Pecrny6svku. Harpumep,
CUCTeMbl OyXrasTepCcKOro yJeTa, CipaBOYHO-TIPABOBbLIE CUCTEMBI U IpyTHe.

4. VHpopMalMOHHBIE CUCTEMBI yIIpaB/eHUs COLiMaIbHOU cepoit

WH¢opmaTrr3anys NpoLeccoB yrpaBieHUs B COLMAAbHOW cdepe OpUeHTHPOBaHa, Ipexze
BCEero, Ha BHe/IpeHNe SKOHOMHUeCKUX MexaHrn3MoB U UT, HarpaB/ieHHBIX Ha:

® CMsiTYeHHe HeTaTHBHBIX MOC/e/ICTBUN OeIHOCTH, CHYKEHHEe COLMAJbHOTO HepaBeHCTBA U
rpe/loTBpalLieHre COLMaJbHOIO WK/MBEHUYeCTBa;

® paclIMpeHre PbIHKA Y MOBBIIIEHNe KaueCTBa pei0CTaB/IsieMbIX COLUAIbHbIX YCIYT.

5. UHdopmarusauusi JedaTeNbHOCTH OPraHOB —MCIIO/IHUTENbHOM Bractd  YyBallickoi
Pecry6imku.

AHanu3 OCHOBHBIX HampaB/ieHU [JesiTeIbHOCTU OpPraHOB WCIOJHUTENBbHOW BJACTH
Yygarckout Pecry6/Mky TI03BOJISIET BBIJIEUTE CJIe/IyIOIIYE HarpaB/ieHUs MHGOpMaTU3alvu:

¢ UHdopMalioHHbIe CUCTEMbI Tpe/l0CTaB/eHuUs roCy/1apCTBEeHHbBIX YCJIyT.
WHudopMaliioHHble CUCTeMbl Tpe0CTaBleHUsl TOCYJAPCTBEHHBIX YCIyr MpeAHa3HaueHbl st
TOBBILLIEHUS] KauecTBa U JOCTYMHOCTH Tpe/OoCTaB/sieMbIX T'OCy/JapCTBEHHbIX YCJYT, YIPOLeHHUs
MpoLeAyp W COKpallleHHWsi CPOKOB HX OKa3aHHWs, TOBBILLIEHUS OTKPBITOCTA WH(OpPMALUU O
JlesiTeIbHOCTU OPraHOB rOCYjapCTBEHHOM B/IaCTH U OPraHOB MECTHOTO CaMOYTIPaB/IeHUsI.

¢ HdbopMal[MOHHbIE CHUCTEMBI 3JIEKTPOHHOTO TpaBuTe/nbCcTBa. VMIC Ol obecrieunBarOT
repexo/i K HOBOM (hopMe opraHu3aluu JiesiTelbHOCTH OPraHOB T'OCy/1JapCTBEHHOM B/IaCTU U OPraHOB
MECTHOTO CaMOYTIpaBJieHUs], KaUeCTBeHHO HOBBIM YPOBeHb OTepaTUBHOCTU U yJ00CTBA TIOyUYeHHst
OpraHMU3alUsIMU U FPaKJaHaMU FoCyAapCTBEHHBIX U MyHULMMNA/IbHBIX YCJIYT, a TAKKe MH(OopMaLyy
0 pe3yJbTaTax [esiTe/IbHOCTU OpPraHOB BJ/IaCTH.

¢ lH¢opmaTu3aLys yupexxjeHUeCKOH JesTeJIbHOCTA OPraHOB HMCIIOJIHUTE/IBHOM B/I1aCTy;

¢ lH(popMarMoHHas MOA/iep>KKa leTe/IbHOCTH 10 BOIIPOCaM yTpaB/ieHUs TOCyjapCTBEHHOM
COOCTBEHHOCTEIO;

¢ lH(popmaTu3alysi 3KOHOMUUECKOM JeqaTe/lbHOCTH U (PUHAHCOBO-KPeAUTHOIO KOMILIeKca
Yysarrickoit Pecry6mmku;

e lHdopmaTuzalUsi MeXAyHApOJHbIX CBs3el W BHEIHeSKOHOMUYECKOW JlesTelbHOCTH
[TpaBuTenscTBa UyBarickoii Pecrty6mkuy;

e lHdopmaTu3als TPOLECCOB yIpaB/ieHUs MO0 TMpefOoTBpallleHHuI0 U  JIMKBUJALIUU
Ype3BbIYaMHBIX CUTYaLUM.



4. WudopmaTuszalysi OpraHoB 3aKOHO/|aTe/TbHON U Tpe/iCTaBUTe/IbHOM BacTh YyBalliCKOM
Pecry6suku.

WHdopmarur3aiusi 3aKoHOJaTebHOM U TipeJcTaBUTesibHONM BiiacTu UyBarickoi Pecry6svku
MPOBO/IUTCS B C/I€AYIOLIUX HarpaB/IeHUsIX:

e pHdopMalMOHHas TIOJJep>KKa TpoBejeHUss 3acefaHuii ['ocyzapcrBenHoro CoBeta
Uysarckoit PecriyOsiiky, uHGOpPMAaLMOHHAs TIOJiep)KKa 3aKOHOTBOPYECKOW [1esITelTbHOCTH
JIlelyTaToOB M JIeMyTaTCKMX KOMMCCHH; MH(OpMaLMOHHasi TOJJep)KKa TeKyllel [esTebHOCTU
JlenyTaToB,;

¢ pH(popMalMOHHas TOAJep)KKa TeONOoIUTUYeCKOr0 M COLMaJbHO-3KOHOMHUYECKOIO
MoHuTopuHra UyBarickoit Pecrry6mmkm.

6.  VadopmarioHHbIe CHCTEMBI IPUPO/IOTIOIH30BAaHUS M OXPAaHbI OKPY/KAIOIel Cpe/ibl.

Wudopmarusauys mporeccoB 3(P¢deKTUBHOTO UCIOIb30BaHUS TPUPOJHBIX pecypcoB
(TIpYpO/IOTIO/IE30BaHMS) U OXPaHbl OKPY)Karollleld cpe/ibl HarpaB/ieHa Ha CO3/laHMe HeoO0XOJUMBIX
yciioBuid, obecrieunBarOImUX cOa/laHCMPOBAHHOE pa3BUTHe TPUPOJHO-ChIPDhEBON 0a3bl  Ayis
y/ZIOBJIETBOPEHHUsI TIOTPeOHOCTel B TOTIMBHO-3HEPreTUUeCKNX, MUHepaIbHbIX, BOJHBIX U JIECHBIX
pecypcax, obecrieueHre KOHCTHUTYLIMOHHBIX TIpaB Tpak[aH Ha 0/1arornpusTHYIO OKpY’Karol[ylo
cpeny.

HarpaBnenusivu uH(opMaTH3aliyd TPOLECCOB  yTIpPaBJeHHsl TPUPOZONO/Ib30BaHUEM U
0XpaHOM OKpy»Katollel cpe/ibl SIBJITHOTCS:

¢ pHdbopMaTH3aLMs TIPOLECCOB YMpaB/eHUsT HCI0/Ib30BaHUEM MHHepaJbHO-ChIPbEeBbIX
pecypcoB; UH(opMaTH3alys MPOLeCCOB yTpaB/eHs UCII0/Ib30BaHUEM JIECHBIX PECYPCOB;

e pHdbopMaTH3alMs TPOLECCOB  yIpaB/eHWs UCII0/b30BaHUEM BOJHBIX  PeCypCOB;
vHopMaTH3aLMsl TIPOLECCOB yIpaB/ieHHsi OXpaHOW OKpy»Karolel cpefbl; HWHGbOpMaTU3aLs
TMIPOLIECCOB pery/rMpoBaHus B 06/1acTy obpallleHusi C 0TX0jaMH.

6.  MHdopmaloHHBIe CUCTEMbl OPraHOB MECTHOTO CaMOyTIpaB/ieHu st

MoO>KHO BbI/IeNIUTh C/ie/ly0li{ie OCHOBHbIE TUIOBbIe HarlpaB/ieHust MH(opMaTU3alid OpraHoB
MECTHOTO CaMOyTIpaB/IeHusI:

¢ pHpopmMaTr3aLUs GUHAHCOBO-KPEJIUTHOM /leATe/IbHOCTH;

MH(pOPMaLIMOHHAs MoAiepKKa yIipaB/ieHUsi KMYIeCTBOM;

nH(OpMaLMOHHas MO/|IePKKa yIpaB/ieHNst IOTPeOHTeTbCKUM PIHKOM;
MH(pOpMaTH3aLus MPOLeCCOB COLMATbHOTO Pa3BUTHsI TEPPUTOPUH;

MH(pOpMaTH3aLus MPOoLeCCOB I'PalOCTPOUTE/LCTBA;

nH(pOpMaLMOHHas Mo//IepyKKa yTIpaB/ieHNsi KOMMYHa/IbHBIM X035HCTBOM;
nH(pOopMaTH3aL|s yUpeXXJeHUeCKOU JieaTeIbHOCTA OPraHOB MECTHOTO CaMOYTIPaB/IeHHUS;
co3ziaHue HHPPaCTPYKTYpbl MHPOPMATH3aLMK MECTHOTO CAMOYTIPaB/IeHUS

4.3. Knaccudukanus o ypoBHio TpedyeMoii HenmpepbIBHOCTH 00C/Ty)KMBaHUS

MHorve KpuTUYecKue yrpas/eHueCKue MW TeXHOJOTMYecKue IpOoLecChl ONUParoTCs Ha
KOMITBIOTEpHbIE CUCTeMbl 00pabOTKM U XpaHeHHs [JaHHBIX W He MOTyT (PyHKLMOHMPOBATh 0e3 ux
ucronb3oBaHusi. IloatoMy, obecrieyeHue HeNmpepbIBHOCTH OOCTY)XKMBaHUSI M jAocTynHocTh WT-
pelleHUd SIB/ISIeTCSl Ba)KHEMIIMM T0Ka3aTesieM HelpepblBHOCTH TOCYZAapCTBEHHOrO YIIpaB/ieHUs B
1[eJI0M, U BaKHBIM KJ/1aCCU(PULIMPYIOIIUM (pakTopoMm A1 37ieMeHToB U T-nHbpacTpykTypsl. Vicxons
W3 TIpe/bsiB/IsieMbIX TpeOOBaHMM K HaJ|@)KHOCTU OTZeNbHBIX 371eMeHTOB W KoH¢wurypauuit WNT-
CUCTEM B L[eJIOM M MX BOCCTaHOB/IEHMIO Tocsie cboeB M OTKasa obopypoBanus, I10 wmu
MH(PaCTPYKTYPHBIX 3/1eMeHTOB, coBpeMeHHble WT-TeXHO/MOrMM MpefoCTaB/IsSIOT Ppa3/MuHble
apXUTEeKTypHble 1 KOH(UrypallMOHHbIe pellleHHs, o0ecrieurBaroliie JaHHble TpeboBaHusl. C TOUKU
3peHust obecrieueHMsi HeNPEpPLIBHOCTH OOCIY)KMBaHUsI YIIpaBlIe€HUeCKUX W TeXHOJIOTHYeCcKUX
Tojib30BaTesield U MPOLeCCOB, a TakKe TpeOOBaHUI K OTKa30yCTOWUYHMBOCTH, MOXXHO TPeJIOKUTh
cneayollyto Knaccudukauuio UT-pelieHuid:

e Mission Critical — cucremsl, paboTatoiiye B pexxume «boeBoro AexypcrBa». K Takum
CcUCTeMaM OTHOCSITCSI: OCTPO KPUTHYeCKUe C TOYKW 3peHMs] TOCYZApCTBEHHOr'O YIIpaB/IeHUs WIA
BHEIIHUX (PAKTOPOB — HarlpuMep 5KOJIOTUH, IPUIOXKEHHUS, 8 TaKKe TeXHOJIOTMUeCcKye MpUI0KeHUs,
paboTarolie B peXXUMe peasibHOr0 BpeMeHW. BBIXO[ M3 CTPOsSl 3TUX CHCTEM BjieueT 3a COo0Oii
HEBOCIIO/IHUMBbIe TI0Tepy [Jis yIpaBjeHWs, B T.4. YrpO3y JKA3HU U 3/0pPOBbIO0 IlepCcoHana |
HacesieHusi. PeKoMeH/J0BaHHOe BpeMsi BOCCTAHOBJIEHHsI TIOZJIOOHBIX CHUCTeM ToC/e OoTKasa MeHee 10
MUHYT. [lng TakUxX CUCTeM [OJDKHBI MCII0/Ib30BaTbCsl  ClleljMa/Jv3upOBaHHble CepBepHbIe



n1at@opmel ¥ MH(QPACTPYKTYpPHble YPOBHU C TIOJHBIM MHOTOKPAaTHBIM pe3epBUPOBaHMEM BCEX
KOMITOHEHTOB, B TOM YKCJIe C UCII0/Ib30BAaHUEM pe3epBHbIX yzAaneHHbIX LIO/];

e Business Critical — cucTeMbl, KpUTHYeCKWe AJisi yIpaB/eHUs, C PEKUMOM pPabOThI
24x7x365. BbIXof U3 CTPOsi 3TUX CUCTeM BjiedeT 3a co00M 3HauUUTeTbHbIe TIOTepH [Jisl YITPABJ/IeHUSI.
PekoMeH/J0BaHHOe BpeMsi BOCCTaHOBJ/IEHHs MO/I00HBIX CUCTeM TOC/e OTKa3a MeHee 2 uacoB. [lis
TaKUX CHUCTeM [JO/DKHBI MCII0J/Ib30BaThbCsl KJlaCTepHble pellleHusi U UH(PaCTPyKTypHble YPOBHU C
YaCTUUHBIM pe3epBUPOBaHNEM UCTIOb3yeMbIX UH(PPACTPYKTYPHBIX KOMITIOHEHTOB;

e Business Operational — 0ObIYHBIE [€/I0BbIE TIPUTIOXKEHHST - CUCTEMBbI, He TpeOyrorue
paboThI B peaslbHOM BPEMEHH, C PEXKUMOM paboThl 8x5. PekoMeHJ0BaHHOE BpeMsi BOCCTaHOB/IEHHS
Mo/OOHBIX CUCTEM TMOC/ie OTKa3a 4-6 uaca. [l TakKuX CHUCTEM PeKOMEHYeTCs HWCIOJh30BaTh
pe3epBUpPOBaHKE XPAHEHUs! JaHHBIX U 3JIEKTPOIMUTAHUS;

e Office Production — He KpuTHuecKue [l yIIpaB/ieHUs TIPUIOXKEHUs, TepPCOHaIbHbIe
JlaHHbIe. PeKOMeHZIOBaHHOEe BPeMsI BOCCTAHOBJIEHUS TI0/JOOHBIX CUCTEM IOC/ie OTKasa 1-2 paboumnx
[THSL.

HeobxomuMo yuuThbIBaTh, uTO 0OIjasi HeNpephIBHOCTb W OTKa30yCTOMunMBOCTE UT-
KOH(Urypaiuii orpezesseTcsi COOTBETCTBYIOIeM HeNpepbIBHOCTbI0 M OTKa30yCTONUYMBOCTBHIO ee
OT/Ie/IbHBIX 3JIEMEHTOB: arlapaTHBIX, TIPOTPAMMHBIX CPe/ICTB U UH(PaCTPYKTYpbl, He0OX0quMOoMn
JI7Is1 ee YCIeIIHOTO (PYHKLIMOHMPOBAHHWSI — KaHaJOB CBSI3U, CUCTEMbI 37IeKTPOMUTAHUS U T.[. U, B
KOHEUHOM WTOTe, 3aBUCUT OT YPOBHSI HETPePHIBHOCTM M OTKa30yCTOMUMBOCTH €ro cJabeiiiiero
KOMITOHeHTa (TIPUHLIMIT «c/laboro 3BeHa»). Knaccudukaryss cicteM C TOUKU 3peHusi obecrieueHus
HeTpepLIBHOCTU U OTKAa30yCTOWUMBOCTU [O/DKHA OBbITb OJHUM M3 pellaroliux ()akTOpOB TIpU
BbiOOpe ypoBHS uHGMpacTpykTyphl (LIO/Z) ans pasmemienus WT-cucrem. B paszgene «6.5.
TpeboBanusi K WH(QpaCTpyKType LIeHTPOB 00pabOTKM [aHHBIX (CUCTeMbl XpaHeHUsI U
pe3epBHPOBaHUs, CepBepbl)» cofiepxKarcsi o01ue TpeboBaHUS K TaKUM KOHGUrypalusM B pa3pese
O/l pa3mMyHOro ypoBHSI.

4.4. IIpunimns! co3panusa KPK

OcHoBHas 1enb co3ganus KPK — npoBecty yHUGbUKALMIO UCTO/Ib3yeMoro 0b6opy1oBaHUs U
IO, wu obecreunuTh 1[€JIOCTHOCTb W  yIpaBiaseMocTb W T-uH(pacTpyKTypbl — OpraHoB
rocyZapcTBeHHOUM Biacty UyBaickoi Pecry0/MKH, TOCyZapCTBEHHBIX yupexkaeHWi YyBarlckoi
Pecry 6Ky,

[lpu moctpoeHun M pa3Butvuu cBoeid MT-MH(pacTpyKTypbl BCe OpraHbl rocyapCTBEHHOU
Bract Uygamickodi Pecry6siikuy, rocygapcTBeHHble yupexzaeHuss Yysamickoil Pecry6smku
JIOJDKHBI 3aKymnaTb M BHEJPSITb TOJbKO BHeceHHble B Kartanor WT-koHdurypaimu. 3akynka
KOH(UrypaLuii, KOTOpble He BXO/JAT B JaHHbII CIIHCOK, BO3MOJKHA B TOJIBKO BU/ie UCK/TFHOUYEHHUSI.

Yuudukauus ~ WT-pelieHuii, UCMOAb3yeMbIX B  paMKax  KOHKPETHOIO  OpraHa
roCy/JapCTBEHHON B/IaCTH TO3BOJIUT A0OUTHCS CHKeHHst obmjero TCO, uTto moapa3ymeBaer
CHIDKeHHe PAcX0/I0B Ha 3aKyMKH, BHeIpeHUe U IKCILTyaTaluto 31eMeHToB VT- uHGPacTpyKTyphl.

Karanor MoxkeT co037aBaTbCsi B KaK[JOM OpraHe TOCyZapCTBeHHOW BjacTd UYyBallckou
PeciyOiuKM ¥ [JO/DKEH  COZE€p)KaThb  CAeAYIOUIWM  MHWHMMAbHbIM  HAOOp  [JaHHBIX O
peKoMeH/10BaHHOW KOH(UTypaLuu:

® Ha3BaHWe KOH(Urypanuu; Kiaacc obObekTa ((QpyHKI[MOHa/NbHBIA pa3fen Katajaora) B
COOTBETCTBHUH C TIpWIoKeHHeM - «7.6. Tlpunoxenwe 6. Kmaccudbukarop o6wektor MKT-
MH(PaCTPYKTypbI»;

® KJacc KOH(Urypaluu o YpoBHIO UCTIO/Ib30BaHUS;

® KJacc KOH(UTrypaluu Mo YpoBHIO HENPePbIBHOCTH;

® peKkOMeHJyeMblii HaboOp amnmapaTHbIX CpPeACTB, /Ui  [JaHHOM  KOH(Urypaiuu,;
peKoMeH/1yeMblii Habop MpPOrpaMMHBIX CPeZICTB, /s JaHHOW KOH(UTypaLyu.

Ons  KakAoW TO3WLMM  JIaHHOTO — KaTajora HeoOXoJuMo  BbIOpaThb  KOHKDETHBIX
MPOM3BO/IMTE el U KOHKPETHBIN repeueHb Mofieniel ux obopyzoBaHus ( Wau SKBUBajeHT) wiu [10,
MpUHMMasi BO BHHMaHHWe DeKOMeHJaluu K TpeboBaHUsM K 3yemeHTaM WT-uHdpacTpyKTyphl,
TpuBe/ieHHbIe B I1aBe 6 u IIpuiokeHusx K JaHHOMY [JJOKYMEHTY.

B KauecTBe peKOMeH/IOBaHHbIX MUHUMAJIbHBIX 3HAUEHUM TeXHUYeCKUX M (YHKLIMOHAIbHbBIX
rapamMeTpoB KOH(Urypaiuii HeoOX0IMMO HUCIIO/Ib30BaTh AaHHble [IpuiokeHnii 2-6 K HACTOAIIEMY
JIOKYMEHTY.

IIpu CO3/,aHUU Karasora PeKOMeH/J0BaHHBIX KOH(GUrypauuii HeoOXoAUMO
PYKOBO/ICTBOBATbCS C/IeIYIOLLIMMUA OCHOBHBIMU IIPUHLIUIIAMU:



e Bce KoH¢urypaluu, BK/IHOUaeMble B Karajlor, [O/DKHbBI COOTBETCTBOBaTh OOIIMM
TpeboBaHusIM K 060pyzoBaHuio U [10, W3/10)KeHHBIM B IJlaBe 6 HaCTOSILero JOKYMeHTa;

e B KauecTBe  peKOMEH/OBAHHBIX  MWMHUMAJbHBIX  3HAUEHUM  TEXHUYECKUX U
(bYHKI[MOHA/TBHBIX TTapaMeTPOB KOH(Urypaluii HeoOX0IUMO HUCII0/b30BaTh JaHHble [IpunoykeHui
2-6 K HacTosIeMy [JOKYMEHTY;

e KommuectBo yHUpuUIMpoBaHHOTO 000pynoBaHus U I10 B KakAOM (YHKLHMOHAIEHOM
paszziesie KaTaiora JJO/DKHO ObITh MUHUMAbHO;

¢ PekomeHzyeTCsl WCTIOMB30BaTh CTaHapTHOe obopyzoBanve U I10 3apeKOMeHJOBaBILIETO
ceOsi Ha pBIHKE TIPOM3BOJAUTENSS B JaHHOM 00/acTH, KOTODBI TIOCTOSIHHO pa3BUBaeT U
COBEPILEHCTBYeT CBOM MOZe/IbHBIN PSif;

e Karasior 0/bKeH peryssipHO (He peke ueM pa3 B ro/jf) epecMaTpUBaThCsS U 0OHOB/ISIThCS;

¢ PeKkOMeH/IyeTCs UCTIO/Ih30BaTh CIOXKHOE arllapaTHO—TIporpaMMHoe obecrieueHre pa3HOTO
Ha3HayeHWs OJHOrO0 U TOro Xe mpousBoauTesa. Takoe pellleHue yrpoljaeT yrpasiaeHue WT-
HMH(PaCTPyKTYpOM, TMO3BOJISIET CHU3UTh SKCILTyaTal[MOHHbIE 3aTPaThl, a TaKKe CTOMMOCTb BHOBb
MpHUOOpeTaeMoro arrmapaTHO—IPOrpaMMHOI0 00ecITeueHHs;



5. TexHunueckue TpedoBaHuA K 3/1eMeHTaM UT-undpacTpykTypsl
[laHHble TexHUUecKHe TpeOOBaHMSI pacCMaTPUBAIOTCS B pa3pese JIyUllIMX MHUPOBBIX MPAKTHK
no cosganuio UT-uHdpacTpyKTyphl /s CcOBpeMeHHbIX Kopriopauuil. OTaenbHble TpeboBaHUS
NIpebSBIISIOTCS K C/IeIVIOIIUM KaTeropusiM UH(PaCTPYKTYPHBIX 3/IeMEHTOB:
e DOnemeHThl uHGpacTpyKTypsl D11 B UyBarickoii Pecriybsmike:
JJoMeHBbI;
Y4acTHUKU JOMEHOB;
OJIeKTPOHHAs I104Ta;
Paboume MecTa 1o/ib30BaTesIei:
[TepcoHanbHble KOMIBIOTEPHI;
Cucremnoe 1O pabounx MecT mosb30BaTesew;
[Mepudepuiinbie yCTPOICTBa;
[Tpuknapnoe I10;
MynbTUCepBUCHAas CeTb:
KopniopatvBHas pacnipeiesieHHasi MyJIbTUCEPBUCHAs CETh;
BHe1iHMe KaHa/lbl CBSI3Y;
WudpacTpykTypa 1leHTpoB 00paboTKH JaHHBIX:
CucteMbl 06pabOTKM 1 XpaHEHUS JaHHBIX;
[TomelieHUsI U UH)K€HEPHBIE CUCTEMBI;
WnpopmarionHasi 6e30macHOCTb;
HenpepsiBHOCTE nipefocTasienus U T-ycyr;
CucreMsl ynipaB/ieHUs1 U MOHUTOPUHTA;

OO0OO0OO0OO OO ® ¢ OO0 ®0O0O0OO0

5.1. TpeOoBaHUsI K HAUMEHOBAHUAM 3/IeMEHTOB

Wudpactpykrypa OIl cknajpiBaeTcss M3 psifia 37eMEHTOB, B UHC/IO KOTOPBIX BXOJUT U
JOMeHHasi CTPYKTypa, M 37eKTPOHHasl IouTa. B JaHHOM paszene mepeuunc/ieHbl TpeOOBaHHUS K
HaVMeHOBAHMAM [JOMEHOB, YYaCTHUKOB IOMEHOB U aZJpeCcoB 3JIEKTPOHHOM ITOYTHI.

5.1.1. TpebGoBaHusA K HANUMEHOBAHUAM /[OMEHOB

[omeHHOe WMsI OpraHu3alUyyd (OPMHUPYETCsl C HWCIO/Ib30BAaHWEM CHUMBOJIOB, BXOJSIINe B
CTaHJAPTHBI HA0Op CHUMBOJIOB, pa3pelleHHBIX /IS WCI0/b30BaHWs B uMeHax DNS  y370B
NHurepHeta. [lonycTtumele 3Haky ornpezesneHsl B JokyMeHTe RFC 1123.

[ns [OMeHOB TpeThero YpPOBHS U Hwke (TIOJJOMEHOB) KOPIOPaTUBHBIX [JOMEHOB
vHppacTpykTypel JOIl (B TOM uwuciae [JoMeHa cap.ru) [JOMYCTUMO HWCIIO/Ib30BaTh: AHI/IUKACKUE
cTpounble OYKBbI (a-z), mudpsl (0-9) u geduc (-). VimMs moggoMeHa He JO/DKHO TpeBbIMIaTh 12
CUMBOJIOB.

5.1.2. TpebGoBaHHs K HAUMEHOBAHUI0 YYaCTHUKOB JJ0MeHa

[ITabmon: T-®, rae:

1. T — tun cepBuca mbo Ha3BaHue BemoMcTBa (delo- cucTeMa 37€KTPOHHOIO
JIOKyMeHT0o000poTa, ag-Aamunuctparus I'aBel Uypamickoi Pecriy6sivku, agro- MUHHCTEPCTBO
cesibCKOTo x03siicTBa UyBariickoi Pecry0uky, U Tak fjanee)

2. @ — dysKIMA B ceT anbo mopsiakoBeid Homep (DC, DNS, DHCP, WEB, DB, ... —
nst cepBepos; 01, 02, 03 ... — a1t paboumx CTaHLWN).

5.1.3. TpebGoBaHus K ajjpecam 3/IEKTPOHHOH MOUTHI

OneKTpoHHasi ~ ToYTa  TOCYJapCTBeHHbIX opraHoB  Yysaiickoi  Pecriybnmuku U
roCy/lapCTBeHHBIX yupexkaeHui YyBarickoit Pecriyb/iuKy UCTIONB3YeTCs /s C/Ty>KeOHBIX 1ie/iei.

Jluila,  3ameljarolive  TOCYAAapCTBeHHble  Jo/pkHOcTM — UyBamickod — Pecry6sukwy,
roCy/JapCTBeHHbIEe TpaKZAHCKUe caykaimue Yysamickoi PecriyOoivku aas  odui[HaibHOM
3/IEKTPOHHOM TepenuCKU MCMO/b3yHOT MOUTOBBIE ajpeca B JoMeHe cap.ru. Vcrnonb3oBaHue st
oulMaNnbHOM  3/IEKTPOHHON  TMEpPernuCcKd TIOUTOBBIX a[pecoB B  NYyO/JMUHBIX  CepBHCAX
Tpe/IoCTaB/IeHHMs a/IpeCOB /IEKTPOHHOM TMOUTHI (B TOM yKc/ie gmail.com, mail.ru, rambler.ru u ap.)
Y TIO/|JlOM€eHax, He OTHOCSIIUXCS K JJOMEeHy cap.ru, 3arnperiaeTcs.

B agpecHoe mpoOCTpaHCTBO 3/€KTPOHHOW TOUTHI T'OCY[JapCTBEHHBIX OpraHoB UYyBalllCKou
Pecry0/iMKY ¥ TOCY/JapCTBEHHBIX yupexkaeHui UyBarickoii Pecrty0vKu BXOAT:



1.  oduumManbHbIe aZipeca OPraHOB rOCYAapCTBeHHBIX opraHoB YUysaliickoi Pecry6yuku u
rocy/lJapCTBeHHbIX yupexxaeHuit Uysaiiickoit Pecriybmviku (manee — opuiivanbHble afipeca);

2.  cayxeOHble azfpeca CTPYKTYPHBIX TIOApa3/ie/ieHHWd TOCy/JapCTBEHHBIX OpraHoOB
Uygaiickoii Pecriybivku U rocyjapcTBeHHbIX yupexxaeHuid Uysaiickoit Pecriybnvku (nanee -
ciykeOHbIe azpeca);

3.  TepcoHasbHbIE afpeca pabOTHUKOB TOCY/AAapCTBEHHBIX OpraHoB  UyBallickoi
PecriyO/iMKy ¥ TOCYZapCTBEHHBIX yupexzeHuit Uysarickoit Pecriy6siuku (fjasiee - mepcoHabHbIE
azpeca).

OduimanbHble azipeca OpraHOB TOCYZApCTBeHHOW Biactu Uysamickoit Pecny6smiku
yCTaHaB/IMBaKOTCSl, B COOTBETCTBUU C TpUIOKeHHeM 9 Hacrosiero gokyMmeHTa. OduijyanbHble
azZipeca 3KCIUTyaTUPYIOTCS PaOOTHUKaMH, OTBETCTBEHHBIMH 3a BeJleHWe [1e/IOTIPOU3BO/ICTBA B
rocy/jJapCTBeHHOM opraHe UyBamickoi PecrnyO/iiKy v ToCyjapCTBEHHOM yupexkaeHnn UyBariickoi
Pecry6imiku.

CnyxeOHble ¥ TepCOHa/JbHbIE aZipeca HAa3HAYAKTCA W JIMKBUIUDPYIOTCS 10 3asiBKaM
PYKOBO/[UTeJIeN OpraHoB roCyjapCcTBeHHbIX opraHoB Uysariickoi Pecniyosimku. Ciy>xeGHbIe ajipeca
9KCTUTyaTUPYIOTCS PaOOTHUKaMH, OTBETCTBEHHBIMH 3a Be/leHHe /Ie/IONPOU3BO/ICTBA B CTPYKTYPHOM
nozipasfeneHru. [lepcoHanbHbIN aZipec 371eKTPOHHOM MOYThI SKCILTYyaTUPYEeTCs IMUHO BrajenblieM,
6o, TI0 ero MOpyUYeHHIo, JPYTHUM JIUL[OM.

[TepcoHanbHbIN  aJ[peCc  37eKTPOHHOW TI0UThI SIB/SIETCS  [leTIePCOHU(UIIMPOBAHHBIM U
CK/Ia/IbIBAeTCSl M3 TPAHC/IUTEpaLiyd KpaTKOr0o HauMeHOBaHHWsI OpraHa B/IacTH U TOC/eoBaTeTbHOM
HyMepalLuu COTPYJAHUKOB. [IprMep KOppeKTHOro ajjpeca 3/eKTPOHHOM mouThl: agrolO@cap.ru.
[TopsifoK cocTaB/ieHHsI UMEHU T10J/Ib30BaTensl SIBJISIeTCSI CTPOTMM U He [JOIyCKaeT W3MEeHEeHWW B
MOpsi/IKe CHMBOJIOB, H3MEHEHHWM 3HaKOB MyHKTyaluu. CHMBOJIBI YKa3bIBalOTCS CTPOro Ha
JlaTHHULIe, CTPOYHBIMU OyKBaMM.

Ilpy HeoOXOAMMOCTH WCIIO/b30BaHUS  00e3rueHHOro (00IIero) TMouYTOBOTO — SIIIMKA,
HarpuMep, /st 00IIKUX BOIPOCOB WM KaK TIOUTOBBIM SIIMK TPYIIIBI M0/Tb30BaTe/eH, 10MyCKaeTCst
0 3Haka "@" BMECTO HOMepa YKa3biBaTh 000OIIeHHOe K/IoueBoe C/I0BO, Hampumep, info.
YKa3aHHbIM aZipec [0/DKeH SIBASTHCS MCeBAOHUMOM Ji/1s CYLLeCTBYIOLLero (CyLecTBYIOLIMX) ajpeca
(azipecoB) 3/IeKTPOHHOM MOUYTHI KOHKPETHOTO MOJIb30BaTe/ist (10JIb30BaTesen).

CTpyKTypa WMEHOBAaHHSI [IOM€Ha sIB/sIeTCs TpexypoBHeBol. Ilpm HeobxogumocTu
JIOTTyCKaeTCs MCII0/Ib30BaHKe Oosiee ry1y0OKOM BIIO)KEHHOCTH IOMEHOB.

5.2. TpeOoBaHusI K paboynM MeCTaM IMo/Ib30BaTe/Iel

5.2.1. TpebGoBaHuA K ePCOHA/TBHBIM KOMIIBIOTEPaM

[aHHBIA pa3zien paccMaTpvBaeT o0ljue TexHWYeckve TpeOOBaHUSI K TMapKy MepCOHaTbHBIX
KOMIbIOTEPOB, SKCIUTyaTUPYeMbIX B OpraHax rocyiapcTBeHHoM Biaacty UyBailickoit Pecriybivky, a
Takke ['ocyapcTBeHHBIX yupexkzaeHuit UyBarickoit PecryOvku.

KoHKpeTHbIe MUHMMaJbHbIe TeXHUYeCKHe TPeOOBaHWSI U3/I0XKeHbI B MPWIOKeHuH — «7.1.1
MunumanbHele TpeOoBaHMsI K  XxapakTepuctHkam I[IK». PekomeHZOBaHHbIe —TeXHHUECKHe
TpeboBaHus ykaszaHbl B KPK.

[Ipy HECOOTBETCTBUM KOMIIBIOTEPHOIO TlapKa KOHGurypauusM, ykasaHHbiM B KPK
(ycTapeBaHHWe KOMIIBIOTEPHOIO I1apKa), W IIPpU YC/IOBUM, YTO MHHUMa/bHble TeXHUYeCKue
TpeboBanusi obmecrcteMHoro [1O TIpeBHIIAIOT WCIOb3yeMble TeXHHUeCKHe KOHQHUrypaLuH,
peKoMeHZyeTcsi 0OHOB/IeHHe KOMITbIOTEPHOTO TlapKa /10 aKTyaJbHOTO COCTOSIHUSI, YKa3aHHOTO B
KPK u3 pacueta 20% ot obiijero uncia APM B rog.

5.2.1.1. OO6mme TpedoBaHUs

[Tpu pa3BUTHUM TTapKa MePCOHATBHBIX KOMITBIOTEPOB M BBIOODE 3aKyraeMbix Mogeneid [TK UT-
cryk6et - LIUT wu  TocygapcTBeHHbIX — yupexkaeHuit  Uysarckod — PecnyOiKyd — IO/DKHBI
PYKOBO/ICTBOBATLCSA C/IeAYIOLUMU ITOJI0KeHUSAMU:

e AnmnmapatHas Ttwiathopma u [IO TiepcOHaNbHBIX KOMIBIOTEPOB  [JIOJDKHBI  OBITH
CTaH/IapTHU30BaHbl M CePTU(UIIPOBAHbI, UMETb TUOKYIO M MacIITabUpyeMyro apXUTeKTYpY;

e AnmaparHble XapakTepuCTHKHd I[IK [JO/DKHBI COOTBETCTBOBAaTh, JIMOO ITPEBOCXO/UTH
MMHHMaJIbHble CHCTeMHble TpebOoBaHMs wucronbsyemoro I10. B ciyuae, Korza armapaTHble
XapaKTepPUCTUKUA TIPeBOCXOJST MMHHMajbHble CHUCTeMHble TpeboBaHusi wucrosnb3yemoro I10,



KOH(UTypaIusi 0/DKHBI ObITh aZileKBaTHOM BBITIO/THSIEMBIM 3a/lauaM, He ZI0/DKHA CHUTbHO TIPEBBIIIATh
MUHHUMaJbHbIe TpeOOBaHKS;

e JIns obecrieueHust 0OIIer0 YPOBHS yCJIyT, yIipaBjieHue AaHHbIMU BceX ITK J0/DKHO OBbITh
yHuuiupoBaHo, T.e. g [TK 10/DKHO ObITH OPraHM30BaHO IIEHTPAIM30BAaHHOE PACIIPOCTPaHeHHe
1O ¢ moMoII[bI0 eIMHOTO0 UHCTPYMEHTA paclipocTpaHeHust 00HoBeHui I10;

e TIK c ycTaHOBJIEHHbIM CUCTEMHBIM U TIpUK/IaAHbIM 1O (pabouasi cTaHIMs) AO/DKEH UMETh
anrapaTHyto MO0 MPOrpaMMHYI0 CUCTEMY y/Ia/IeHHOTO yTpaB/IeHus;

e Jlns TMOBLINIEHHs] KauecTBa M CKOPOCTH aJMUHUCTPHUPOBAHHUS KOJMYECTBO Pa3/IAUYHbIX
MpOrpaMMHO—arnmapaTHbIX ~ KOH(Urypalui  TepCOHA/NbHBIX  KOMIBIOTEPOB  JIO/DKHO  OBITh
orpaHu4eHo0. PeKoMeH/yeTcs UCTI0/Ih30BaHKe He Oosiee 4 TUTIOBBIX KOH(UTYpaLUi.

Ons  cneupduUKalul TeXHUYECKMX TpeOOBaHWN BBIJIENSAIOTCS  C/IEAYIONIe K/TFOUeBble
napametpsl [1K:

¢ [Ipou3BoguTenbHOCTb. [IpOU3BOAUTENBHOCTh TEPCOHANbHBIX KOMIBIOTEPOB [JO/DKHA
obecrieunBaThCs 3a CUeT:

0 IlapamMeTpoB OBICTPOZIEMCTBHS ITPOLIECCOPA;

HeobxoqumMoro 1 l0CTaTOUHOr0 00beMa OrepaTUBHOM MaMsITH;
CKOpOCTH BHYTPEHHUX IIUH epe/lauk JaHHbIX;

KauecTBa 1 ObICTpO/IeHCTBHS TpathUUeCcKoi TTOICHCTEMBI;

Y CTpOWCTB BBOZIA/BLIBO/IA;

e HazexxHoctb. HafieXKHOCTh 0/DKHA 00ecIieuMBaThCS 3a CUeT anrapaTHbIX cpeAcTB u [10 u
OTIpeZieNIATLCSI UCXOAsS U3 CcpefiHero BpeMeHu Oe3oTka3Hou pabotel (MTBF). MaciitabupyeMocCTb.
MacirabupyemMocTb [o/bDKHa 006ecreurBaThbCsl apXUTEKTYPOM M KOHCTPYKI[HEH IepCOHaTbHOTO
KOMITBIOTEpA 3a CUeT BO3MOKHOCTU Hapall[{BaHUSI:

0 Ywmcsia ¥ MOIHOCTH TIPOIL[eCCOPOB;

0 OO6BeMOB orepaTUBHOMN U BHeIlIHe!H TaMsTH.

(el el eolNe)

5.2.1.2. TpeGoBaHusA K THNIH3ALMU KOH(pUTYpaL{Ui

Becb mapk IIK B opraHax rocyjgapctBeHHoW Bractu Yygarickoir Pecriybsukuy,
rocy/JapCTBeHHbIX yupexkzeHusix Uysarickodt Pecrybiuku —mipepsiaraeTcss  pasfie/iuTb  Ha
C/leflytolye TUNIOBble KOHpUrypauuu APM:

e APMI1 — npefiHa3HaueHbI /Jis1 BHITIOJITHEHUST TUTIOBBIX 3a/au (/1eJI01pOU3BO/ICTBO, paboTa ¢
JIOKyMeHTaMH, IOJTrO0TOBKa MMCeM, aHaIUTUYeCKHX MaTepuasioB U TUIIOBBIX JOKYMEHTOB);

e APM?2 - npeHa3HayeHsI Jjisl BBITIOJTHEHUS 3a/1a4, CBSI3aHHBIX C paboToi B rpaduuecKux u
BU/leOpe/lakTopax;

e APMS3 — npefiHa3HaueHbI /Ijis1 BHITIOJTHEHHUST TUTIOBBIX 3a/1au (/1e/I0TpOU3BO/ICTBO, paboTa ¢
JIOKyMeHTaMH, TOJrOTOBKa IHCEeM, aHa/JUTUYeCKUX MaTepuasioB U THUIIOBBIX JOKYMEHTOB) IIpU
MPOBEe/IEeHUU BbI€3JHbIX MEePONPUSTUM;

e APM4 - npefHa3HAUeHkI [I71s BBITIOJTHEHUS 3a/1a4, CBS3aHHBIX ¢ PabOTOM B rpauuecKux u
BHU/leOpelaKTOpax, Npy MPOBeIeHUH Bble3JHbIX MEPONPUSITUM.

APM1 u APM2 coctositT U3 cucteMHOro 0/10ka, MOHWUTOpa ([OIyCKaeTcss OObeAUHEeHHe
CUCTeMHOro 0JI0OKa W MOHHMTOpPa B MOHOOJIOK), K/JaBHATypbl, MaHMUITYJISITOPA «MBbIIIb» (TIpU
He00X0/IMMOCTH) C YCTaHOBJIEHHBIM 1 HACTPOEHHBIM o011jecrcTeMHbIM T10.

APM3 u APM4 nipeHa3HaveHbI /1711 pab0Thl MOOM/IBHBIX T10/Tb30BaTe e,

5.2.2. TpeboBanus k cucreMHomy ITO padounx MecT moIb3oBaTe /el

KoHKpeTHble MUHUMaJTbHBIE TeXHUYeCKre TpebOBaHUsI M3/I0’KeHBbI B MPUIOKeHnd — «6.1.2.
MuHuManbHbIe TpeboBaHus K cucteMHOMY 10 pabounx MecT 1oJib30BaTesniei».

OC oducHOro Ha3HaUeHUsI IO/DKHBI:

e (COOTBeTCTBOBATh MO TUMY KaHueHTCKUM OC;

e Tlopnmep)XuBaTb BCe CeTeBble CepBHUCHI, obecrieurBaroie  (yHKIMOHUPOBaHUE
KOPIOpPaTUBHOM CETH;

¢ (OO6ecrieunBaTh HEOOXOANMBIN YPOBeHb MH(OPMALIMOHHOM Oe30MacHOCTY;

¢ BbITb COBMECTUMBIMU C KOPIIOPATUBHBIM CTaHIapTOM UCMOJb3yeMoro oducHoro I10.



5.2.3. TpeboBaHus K nepuepuiHbIM yCTPOHCTBaAM

Hacrosiuii pa3zen wu3jiaraeT OCHOBHble TeXHHUUeCKWe TpeOOBaHUSI K TPUMEHseMbIM U
3aKyraeMbIM /il OPraHOB TrOCyZAapcTBeHHOM ByiacTu UyBariickoi Pecrny6siiKky, rocyapCTBeHHBIX
yupexxgenuit Uypaiickodi Pecrybnuku  mepudepuitHbIM - ycTpoiicTBaM, Bxogsimm B UT
HMH(PaCcTPyKTypy.

KoHKpeTHble MUHUMaJIbHbIEe TeXHHUYeCKhe TpebOBaHUsI U3/I0’KeHbl B MPUIOKeHnd — «6.1.3.
MuHuMasnbHbIe TpeboBaHUS K MepU(epUfHbIM YCTPOHCTBaM».

PaccmarpuBaroTcsi Tpe6oBaHMs K C/ie[yHOLLUM KjlaccaMm reprudepuiiHbIX YCTPOUCTB:

® YcTpoiicTBa reyaTy (IIpUHTEPHI);

¢ MHoOroQyHKLMOHaIbHbIE yCTPONUCTBA;

TpeboBaHusi K CrellMaJM3UPOBAHHBIM YCTPOMCTBAM, WMEIOIIMM Y3KO0e TeXHOJIOTHYecKoe
rpUMeHeHWe (TepMONpPHHTEphl, MPUHTEPbl ILUTPHUX-KOZAOB, Hak/eek, Tumnorpaduu u T.h.), He
paccmarpuBaroTcs.  Vicrosib30BaHMe  CIIeLMaIM3upPOBAaHHOTO 000py/0BaHUS TPUHHMAETCS Ha
OCHOBe KOHKPETHBIX TeXHUYeCKHUX TPeOOBaHUI TeXHOIOTMYeCKOT0 TIPoLiecca.

[ly1s1 orMcaHusi MUHUMA/IBHBIX TpeboBaHui K TieprudepriiHoMy 000pyJ0BaHHIO UCIIOb3YeTC s
crenytoliast KiaccudurKalys yCTPOMCTB:

o [TepcoHanbHOE YCTPOMCTBO — HAXOAWUTCI B TIOCTOSHHOM WCIIO/Ib30BAHUU OJJHUM
COTPYAHUKOM;

o ['pyriroBoe yCTPOWCTBO — HWCIONB3YeTCS B PEXKHUMe pasfiesieHuss PeCypCoB TPYIIIION
COTPY/AHUKOB,;

o KopriopaTviBHOe ~yCTPOMCTBO — WCMOMB3yeTCs B 3ajauax, I[0/pa3yMeBaroIIux

HCITI0/Ib30BaHNEe BBICOKOITPOU3BOAUTEBHBIX YCTPOHCTB (Tpaduka, Oosbinvie ¢dopMaThl BBIBOZA
JaHHbiX (A1,A2,A3) U T.A.

5.2.3.1. O6mue TpedoBaHMA

B pmaHHOM pa3jene u3nararoTcsi obiue TpeboBaHMs, KOTOpble HEOOXOAUMO TIPUMEHSTH TTPH
BbIOOpe W 3aKkyrke HOBOro mepudepuiiHoro obopyjoBaHusi B Iienisix pa3Butuss MT B opraHax
rocyjjapcTBeHHol Biactu Uysaiickoit Pecriy6imku, rocyjapCTBeHHBIX yupexkaeHussx UyBalickoi
Pecniybsiuku. IlepucdepuiiHoe o6opyZioBaHMe [O/DKHO OTBeYaTb CJAeAyHOIMM  OCHOBHBIM
TpebOBaHUSM:

e TIpousBogutenbHOCTb.  [lepudepuiiHoe  obopyzoBaHMe  [JODKHO  obecrieunBaTh
MoTpeOHOCTH  /IeJIOBBIX TIPOLIECCOB U V/IOBJIETBOPSITH  TpeOOBaHWSIM, OTpefie/leHHbIM B
KO/IMYEeCTBEHHBIX TI0Ka3aTessix (HampuMep, KOJMYeCTBO KOMUM B MUHYTY, paspelleHue
CKaHUPYeMOro U300pakeHust U T.J.).

e HagexHocts. [lepudepuiiHoe o0opyJoBaHHe [O/DKHO —TIO3BOJSATH — obecrieynBaTh
HerpepbIBHOCTh  [IeJIOBBIX TIPOLIECCOB M YAOBJIETBOPSTH TpeOOBAHUSIM, OTMpe/e/ieHHbBIM B
KO/IMUecTBeHHbIX nokasaTensax (MTBF).

¢ ODyHKIMOHAMBHOCTE. B TOM ciydae, ecni pabouee MeCTO COTPYJHMKA AOJDKHO OBITh
000py/IOBaHO HECKOJMBKUMHK BUAaMH mepudepuitHoro o0opyjoBaHus, CleAyeT OT[aBaTb
npejmnouteHye npu 3akynke M®Y, KoTopoe [JO/DKHO TMOJJep)XUBaTh BCe WM YaCTUYHO BCe
cieayoye GyHKLWM:

O TeYyaTHOrO YCTPOUCTBA;

O CKaHUPYIOLero yCTPOMCTBa;

O KOIHPOBAJIBHOIO YCTPOUCTBA;

¢ CoBmectumocTb. [lepudepuiiHoe o0060pyJoOBaHHE [O/DKHO TE€XHWYECKU W TPOrPaMMHO
COTIPSITaThCSI C T€PCOHA/BHBIMU KOMIbIOTEPaMU (B C/lydae WCIIOb30BaHUSI TPYIIIOBOTO WU
KOPITOPaTUBHOTO YCTPOMCTBA — C CepBepaMK) He3aBUCUMO OT Turia rnpoteccopa u OC.

e Be3omnacHocTb. BbIXos U3 CTPOsi KaKOTro-Mb0 meprdepuiHOro yCTPONCTBA He [JOJDKEH
B/IUSTb Ha YCTOWYMBYIO pabOTy TepCcoHa/NbHBIX KOMITBIOTEPOB (B C/ydyae WCIOIb30BAHUS
IPYIIIIOBOTO W/M KOPIOPAaTUBHOTO YCTPOWCTBA — CEPBEPOB) C JpyruM TepudepuiiHbIM
obopyioBaHuEM.

® VYmpaenseMocTb. [lofkmtoueHWe W yripaB/ieHWe TIepCOHANbHBIM  TeprepUuiiHbIM
o0opy/Jj0BaHHEM 110 BO3MOXXHOCTU [O/DKHBI OBITH TMPOCTBIMH M He TpeboBaTh OINEepaTUBHOIO
WCTIO/Ib30BaHMSI MHCTPYKLIMHM U OMMCaHUM paboThbl yCTPOUCTB.

e Huskas TCO. 3amuacTy U pacxo/iHble MaTepuasbl [/s mepudepuitHoro obopyjoBaHuUs
JIOJDKHBI OBITh JIeTKO AOCTYITHBI U 00/1a/1aTh HEBBICOKOW CTOMMOCTHIO.



e Hu3kuil ypoBeHb CO3/[aBaeMOr0 aKyCTHueckoro iryma. [lepudepuiiieiM 000py/joBaHHe B
ripoijecce paboThl He JO/DKHO CO3/laBaTh TIOMeX OKpPY)KaromuMm. [s 3KCTulyaTalu IIyMHOTO
000py/J0BaHus 10JDKHBI OBITH TIPEZyCMOTPEHBI CIIEIMaIbHO BbIZIe/IEHHbIE TOMEIIeHMSI.

e Hu3skoe sHeproriotpebsienre. PekomeHiyeTcss mipuobpereHue o0opy/j0oBaHHe, HUMelolee
PE>KUM TIOHW)KeHHOTO 3HepromnoTpebaeHus (PeXKUM 0XKUJaHUs).

e (CrenyeT oTAaBaTh MpeATIouTeHre TeM repudepuiiHbIM YCTPONHCTBaM, KOTOPbIe B IIITATHOM
pPeXKUMe UMEIOT BO3MOXKHOCTb 0O0MeHa WH(opMaliyel uepes T0KaabHYIO CETb.

¢ Te nepudepuiinbie yCTPONCTBA, KOTOPbie UMEIOT BO3MOKHOCTh TIO/IK/TFOUaThCs Kak K [1K,
TaK U K JIOKaJIbHOM CeTH C/ie/lyeT MOJK/IHYaTh K JIOKA/JIbHOW CeTH.

5.2.3.2. TpeGoBaHusA K rPyNMNOBbIM H KOPNOPAaTUBHBIM yCTPOCTBaM

[lnsi TPYNTOBBIX M KOPIIOPAaTUBHBIX YCTPOWCTB JIO/DKHBI TIPUMEHSITHCST Oosiee >KeCTKHe
TpeOOBaHMSsI, HEXKe/TK K MepCOHaTBHBIM yCcTpoiicTBaM. [1pu BbIOOpe TPYTITIOBBIX UM KOPIIOPATHBHBIX
YCTPOMCTB HeOOXOJUMO HWCXOAUTb W3 OLEHKA KOJIMYecTBa I10/b30BaTesiei, KOTOpble OyayT
5KCILTyaTUPOBaTh JaHHbIe YCTPOMCTBA.

M®Y momKHBI TIPOXOJUTH MEPUOAWYECKOe TeXHHUUeCcKoe 0OCTy)XWBaHHe, KOTopoe Oyzer
criocobcTBoBaTh 0OOs1ee BBICOKOM JoCTymHOCTH ycrpoiictBa w1 cHu3UT TCO. IlepuognuHOCTb
JAHHOTO 00CTy)KMBaHUsI He0OX0IUMO OTIpe/iesiATh U3 TeXHUUeCKUX TpeOOBaHWM 10 3KCILTyaTaLuH
KaX/10ro KOHKPeTHOr0 yCTPOWCTBaA.

CM. «7.8 [Tpunoskenue 8. Karanor peKoMeH/I0BaHHbBIX KOH(PUTYPaLAii».

5.3. TpeOoBaHHUsI K My/IbTHCEPBHCHOMN CeTH

5.3.1. TpebGoBaHus K pacnpeje/IeHHOH MY/ IbTUCEPBUCHOMN CeTH

[laHHBI ~ pa3fen  pacCcMaTpuBaeT TeXHMUecKre TpeOOBaHMSI K  pacripefe/ieHHOU
MYJIbTHCEPBUCHOU ceTu. [IpuBoAsTCS TpeOOBaHUS K apXUTEKTYpe, IPOTOKO/IaM U 000py/J0BaHHIO.

KoHKpeTHbIe MUHUMasbHBIE TeXHUYEeCKHe TPeOOBaHHWSI M3/I0XKeHBI B MPHUIOKeHUH — «6.2.1.
MuHuMabHBEIe TpeOOBaHUsS K KOPTIIOPAaTUBHOU PacIipe/ie/ieHHON MY/TbTUCEPBUCHOW CeTH».

5.3.1.1. OOmme TpedoBaHUs

OCHOBHbIE CTpaTerMueckye TIOJIOKEeHUsI M TOJAXOAbl K OpraHM3aliui KOpIOpaTUBHOW
pacripe/ie/IeHHOM MYJ/IbTUCePBUCHOW CeTH: OpHeHTallds Ha apXUTeKTypy CeTed CJIe[yIOLero
nokosieHusi (NGN).

Tenedonus, ayroKoH(pepeHLCBsA3b, BU/€OKOH(EPeHLCBsI3b U Tepefiaya JaHHBIX [JO/DKHBI
OCHOBBIBAaTbCSI HAa €JUHOM KOHBEPreHTHOM MYJIbTUCEPBUCHOM CeTH, KOTopasl I103BOJIseT
TIpe/lOCTaB/IATh YKa3aHHbIe CepBHCHI, 00ecrieunBasi HEOOXOAUMBIN U JOCTaTOYHbIM ypoBeHb QOS.

CeTb [IOCTPOEHA Ha CJ/IeIYIOIIMX TPUHLIMIIAX:

¢ PacnpesieneHHast KOpriopaTUBHasi apXUTeKTypa, obecrieunBaroijasi QoS;

¢ BpIcoKas JOCTYITHOCTb M HaJle)KHOCTb CeTH;

¢ [Ipou3BOAUTENBEHOCTD, YIIPAB/ISIEMOCTh U MaCIITabUpyeMOCThb CeTH;

e MynbTHCepBUCHas CeTb  JO/DKHA  TIPOEKTHPOBaTbCs C  yyeToM  TpeOGoBaHUM
“HOpPMaLMOHHOM 6e30MacHOCTH.

Becb Tpaduk AosmkeH ObITh KaacCU(ULIMPOBAH Ha CjefyHOLIMe K/acchl, ONpejesistoliye
MIPUOPHUTET 0OCTYKUBAHUSI:

¢ Tpaduk peanbHOro BpeMeHH (Tesie()OHHBIN, ayjU0 1 BU/IEO);

e Tpaduk nepesaur Noab30BaTENbCKUX JaHHbIX;

¢ TexHonornyeckuii Tpapuk.

Ecnu texHosmornyeckoe obopyzoBaHre TpebyeT HaUBBICIIETO K1acca 00C/Iy)KUBaHUs, TO €ro
TpaduKy [0/DKeH OBITh OTJAH HaWBBICIIMYK rpuoputeT. I[locie 3Toro A0/DKeH WUATH Tpaduk
peasbHOrO BpeMeHH, Mocjie KOTOpPOro ciiefyeT TpaduK IMoJb30BaTeNbCKUX MpUIoKeHUH. [Ipuuem
TIPOIyCKHasl CIOCOOHOCTh CeTH M aKTUBHOe ceTeBoe 000py/j0BaHNe JI0/DKHBI Bcerja obecreunBaTth
KauecTBO /7151 TpayKa peasbHOrO BpeMeHH.

[Tpy aBapuUiHBIX CUTYyalLMsIX PeCypChl CETU [O/DKHBI OT/laBaThCsl TEXHOIOTMYECKOMY Tpa(UKy
¥ YacTu TpaduKa peasbHOTO BPeMEHH U TI0/Ib30BaTeNbCKOro Tpaduka B TOM 00beme, B KOTOPOM
3T0 HeoOxoauMo A obecrieueHusi OecriepeOoiHOM pabOTBI OCHOBHOTO TEXHOJIOTUYECKOTO
o0opy/ioBaHus 1 00CTY)KMBAOILETo ero rnepcoHasna. JJaHHble rpaBusia JO/DKHBI ObITh peasn30BaHbl



B HACTpoWKax 00Opy/I0BaHUSI M BCTYIATh B CH/Iy aBTOMAaTUUYECKW TIPU HACTYIUIEHWM aBapHUHAHOM
CUTYaLUU.

5.3.1.2. TpeGoBaHHUs K apXUTEKType CeTH

ApxuTeKkTypa MyJIbTUCEDBUCHOM CeTU JI0/KHA ObITh OCHOBAHA Ha C/Ie[yHOL[UX TIPUHLUIAX:

CrpouTbCsi Ha TpexXypoBHeBoW Mojenu; VIMeTb pesepBUpOBaHHe IO 00OPYZOBaHUIO U
kaHasaMm; [ToagepxuBate VLAN;

ApXuTeKTypHO pa30uBaTbCsi Ha JeMWIuTapu3oBaHHble 30HbI ([IM3); CeTb Jo/mKHa
obecrieunBaTh HeOOXOAWMYIO /ISl DeIIeHWs 3aZiau TPOM3BOAMTENLHOCTh; CeTh A0/DKHA
obecrieunBaTh QOS 7151 pa3HBIX K/IaCCOB TpadHKa.

MynbtucepBucHas cetb i LJOJl nomkHa NMPOEKTUPOBATHCS, MCXOZAS U3 TPeXypOBHEBOM
MO/le/I KOMMYTaL1K:

YpoBens poctyna (Access Layer) — kommyrtatopbl 2-ro ypoBHs Mmogenn OSI ¢
WHTEJ/UIEKTya/lbHOCThI0 3—4-To0 ypoBHelt Mozemu OSI (c menbto obGecrieueHus: TpeboBaHM K
ceTeBoi Oe3omacHocTH, QoS U T. 71.).

Yposens pacripesienenus (Distribution Layer) — kommyTtaTopsl 3—4-ro ypoBHei Mogenu OSI.

MarucTtpanbHbli ypoBeHb / ypoBeHb siipa (Core Layer) — kommyTaTopsl 3—4-TO ypOBHe#
mozemu OSI.

B cnyuasx, korja MCIo/nb30BaHUe Bble/IeHHBIX KOMMYTaTOpPOB YDOBHS pacIipejie/ieHusl B
KakoM-Tib0 cerMeHTe CeTH Hellesecoo0pa3sHO MO TPUUYMHE CHIDKEHUs TPOM3BOJUTENbHOCTH
CeTeBOM WH(PACTPYKTYpbl, CHWKEHUS HaJeXHOCTU WIM B CWIY MHBIX NPUYMH, [OMyCKaeTcs
NepeHOCUTh (PYHKL[MM KOMMYTaTOPOB YPOBHS paclipe/ie/ieH|sl HA KOMMYTaTOpbl yPOBHS s1Jpa.

[lpuHIMNUanbHas cxeMa yKa3aHHOM TpeXypOBHEBOM MOJe/d IpYBeJleHa Ha ClleflyrolleM
PUCYHKe:

"~/ Npoeaiigep 2 - Wnreprer

J, Vnreprer-
S e Teprer

MapWpYTM3a

[‘\\ Top Npoeainep 1 - Mureprer

Npokcu-cepeey eb-cepoep

BbiOpaHHasi apXUTeKTypa CeTH [OJDKHA I03BOJISITH HApallMBaTh CETb MyTeM [00aB/ieHuUs
HOBBIX 0JI0KOB, 00ecrieunBaTh BHICOKHI JeTEPMUHU3M TOBE/IEHUsI CeTH, TpeOoBaTh MUHUMAJIbHBIX
YCUIUI U CPEZCTB AJIsl TIOMCKA U yCTPaHeHUs1 HeMCIpaBHOCTel. IHTe/UIeKTyaibHbIe CEPBUCHI 3-TO
ypoBHst Mogenu OSI (B TOM umc/ie TPOTOKOJIBI MAapUIPyTH3alMK) JO/DKHBI 00ecreunBaTh
COKpallleHue 00/1acTH, 3aTparMBaeMod TIpU BO3HMKHOBEHMM Ppa3HO0OpasHbIX mpobieM C
HEUCTIPaBHBIM W/ HEBEPHO HACTPOEHHBIM 00OpYZOBaHUEM, a TakKe OaTaHCHPOBKY HAarpysKu
MeXX/1y/BHYTPH YPOBHSIMU U€PapXUU U OBICTPYHO CXOMMOCTb.

Io/mKHBI OBITH COO/TIOIEHBI 00IIIYe MTpaBU/Ia IPOEKTUPOBAHUS TPEXYPOBHEBOM CTPYKTYPBI:

e Jlrobwie mpobiemMel ¢ 00OpyZOBaHMEM M KaHaJaMHU CBSI3M Ha HIDKeJIeXKalMX YPOBHIX He
JOJDKHBI CKa3bIBaThCsl HA BEDXHUX YPOBHSIX;

e TpaH3WTHBIE pe3ePBHbBIE MAPIIPYThI OMPE/IEJIEHHOTO YPOBHS He [0/DKHBI TIPOXO/IUTH Uepe3
HIDKeJIeXKalle YPOBHH;

e Krnaccubukauuss Tpauka [JO/DKHBI TPOMCXOJWTH TOJABKO HA YpOBHE [IOCTYTIA.
[lprioputu3auusi Tpaduka [JO/DKHA TIOAZEP)KMBAaTbCS BCEMH YPOBHSIMH CeTH. YDOBEHb
pacripe/iesieHUst 10/DKEH TOJIBKO arperrpoBaTth TpaduK. SIpo CeTH 0/DKHO TOJBKO OCYIIeCTBISTh
OBICTPYO0 KOMMYTALMIO ¥ MapILPYyTH3ALUIO 1aKeTOB;



¢ BpeMsi CXOIUMOCTH TaOJIML] MapIIPYTHU3aLl[MU U UX 00beM J0/KHBI ObITh ONITUMU3HMPOBaHbI
JI/IsI K&K/I0TO YPOBHSI OCPeCTBOM BbIOOpa ONTHUMAa/IbHOM CXeMbl pe3epBUPOBaHMS;

® YnajseHHble T0Jb30BaTe/IM W BHEIIHWE KaHa/bl CBSI3U He [JOJDKHBI T0/ICOeJUHSITHCS
HanpsMyto K spy cetd. Heob6x0AMMO MCMO/Ib30BaTh KOMMYTATOPBI JOCTYTIA /ISl PeJOTBPAIeHUSI
JTaBUHOOOPA3HBIX MePecTpoeK Tab/UL] MapIIPyTU3aLUK BCEH CeTu;

e 3ampeljaeTcsi  WCIO/Ab30BaHWE  HEYIpaB/IseMbIX  KOMMYTaTOpPOB.  MUHMMaabHO
JIOTyCTUMbIA KOMMYTATOP B CETH - yIpaBsieMblii KOMMYTaTOp yPOBHS 2.

PesepBupoBanue gna LJOJ I ypoBHsa mo/okHo, a gasa LIOZ II ypoBHA pekoMeHpyeTcs
OpraHU30BBIBaTh CJIEAYIOIUM 00pa3oMm:

® B cetu mo/mkHO OBITH HEe MeHee OBYX KOMMYTAaTOPOB YPOBHS sipa, CBS3aHHBIX MEXAY
coboii o 10 (ymbo Bbime) GigabitEthernet, 60 06befUHEHHBIX B OTKA30yCTOHUMBBIM CTEK C
9KBUBAJIEHTHOMN MPOITyCKHOMN CITOCOOHOCTHIO;

e Kaxaplli KOMMYTaTOp YPOBHSI JOCTyMa JO/DKeH HMMeTh coefiMHeHUs KaHanamu Gigabit
Ethernet c AByMsi KOMMyTaTOpamMu YpPOBHsI pacripeziesieHusl;

e Kaxaplli KOMMYTaTOp YDOBHsI pacripefiejieHusi [O/DKeH HWMeTb COeJUHeHUs KaHajiaMu
Gigabit Ethernet (inbo Beiille) C JByMst KOMMYTaTOpaMH YPOBHS sifipa;

e JIns obecrieueHWs] OTKAa30yCTOMUMBOCTA B CeTH [IO/DKHO OBITh [iBa TOTPAHWYHBIX
MaplIpyTu3aTtopa. MaplipyTH3aTopbl MOJK/IOYAIOTCS KaXKIbl K He MeHee ueM JByM pa3/iiyHbIM
HWHTepHeT-TIpOoBaiiiepaM U OCYIeCTB/ISIIOT MapLIPYTHU3al[{io MakeToB 10 rnpoTokony BGP. Kaxibiit
MOrPaHUYHBIM MapIIPyTHU3aTOp 0/DKEeH ObITh CBSI3aH C ABYMsl YCTPOMCTBaMH, 0OecCrieurBarouMu
¢dbyHkimMoHaneHOCTE MCO unmm IDS/IPS;

e Jlns obecrieueHUss He3aBUCUMOCTH OT WHTepPHeT-TIPOBai/|epOB [JO/DKHA HCITI0Jb30BaThCs
aBTOHOMHasi CUCTeMbl (AS) ¢ coOCTBEeHHBIM ITyJIOM ip-afipecoB (He MeHee /23).

[Tpor3BOgUTE/ILHOCTh CeTH A0/DKHA ObITh 0OecrieueHa cieqyromumM obpazom:

e Jlo3Ta)kHble KOMMYTAaTOpbl (KOMMYTAaTOpbl /IOCTyMa) JOJ/DKHBI — COeJUHSTHCS  C
KOMMYyTaTopaMu ypoBHs pacripefiesienus no GigabitEthernet unu 10 GigabitEthernet;

e CepBepbl [IO/DKHBI COEIMHSTHCS C KOMMYTAaTOpaMHM YPOBHsSI pacripefie/ieHdsi 110
GigabitEthernet wiu 10 GigabitEthernet. Tlpu HeoOXoAMMOCTH [IOTyCKAaeTCs TOJAK/IOUEHHEe
cepBepoB K KOMMyTaTopaM ypoBHS s7pa; KoMMmyTaTOpbl YPOBHS pacripefiesieHus U sijpa JOKHbI
ObITb  BBIOpAaHBI ~ COOTBETCTBYIOLIEH  TPOM3BOAUTENbHOCTH.  Ilpm  BbibOpe  ypOBHS
MPOU3BOAUTENBHOCTH, HeOOXOJWMO YUWUThIBaTh TpeOoBaHWEe TIOAJEP)KKA BCeX TpebyeMbix
TIPOTOKOJIOB C TpebyeMbIM ypoBHeM QoS.

e Mexay AByMs 3/aHUSIMA DPeKOMEHJYeTCs TMPOK/IaJblBaTh OMNTUUeCKWe KaHasbl. [Ipu
OOJ/IBIIINX PACCTOSIHUSIX, HEeOOXOAMMOCTU TpOIycKa Oosbiioro obbema Tpadvka U OOJBIIMX
CKOpOCTell TMepefaud [JaHHBIX PEKOMeH/yeTCsl OpraHW30BbIBaThb KaHa/lbl CBSI3M Ha OCHOBe
TeXHOJIOTMM ONTUYeCKOro yriaoTHeHus1 (XWDM) v arperanjyy KaHasios.

HazieXkHOCTh ceTH JJo/bKHa ObITh 0OecrieueHa TPy TTIOMOILM BBITIOJTHEHHUS CJIeAYIOIINX MPaBHII:

e (OOopy/oBaHHWe MAarucCTpajJibHOTO YPOBHS J[IO/DKHO UWMeTb pe3epBHUPOBaHME BCeX
KoMIoHeHTOB; CeTb JI0/DKHA OBbITh CIIPOEKTUPOBaHA B COOTBETCTBUM C TpeOOBaHUSMH TIO
obecrieueHWI0  1[€JIOCTHOCTH,  YCTOWYMBOCTH  (DYHKIMOHUpOBaHUs W 0e30macHOCTU
WHGOPMALIMOHHBIX CHUCTeM OOIero Mo/ib30BaHusl, YTBEP)KIAEHHbIMUA TPHUKa30oM MUWHKOMCBSI3U
Poccun ot 25.08.2009 Ne 104, TpebGoBaHMsIMM O 3aluTe WHGOpPMAI[MH, HE COCTABJISOIIEH
roCy/lapCTBEHHYIO TaliHy, COJiep)Kalllelicsi B TOCYyZapCTBEHHBbIX WH(GOPMALMOHHBIX CHCTeMax,
yTBepxaeHHbIMU npuKazoM @CTOK Poccum ot 11.02.2013 Ne 17;

e B cetu momkHbl ucmonb3oBathcsi VLAN. VLAN f#o/mkHbI B 00si3aTe/TbHOM TOPSiAKE
3allMIIaTbCsl BCe Pecypchbl CeTH U T0Jib30BaTesiel, C UCMO/b30BaHHEM KOTOPBIX OCYIIeCTB/ISIeTCS
00paboTKa 3amuiiaemMoi HHGpopMaruy.

IMopmep>kka MacIITabUPyeMOCTH CeTH JO/DKHA ObITh 0OecrieueHa CyieyrOIUM 00pa3oMm:

¢ 3a cueT NMPaBWILHOTO BHE/IPEHHsI TPeXyPOBHEBOM MO/ie/T KOMMYTaL[|H.

¢ 3a cyeT MacmITabMpPyeMOCTH KOMMYTAaTOpPOB, KOTOpasl [O/DKHA JOCTUTaThCs 3a CYET
00beMHEHNsI KOMMYTAaTOPOB B TPymmbl (cTeku). [IpyyeM KaK/blii KOMMYTAaTop B CTeKe AOJDKeH
paboTaTth B JBYX peXUMaxX — KakK IJIaBHbII KOMMYTAaTOp CTeKa M KakK TPOLIeCCOP KOMMYTAL[UH
nakeToB. Jlo/pkHa 00ecreurnBaThCsl OTKa30yCTOMUMBOCTh CUCTeMbI 0 cxeme 1:N (TIpu BbIXojie U3
CTPOSl OJJHOTO U3 KOMMYTaTOPOB CTeKa, He3aBUCHMMO OT BBIMIOJHSIEMON UM (PYHKIMM, OCTa/bHble
OyyT IPOZ0/KaTh BHITIO/THEHHE CBOMX (YHKIMI 6e3 0cTaHOBKY paboThI BCeld ceTn);



e PekoMeH/yeTCsl UCIO/Ib30BaTh JUHAMUUECKUW MPOTOKOJIbI BHYTPEHHEeN MaplIpyTU3aLuu
OSPF mu6o EIGRP kak obGnagaroiijue xopoiieil MacIiTabupyeMoCTbi0, ObICTPOM CXOAWMOCTEIO,
YUUTHIBAIOLMe KaueCTBO KaHA/IOB CBSI3U M 3aHHMMaIoL[ie MUHUMaJIbHYH0 M0J10Cy KaHasla.

Cucrema IP-afpecaiiuu cetu fjo/bkHa 0b6ecrieunBaTh:

e PazneneHue aJpecHOT0 TIPOCTPAHCTBA Ha Cy)XeOHbIM OJIOK (CeTH, CBSI3bIBAIOIIVE
MapIIpPyTU3aTOPbl, BUPTya/ibHble MHTep(eicsl U T.M.) U O/JI0K afpecoB JIOKanbHOW ceTu. Takoe
paszeneHyve no3BossieT 3(pPeKTUBHO CTPOUTH MPaBUsIa [JOCTYIIA K CETeBbIM yCTPONCTBAM;

e PacnpeseneHuie aZpecHOro TMPOCTPAHCTBA JIOKAJBHOW ceTh OGI0KaMHd B COOTBETCTBUH C
TeppUTOpPHA/IbHBIM pacIoyio)KeHreM. Takoe pasziesieHue M03BOJIsieT NMPOU3BOJAUTL arpernpoBaHUe
a/IpecoB, UTO TIPUBOZAUT K YMEHBIIIEHHIO Tab/IWI] MapIIpyTHU3aliy U YTIPOILaeT yIipaBieHue CeThIO.

[ns  ocyllecTBleHHs ayTeHTU(UKALMM Ha YypOBHe [OCTyna [Jjs BCeX YCTPOMWCTB,
obecrieunBarOIX (QYHKIIMOHWPOBaHWE CeTH, W TIPU [JOCTyle K KOHCOMMA YIIPaBle€HHs BCEMHU
yCTPOMCTBaMH, CeTh J0/DKHA 00/1a/1aTh CIeAYOIMMHA BO3MOXKHOCTSIMU:

¢ DBe3omacHoCcTh TIOPTOB, T.e. [IO/DKHA OBITb BO3MOKHOCTb HCIIO/Ib30BAaHUS TIOPTa
KOMMYyTaToOpa C Mpe/BapUTeNbHO 3aJaHHbIMM (PM3MUYeCKMMH ajpecamH Mosb3oBarenbckux [1K
(MAC-agpeca). Ilpu mombITKe TOAK/IIOUEHHsSI HeaBTOPU30BAHHOTO YCTPOMCTBA  JO/DKHO
TIPOU3BOJUTBECSL OTK/FOYeHHe STOr0 IopTa Y yBeJOMJIeHHWe CHCTeMbl YIIPaBJIeHUSl CeThIO;
ABTOMaTHUecKoe KOH(UTypHUpOBaHHe ITOPTOB KOMMYTaTOPOB, T.e. 10/DKHA ObITh aBTOMaTHU3aLus;

® K3MeHeHUs] KOH(Urypaluu IopTa Ha OCHOBe JIOTUYeCKOro MO/K/II0UeHHs 10/Ib30BaTesisl K
cety; AyTeHTHU(UKALUs aJMMUHUCTPATUBHOTO joctyrna Ha Radius cepBepe, T.e. fo/bKHa ObITH
uleHTUGUKaALMs, aBTOpy3alusi W ydeT IMpPU JOCTylle K KOMaH/JHOW CTPOKe YCTPOMCTBa;
Orpannuenue foctyna no IP agpecam, ¢ yueToM orpaHvueHust Ha AOCTYIl K KOMaHJHON CTPOKe
YCTPOMCTBA U CUCTEMHOM KOHCO/H, a Takke SNMP tpaduika;

e Jlo/pkHa ObITb aBTOMaTHuecKasi puibTpalus TpaduKa HEeUCIi0/ib3yeMbIX MPOTOKOJIOB Ha
MopTax KOMMYTaTOPOB.

Inst obecrieueHust BBICOKOU [JOCTYITHOCTA CETH PEKOMEH/YeTCsl MCI0/Ib30BaTh CJIeAYIOLIYIO
(YHKLIMOHA/TBHOCTb:

¢ [lopnepxka mporokona RSTP/MSTP wmv WHBIX NPOTOKOJIOB pe3epBUPOBAaHUS BTOPOIO
ypoBHsi; [lofzep)kka BO3MOXKHOCTH OOBeAWHSTH B €[WHBINA JIOTUUECKWA KaHal HeCKOJIBKO
¢bu3nyecKux CcoeJMHEHUI MeXJy KoMMyTaTopamu; PyHKIMM aBTOMAaTHYeCKOTO IMepeK/toYeHus C
OCHOBHOT'O MapuLIpyTH3aTOpa Ha pe3epBHbIM B C/ly4yae OTKa3a OCHOBHOIO;

e banaHcMpOBKa Harpyskd MeX[y pe3epBUpPYeMbIMM MaplipyTusatopamy; ®@yHKIUN
BHyTpeHHero [IO gy ynydmieHuss BpeMeHH CXOQUMOCTM IIPOTOKOJIOB MapuUIpyTH3aLuu U
OaslaHCUPOBKY Harpy3ky yepe3 paBHOLIEHHbIE MapIIPYThI.

[lns nopnep>KkU NPUIOXKeHWH, OCHOBAaHHBIX Ha TEXHOJIOTMU MHOr0aJpecHOM pacchlUiku [P
Multicast, ot ceTeli TpebyeTcsi HanuuMe CIeAYIOMIUX BO3MOXKHOCTEH:

e Ha ypoBHe jocTtyma/pacripefiesieHusi — repejadya naketoB [P Multicast Ha KaHa/nibHOM
YPOBHe Ha CKOPOCTH (PU3HUeCKOro KaHasa, JUHaMUuyecKas: perucTpawys ocpeiCTBOM IIPOTOKOJIOB
IGMP u PIM.

e MarucTpa/ibHblli ypoBeHb — Tepefiaua makeTtoB IP Multicast Ha KaHalbHOM U CETEBOM
YPOBHSIX Ha CKOpOCTH (DM3MUECKOro KaHajaa, MacluTabupyemble IPOTOKOJIbI MapIIpyTU3aLuu
Tpacduka IP Multicast.

5.3.1.3. TpebGoBanus K Tesie)OHUH, ayAHO0- U BU/I€0-KOH(EPEHI[CBA3H

OCHOBHOM TIpOTOKOJI Tepejaud ayauo- W BuzeouHgpopmauuu — I[P. [lomyckaercs
WCII0/Tb30BaHKe TPAAUIIMOHHOW aHA/I0r0BOM Tesie()OHUU B CJIeIyIOIIUX C/TydasixX:

® YHac/e[j0OBaHHbIE CYLeCTBYIOLME Tesle()OHHbIE CTAHLIUY;

e DOKoHOMMUecKas 1iesiecoo0pa3HOCTb. JlaHHOe MCK/IoueHWe ZeiiCTBYeT 10 MOMeHTa, Korja
ctouMocTh VoIP Tene)0oHOB cTaHeT CcOMoCTaBUMa C LJeHOM aHa/IoroBOro TejedoHa.

VoIP npeumyiiiecTBeHHO [0/KHA BHEAPATHCSA MO TexHosoruu SIP, T.K. JaHHasi TeXHOJIOT U,
no cpaBHeHuto ¢ H.323, ucrosb3yeTcss B CeTSIX CJIeAYHOLIEro TMOKOJEHUS U UMeeT OOJIbILYIo
¢byHKIMOHATBHOCTE. [Ipy 3TOM HEoOXoAuMO oOpalaTh BHUMaHWe Ha COBMECTUMOCTh pear3aliviu
npotokosia SIP mMeX[y OKOHEYHbIMM YCTPOMCTBAMH M IPOrpaMMHO-anrapaTHbIM KOMIIJIEKCOM,
obecrieunBarOIUM  (QYHKIIMOHAILHOCTh ~ YUPEXXJEeHYeCKOW TeneOoHHOW cTaHIMU. [laHHas
COBMECTUMOCTb JIOJDKHA BBIPAKAThCS B TIOJ/IeP)KKE OCHOBHOTO (hyHKIMOHama 1o obpaboTke
MOCTYTIAIOLMX 3BOHKOB C OKOHEUHBIX YCTPOUCTB. B 1iesifix HeomyieHus: IpobsieM, CBSI3aHHBIX C
HEeCOBMEeCTUMOCTBIO peaju3alii MpoTokoja SIP, pekoMeHJyeTcs yCTaHaB/IWBAaTb OKOHEUHbIe



ycTtpolictBa  (TesiehoHbI) W TIpOrpaMMHO-ammiapaTHble  KOMIUIEKChI,  obecrieunBaroliye
(GYHKLMOHABHOCTh  YUpeXKJeHUeckor TeneOHHOM CTaHLMM, OJHOTO TPOW3BOAUTENS, JMOO
MPOBOAUTE TIjaTe/lbHOe JlabopaTOpHOe TeCTHPOBAHHWE COBMECTUMOCTU arlapaTypbl pa3HbIX
MPOU3BOUTEEN.

CucteMbl  BU/IEOKOH(EpeHLICBSI3M  JO/DKHBI — TOAJep>KuBaTh ~ Web-koHdepeHLun U
VMHTErpyupoBaThCsi C 0(PUCHBIMU TIPUIOXKEHUSIMHU.

CepBepa ay/uOKOH(EpPEeHLCBSI3W [IO/DKHBI  TO/JiepXKUBaTh WM KMeTb BO3MOXKHOCTb
paclvpeHus Jjis IOJIeP>KKUA BUIeOKOH(epeHLICBS3U.

BuieokoH(epeHLICBsA3b /10/DKHA OpPraHU30BbIBaThCS Ha TexHosoruu IP c ucrosib3oBaHNEM
craHgapros H.323/H.264.

I[Tpu makeTHOM Tepesiauy 3a 3TaJIOH KayeCTBa Peud J0/DKeH OBbITh TIPUHAT yPOBEHb KauecTBa,
paBHbIil 4 Oamnam o mkane MOS/PAMS (Mean Opinion Score, CyObeKTUBHBIM METOJ, OLIEHKU
cornacHo pekomeHjaiuu P.800). PekomeHnyeTcs ucnonb3oBaTh Kogek G.729 (MOS = 4.07).
TpeboBaHusi K mapameTpaM KadeCTBa IaKeTHOM Iepefaud: 3ajep)kka maketoB — Ao 150 wmc,
Ioxkuttep — 10 50 Mc.

[Tpu Hammuuu ABYyX W Oosiee TIpOBaii/iepoB, BK/IOUasi TPAAUIMOHHYIO TesiedoHuo U VoIP,
pekoMeHzyetcss ucrnonb3oBatb LCR. Ilpu 3tom obGopypoBanue VoIP momkHO obecrieunBath
MOHUTODPHHI KaueCcTBa KaHasla CBSI3U.

5.3.1.4. TpeboBaHusi K 000py/A0BaHHIO

O6opyoBaHMe YPOBHS JOCTYTIA AO/DKHO 00/1a/1aTh BO3MOXKHOCTBIO K/laccuUKayy Tpadrka
(Traffic Classification), T.e. mo/mkHa OBITE 0OecrieueHa BO3MOXKHOCTh K/IaCCU(UIIMPOBaTh Tpaduk
10 TWINaM MPUIOKeHUH, (PU3NUeCKUM W CeTeBbIM ajipecaM UCTOYHUKOB W TOJyuyaTesied, MopTam
KOMMyTaTopoB. KiaccuduigpoBaHHeli TpadWK [IO/DKEH TI0/lydaTh MeTKY, 0003HauaroIlyro
Ha3HaueHHbIM MaKeTaM ypOBeHb NPUOPUTETA, TEM CaMbIM /laBasi BOSMOYKHOCTb YCTPONCTBaM CETU
COOTBETCTBYHOLUM obOpa3om oOciyxkuBaTh 3ToT Tpaduk. [lomkHa ObITh obecrieyeHa
pekiaccuUKalisi TlaKeTOB Ha OCHOBe 3aJaHHOM aJMUHHCTPAaTOPOM TIOJIMTHKUA KauyecTBa
obcnyxuBaHusi. Hampumep, rosib3oBaTe/ib Ha3HayaeT BBICOKWM TMPHUOPUTET CBOeMy Tpaduky u
repe/iaeT ero B CeTb. JTOT TMPUOPUTET MOXKET 3aTeM ObITb TMOHWKEeH B COOTBETCTBUM C CETeBOMU
MOJIUTUKOW, a He Ha OCHOBe TpeOOBaHWU TOJb30BaTesisd. JJaHHBIM MeXaHW3M [OJ/DKeH ObITh
K/TFOUeBBIM B 0OecrieyeHHH KauecTBa 00C/Ty)KMBaHUs B PaMKaXxX BCel CeTH.

O6opyznoBaHue MarvcTpaabHOro YPOBHS JIOJDKHO obnazaTh cenytoLei
(GYHKLIMOHAIBHOCTbIO:

e [IpenoTBpamieHvie U yrpaB/ieHWe Tieperpy3kamu, T.e. [JO/DKHa ObITb obecriedeHa
BO3MOJKHOCTh yTIPaBJ/IATh ITOBE/IEHUEM CETHU TPH Tieperpy3Kax, 0TOpackiBasi OTpe/je/IeHHbIe TTaKeThl
Ha OCHOBe KJlaccuduKaliy WK MOJIMTUKU B MOMEHThI Teperpy3Ky CeTU U MHOXKeCTBa odepezieil Ha
vHTepdeiicax. AJMUHUCTPATOP JO/DKEH YCTaHaB/IMBaTh IOPOTOBble 3HaUeHWs [Jisi pa3TUUHbIX
YPOBHe! NpUopHUTeTa.

e [lnanWpoBaHue, T.e. [O/DKHA OBITb obOecrieueHa BO3MOKHOCTb — OCYIIECTBIISTH
TIPUOPUTETHYIO Tlepefiauy MaKeToB, OCHOBaHHYI0 Ha KjiacCcupUKalMyd WU TIOJMTHKe KauecTBa
00C/Ty>KMBaHUsI, TIPYU TIOMOII[A HECKOTLKUX odepe/ie.

¢ Pe3epBHpOBaHHe OCHOBHBIX y3/I0B, K KOTOPBIM MOKET OTHOCHUThCS: OI0K muTaHUs, 610K
BEHTHU/ISITOPOB, TIPOL[@CCOPHBIA MOAY/Ib.

e TlpemocTaBisiTh BO3MOXKHOCTh  YIAyO/JIeHHOrO  aHajaM3a TIOTOKOB — CETeBOTO U
TPAHCIIOPTHOTO ypoBHel mpu momoiu mnporokona IPFIX (RFC 3917), Netflow, J-Flow umm
JIpyroro rpoToKoJ/ia peJ0CTaB/IeHus] arperMpoBaHHOM CTaTUCTUKY 110 ip-MIOTOKaM.

B HOA I u II ypoBHS TOMMMO o0ecrieueHHs pe3epBHPOBaHUS OCHOBHBIX Y3J/I0B
000py/J0BaHHSI MaruCTPaJbHOTO YPOBHS, peKOMeHAyeTCsi 00ecrieunuTb TaKoe >Ke pe3epBUpOBaHHe
Ji71st 000py/10BaHMsI YPOBHsI PacIipe/iesieHusl.

Bo BceM aKTHBHOM CeTeBOM 000DPYZI0BaHUU JO/DKHBI OBITH CpPe/[CTBA MOHUTOPUHTA TIOJTUTUKH
KayecTBa 00C/Ty)KMBaHUS U 0€30TIaCHOCTH, TJTAHUPOBAHUS CETH U CEPBUCOB:

e JlokHa ObITH 0OecrieueHa BO3MOXKHOCTh COOpa CTaTUCTHKKU C TOYHOCTBLIO /IO TIOPTA CeTH
JI7IST aHa/IM3a TIPOM3BO/IUTE/TbHOCTU U BBISIB/IEHUsI Y3KUX MECT CeTH.

e JlovkHa OBITH OOecrieueHa BO3MOXKHOCTh TIepEHANpaB/IsATh TPAaQUK OT/ebHBIX TOPTOB,
TPy IOPTOB ¥ BUPTYa/IbHBIX MIOPTOB Ha aHA/IM3aTOP MPOTOKOJIOB /i/Is1 1eTa/IbHOr'O aHasTu3a.

e JlomkHa ObITb oOOecrieueHa BO3MOXKHOCTh pACIIMPEHHOTO MOHWUTOPHWHIA COOBITUH B
peajibHOM BpeMeHM [Jii pacliipeHusi BO3MOXXHOCTeM [UarHOCTUKH, TIOMUMO BHEIITHUX



aHasmm3aTopoB. [lo/okHa ObITh obecrieueHa BO3MOKHOCTh cOopa M coxpaHeHUss MH(POPMALMU O
CYIIIeCTBEHHBIX CEeTeBbIX COOBITHSIX, BK/IIOUasi U3MeHeHUs] KOHGUrypaluil yCTPONCTB, U3MeHeHus
TOTI0JIOTHH, TIPOrPaMMHBIe U arrapaTHble OLIMOKY 10 TeXHOJIOTUU Syslog.

e JlomkHa ObITb oOOecrieueHa BO3MOXHOCTb [IOCTyNa K WHTepQelcy yripaB/eHus
YCTPOWCTBOM U OTuUeTaM uepe3 cTaHAapTHbIi WEB-Opay3ep C WHCII0/Ib30BaHWEM IPOTOKOJIA
HTTPS.

e JlokHa OBITb BO3MOXKHOCTH TIOAK/IIOUEHUS] K YCTPOMCTBY [J/Isi €ro HaCTPOWKU C
WCT0/Ib30BaHKEM MPOTOKOJa Ssh.

e [lorkHa OBITH OOecrieueHa BO3MOKHOCTb aBTOMAaTW4eCKOW KoHgwurypauuu Fast/Gigabit
Ethernet moptoB, BUpTyanbHbIX ceTel, TpaHKOB VLAN.

e [lorkHa ObITh OOecrieueHa BO3MOKHOCTb aBTOMATHUECKOTO DPAacCrio3HABaHHUS TOTOJIOTHUN
CeTH IT0CPeJICTBOM areHTOB pacrio3HaBaHWs TOMOJIOTHH.

e B pensx obecrieyeHusi TIPOM3BO/MTENHHOCTH JIOKAJIBHOW CETH, ee MacIITabupyeMocCTH,
yZIOB/IETBOpEHUsT TpeboBaHMsSM HH(OpMaI[MOHHONW 0Oe30macHOCTH U obOecrieueHUs KauecTBa
00C/Ty>KMBaHUsSI MYJIbTUCEPBUCHOTO TpaduKa, 3amperiaeTcsi UCIO/b30BaTh KOHLeHTpaTopsl (hub).
BMecTo HUX [JO/DKHBI UCII0/Ib30BaTh TOJABKO KOMMYTATOPHI (switch).

Bce akTrBHOE 060py/10BaHMe O/DKHO UMeTh KOHCTPYKTHBHOe 19” cToeuHOe UCIIO/THEeHHe.

5.3.2. TpeGoBaHMA K BHEIIHUM KaHa/laM CBSI3H
IaHHBIA pa3fen paccMaTpUBaeT TeXHUUeCKHWe TpeOOBaHMS K BHEITHWM KaHajiaM CBSI3H,
KOTOpbI€ MPe0CTaB/ISAIOTCS CTOPOHHUMU OMepaTopamMu CBSI3U.

5.3.2.1. OO01Me mo/I0KeHHs

B nensx yHuduKaiuu HeoOXOJUMO BBIIENIUTH CIEAYIOIIME UCIOJIb3yeMble BH/IbI KaHAJIOB
CBSI3U:

e TenedonHsle nudpossle notoku E1 PRI

®  BeljiesieHHbIe KaHaJIbI Nlepe/iauy JaHHbIX.

® ApeHzyeMble KaHaJlbl CETH Mepe/jauu JaHHbIX.

[Tpu BBIOOpE BUJA KaHajda CBS3M TIPEMMYIECTBO HeOOXOAMMO OT/AaBaTh KaHajlaM CBSI3H,
KOTOpbIe MOAKJII0YaroTCad K ceth MPLS omneparopa, T.K. To/bKO ceth MPLS B HacTosiliee BpeMmst
s¢dekTrBHO obOecrieunBaoT QOS /A1 My/JbTUCEPBHUCHOTO TpaduKa TIPU TIPUEM/IEMOM CTOMMOCTH
ycnyru. PekoMeHyemblii uHTepdeiic rnoakatoueHus — Ethernet, Touka-Touka.

KaHasbl CBsI3M [J11 COeAMHEHUM TOYKa—TOUKa WM TOUKa—MHOroTouka mexay IO 1 u II
YPOBHEH [O/DKHBI OpPraHU30BBbIBaThCS MOCPeACTBOM TexHojoruu MPLS wuny vHOM TexXHOMOruw,
obecrieunBarollieli BbINOTHEHe He0OX0[UMbIX TpeOoBaHHi 10 MPOMYCKHOW CIIOCOOHOCTH KaHaja 1
KauecTBy IIpe/|OCTaB/IeHUs] YCIyTU, KOTOPYIO MOJJep>KUBaeT orepaTop CBsA3u. Ilpu 3ToM [o/mDKeH
ObITb 3aK/TIOUEH [JOrOBOP, KOTOpBINM TMpeAycMaTtpuBaeT obecrieueHrie QoS st ayamo- U
BU/IEO/IAHHBIX, €C/IM TaKOBble UMetoTcsi. TpeboBaHUs JOKHBI ObITh YKa3aHbl B COOTBETCTBYHOIEM
SLA.

C uenbto pe3epBupoBaHus KommyHuKauui it LIO/I 1 ypoBHst ob6si3atenbHO, a ajist LIO/ 11
YPOBHSI >Ke/laTellbHO HajMuhe TIOAK/IIOUeHWss K [BYM He3aBUCMMBbIM onepaTtopaMm. Criocob
TIO/TK/TFOUEHUST OTTMCaH B T/1aBe 4.3.1.2 «TpeboBaHMs K apXUTEKTYPe CETH».

Ilpu mnogkmouennu LOJ] I wm II ypoBHeli omepatop CBs3U [IO/DKeH 00ecreunThb
KPYTJIOCYTOUHYIO CIy)KOy TeXHUYeCKOW TOAepKKH, KOoTopasi B t000e BpeMsi CyTOK He TOJIBKO
TIpUHMMaeT 3asBKY, HO M YCTPaHsieT UHLJU/IeHThI.

5.3.2.2. MudpoBbie NPOBOAHBIE KAHAJIBI CBA3M

KauecTBo 11()pOBBIX KaHAlOB CBSI3M U TeJleMAaTUUECKUX C/TyKO [O/DKHO COOTBETCTBOBATh
TpeOOBaHUSM, YTBepXKJeHHbIM B Poccuiickoii dezepaluri M COAEp)KAIUMCS B CIeAYIOIINAX
JIOKyMeHTax:

e [Ipuka3 Muncssasu Poccuu ot 10.08.96 Ne92 «Hopmel Ha 3jeKTpuyeckue rapaMeTphl
1[M(POBBIX KAaHA/IOB ¥ TPAKTOB MaruCTpasbHbIX U BHYTPU30HOBBIX [IEPBUUHBIX CeTei».

e PJ145.128-2000 «CeTH 1 Cs1y>KObI TIepeiauvl JAHHBIX».

e PJ145.129-2000 «Tenematrueckue CIy>KObD».



5.4 IIpuxkiagHoe nporpamMHoe odecrieuenue (I10)

[TpuknagHoe TiporpaMmMHoe obecrieyeHue (rpukaagHoe [10) siBisseTCs OJHOW W3 OCHOBHBIX
KOMIIOHeHT coBpeMeHHOW WT-uHppacTpykTypel. C TOYKM 3peHUsi KOHEUHOrO T10/1b30BaTesis,
MMeHHO Mnpuk/azHoe 10 nomoraeT pemiats Te WK UHbIE [ie/IOBbIe 3a/jauM.

B pamMkax [aHHOTO [OKyMeHTa Mbl OyJeM paccMaTpvBaTh CJeflylollde OCHOBHbIe
XapaKTepUCTUKU NpukazHoro I10:

¢ DyHKIMOHA/NBHOCTE — crnocobHocTh [I0  MakcuManbHO 3(@eKTUBHO  BBHITIOIHATH
3asiB/ieHHbIe (QyHKLIWH, C TpeOyeMbIMU XapakTepucTuKamu; OYHKIMOHAIbHAS TIOJTHOTA — TIOJTHBIN
Habop (yHKIMH, KOTOpBIe CIIOCOOHO BBITIOMHATE JaHHOe [10;

¢ [InardpopmoHe3aBUCMMOCTE — criocobHOcTh IIO  (GyHKUMOHMpPOBAaTH B Pa3HBIX
MporpamMMHO-armnapaTHbIX Cpefiax, Moj yrpaeneHueM pasHbix OC; IIpousBoguTeNbHOCTh —
criocobHocTh I10 obecnieurBath cOOp, 00pabOTKy 1 XpaHeHUEe

® ompefesieHHbIX 00beMOB WH(OpMarMy TIPH 3a/laHHOW KOH(UIypali amnrapaTHON
11aTQOpMbl KOHKPETHON apXUTEKTYPhI.

¢ Macmrabupyemocts — criocobHocTs [10 KoppekTHO paboTaTh Ha MasbIX M Ha OOMBIIMX
CUCTeMax C TIPOU3BOJUTENbHOCTBIO, KOTOpasi B 1ieJIOM TOC/e/l0oBaTe/IbHO YyBeJIUYMBAEeTCs B
COOTBETCTBUM C YBeJMUeHHeM BbIUMCIUTETbHONW MOIIHOCTH CUCTeMbI (KOJIMYecTBa MpoLeCcCOpoB U
WX sjape, pa3Mepa /[OCTYIHON OIE€PAaTUBHOW TMaMSTH, OBICTPOAENCTBUSI [JUCKOBBIX MAaCCHBOB,
KOJIMUeCTBa CepBepoB U T.J.), UCTIOb3yeMbIX /sl 3KCILTyaTaluu AaHHoro I10;

e CrocoOHOCTh K WHTErpaluu — CrocoOHocTh 1O K WHTerpany W B3aUMO/EHCTBHIO C
I pyrUMU

® cucreMamMy, B TOM uucle C YyHaciaefoBaHHbIM IIO M € cucTemMamMu CTOPOHHHX
TIPOM3BO/IUTEJIeH, U SKCI/TyaTUPyeMbIMU Ha JPYTUX IuiaTdopMax;

¢ 3pe/iocTh — Ha/Muue UCTOpuu pa3uTusi gaHHoro I10 (mpucyrtctBue gaHHoro I1O Ha
PbIHKE B TeueHHe OIpe/le/IeHHOTO MPOMEXyTKa BPeMEHH, PeryJ/isipHbIi BbIMTYCK MPOU3BOJWTENIEM
HOBBIX BepCHM, peiin30B U OOHOBJeHWN) U OOBSIB/IEHHBIX TPOU3BOAUTENEM IJIAHOB IO €ero
pa3Butvio. Hanmuue «3KOCUCTeMbl» - KOJIMYECTBO OpraHusauui, skcruyatupytommx [10,
KOJIMYeCTBO pPa3pabOTUMKOB U CMeLMauCTOB, YMEIOIIUX BHeAPSATh U pa3BopauuBath [10,
JIOCTYITHOCTb 00yueHus (yueOHbIe 1[eHTpbI, 00yyJaroliast iMTeparypa U T.11.);

¢ HaJe)XKHOCTb M 0TKa30yCTOMYMBOCTb — CrIOCOOHOCTH [1O U crcTeM, TOCTPOEHHBIX Ha ero
Oa3ze, K OecriepeOOliHOW, HeNpepbIBHOM paboTe, a B C/lyuae BO3HUKHOBEHHS IPOrPaMMHO-
anrapaTHbIX CO0eB - CITOCOOHOCTE K OBICTPOMY BOCCTAHOBJIEHHIO pab0TOCIIOCOOHOCTH CHCTEMBI.

O6miass croumoctb BiageHuss (TCO) TIO — cknagpiBaeTcss W3 3aTpaT Ha Haya/lbHOE
npuobpeTeHHe amnapaTHOW cocTaB/siomield W mpuobpereHue (pa3pabotky) 1O, BBOA ero B
9KCI/IyaTaljii0 U PacXoJi0B Ha ero SKCIUlyaTaldl0 M COMNPOBOX/eHWEe B TeyeHHe HOPMAaTHMBHOIO
CPOKa >KW3HU [JAHHOTO TIPOrPaMMHO-aNIapaTHOTO Komruiekca. OOIas CTOMMOCTB BJla/ieHUs
BK/TFOUaeT 3arparbl: Ha oOHOBreHne IO u obopynoBaHus; Ha oOydeHHe, 0OC/Ty)KMBaHUe,
aZIMUHUCTPUPOBaHUE U TeXHUUECKYIO TIO/JIEPKKY .

C TOYKM 3peHus MpOLeCCOB Pa3pabOTKH, MOCTaBKU M COTMPOBOKAEHHS BCHO COBOKYITHOCTb
npuk/iagHoro 110 MOXXHO pasfenuTh Ha JiBe IPYIIIbL:

e VYHuBepcanpHOe (Tupakupyemoe) [IO — TIO, mocTynmHOe Ha pbIHKe M CiaysKaulee s
pellieHus1 yHUBepCaabHbIX 3a/au.

e 3aka3Hoe I1O — IO, pa3paboranHoe Mo 3aka3zy MT-moppaszeneHreM WIM CTOPOHHeH
opraHu3arjei.

[Tpu Hanvuuu Ha pbiHKe 1O € OTKPBITBIM KOJOM C (DYyHKLIMOHA/IBHOCTHIO, Ha/Ie)KHOCTBIO U
yZI0OCTBOM  WCIO/Ib30BaHUSI ~ COMOCTaBUMBIMUA WM TPEBOCXOASILIUMHU  TI0  aHAJOTMUHBIM
nokasaresnsm [1O ¢ 3aKpbITbIM KOZIOM MpeANoYTeHHe B UCMO/Ib30BaHUM [JOJDKHO oTfaBathes 110 c
OTKPBITHIM KOZIOM.

54.1 OOmue TpedoBaHMsA K NpuK/IagHomy 11O

ITpu BbIGOpe ¥ BHe/peHUM HOBOrO MpHKAagHoro ITO fno/mKHBI CcO6/OAATHCS Crefyrolye
TpeboBaHUS:

¢ Bce ucnonb3yemoe npukiagHoe 10 10/DKHO ObITE YHU(DULIMPOBAHO U KaTa/lOTU3MPOBaHO
B paMkax KPK B Buzie ciiucka [10, fomyCTUMOro K UCI0JIb30BaHUIO;

e JIO kmuentckux IIK pgo/mkHO ObITh (YHKIMOHA/JIBHO TIOJIHBIM U 0obecrieynBaTh
BBITIOJIHEHWE KaK CTaH/JapTHBIX [e/0BbIX IPOLIeCCOB, TaK U CreLupruyecKux [Jel0BbIX 3a/ad
JIaHHOT O T10J/1b30BaTeIs;



e [IO po/mKHO OBITH 3pesbiM: TPOU3BOAMTENb (MOCTABILIMK) /IO/DKEH TapaHTUPOBATh
TOJI/IEPKKY, COTIPOBOXKAeHUe JaHHOro 10 B TeueHHe BCETO HOPMAaTUBHOTO CPOKA YKU3HU JJaHHOTO
I10;

¢ PekomeHzyeTcsl UCTIONB30BaTh MiaTopmMoHe3aBucumoe 10, obecrieunBaroiiee CBOOOAY
BbIOOpA MPOrpaMMHO-aNIapaTHBIX CPe/ICTB IS ero KCITyaTaluy 1, B KOHEYHOM CUeTe, CHIDKEeHHe
0011[el1 CTOMMOCTH BJa/IeHHsI CICTEMOI;

¢ PekomeHzyeTcs WCII0/Tb30BaTh TIPOU3BOAUTE/TBHOE, Macirabupyemoe I10,
obecrieunBaroljee TApAaHTUM HETIPEPBIBHOCTH  [IeJIOBBIX TIPOLIECCOB TPU  POCTe 00BEeMOB
obpabaTbiBaeMoii ¥ XpaHUMOU WHpopMalmu. XKesnaTenbHO, UTOOBI TTpon3BoAUTesb 110 peryasipHO
MpoOBOAW 0OBEMHOE W Harpy3ouHoe TecThpoBaHue cBoero [IO ¥ TpeAocCTaBmsii [aHHBIE O
pe3yJibTaTax JaHHOTO TeCTUPOBAHNS;

e PekoMeHZyeTCs UCTO/b30BaTh ToMbKo [10, obsazatoriee criocOOHOCTBIO K MHTErPaI[Uy C
JPYTUMU CHUCTeMaMH, M 00safjaroljee OTKPLITOM apxutekTypoil. IIpu Bbibope 1O Heobxomumo
YUUTBHIBaTh BO3MO)KHOCTH €ro MHTerpaLuu B cyiecTByromyo VT uadpacTpyKTypy rpeamnpusTus;

e [Ipu Boibope IIO mnpeunmyiiecTBa MAO/DKHBI TIO/yYaTb CHUCTEMBI C TIOJTBEP)KIEHHBIM
TIOJIOXKUTEJTBHBIM OITBITOM MCII0/Ib30BaHUS B TOCY/IaPCTBEHHBIX YUPEX/eHHUsX;

e [lns obecrieueHHss KPUTHUECKMX [IeJIOBBIX TIPOLIECCOB U YCIAYT PEKOMEHAYeTCs
HCII0/1b30BaTh OTKa3oycroiurBoe I10;

e O6ujas croumocTh BrageHus [1O, paccuurtaHHasi Ha BeCb HOPMAaTHUBHBIA CPOK
sKcItyataguu gaHHoro 10, f0/DKHA C/IYy)KUTh BaKHEHMIIMM KpUTepveM Ipy BbIOOpe TOro Wiu
MHOro rocrasiuka u I10;

e [IO, mnpenHasHaueHHOe [/ obecrieueHus 3alUThl MH(OpPMaLWY, [O/DKHO UMeTh
cepTU(UKaThl COOTBETCTBUsI TPeOOBAHUAM 10 6€30TMacHOCTH UH(OpMaLY;

e TIO go/mKHO OBITH HaZiJIeXKaL[UM 00pa30M JZOKYMEHTHPOBaHO. MUHUMaIbHBIE TPeOOBaHUS
K /[OKYMeHTallud — HaJuuhe [JOKYMeHTOB «PyKOBoACTBa To/b30BaTeNsi» U «PYKOBOZACTBO
a/IMAHUCTPATOPa».

5.4.2. OO0mue TpeGoBaHMA K YHUBEPCATbHOMY NpuKaagHomy ITO

I[Tpu 3aKyIiKe HOBOTO YHHUBEPCAIbHOTO MpUK/aAHOro ITO mo/mKHBI COOMI0AATRCS CIeAYIOIIHe
TpeboBaHUSI:

e Pexkomenayercsd 3akynaTb [IO B pamKax croeluanbHBIX MoO/jle/iel JIMLeH3UpOBaHUs,
00eCcreunBaroIX CHIYKEHHE CTOMMOCTH 3aKYTIKH;

e TlIpu ucrosib30BaHUM HLieH3upyemoro 10 Ha Hero 0/DKHbI ObITh 00513aTeIbHO MOTyU€eHbI
Y Hajjie)XaluM 00pa3oM 3aperuCTpUpPOBaHbl COOTBETCTBYIOIIME JIMIIEH3UH; PeKOMeH/0BaHO K
rcnosb3oBaHuio 10 mpou3BoauTesel, 3apeKOMEHIOBABIIMX Ce0sl Ha PbIHKe B JIaHHOW 00JIaCTH.
JKenarenbHo, UTOOBI /IAaHHBIA TIPOM3BOJUTE/L TIPUCYTCTBOBAJ HA pBIHKE C JAHHBIM WM
aHanornuHbiM [IO He MeHee Tpex JieT. He pekomMeHAyeTCs WMCMO/b30BaHUE YCTapeBLIMX BEpPCHUM
10O, a TakKe C/MILKOM HOBBIX, «He3peJbix» Bepcui I10;

e Jlo/pKHO OBITH 3ampeleHo0 K WCrojb3oBaHuio [10, He uMeroljee Kak JIUIEH3WH, TaK U
MO//IeP>KKU (COTIPOBOKEHUSI) CO CTOPOHbBI TIPOM3BOJUTE]IS;

e Tlpu BbiOOpe yHHBepcasbHOro IIO HeoO6XOAWMO PYKOBOJCTBOBAaThCS — OOIIMM
TpeboBaHusIMH K mpukiaagHomy IO, a Takke pekoMeHAanusiMu TjaBbl 2 «CoBpeMeHHbIe
TeHeHIMK B o6actu 'T» JaHHOTO JOKyMeHTa.

5.4.3 OO0mue TpeGoBaHUA K 3aKa3HOMY NpuK/IajHomy ITO

I[Tpu pa3paboTke HOBoro niprK/aagHoro 1O 10/mKHBI COOMIOAATHCS Crielyolye TpeboBaHUs:

e [Ipoijecc MPOEKTHUPOBaHUs, pa3pabOTKM W BHeApeHUs 3akasHoro IO  moimkeH
COOTBETCTBOBaTh TpeboBaHUsAM pa3zena 5.9. «TpeboBaHMsS K CO3ZIAHUIO W BBOAY B JIeHCTBUE
cucteM. TpeboBaHUS K JOKYMEHTAI[M» HACTOSIIIIErO JOKYMEHTa.

® HeoOXOAUMOCTH TEeXHMKO-3KOHOMHUECKOTO O00O0CHOBaHMS pa3pabOTKW U BHeApPEHUs
panHoro IT10. 3akasuuk [IO [o/DKeH TIpe/CTaBUTh TeXHUKO-3KOHOMHUYEeCKOro 000CHOBaHUS
pa3paboTku U BHejpeHus gaHHoro 10, ¢ yueToM TpebGoBaHMI M TIPUHLMIOB MUHUMHK3aLuu TCO
[UIs1 IAHHOTO PELIeHUs.

e [Ipu BBIOOpe paspabotunka IIO OCHOBHOE BHHUMaHHE [O/DKHO VAESThCS OIBITY
npeAbIAylel paboThl JaHHOTO pa3pabOTUMKa MO CO3/aHMI0 (TIPOEKTHUPOBAHWIO, peaiv3aliid |
BHE/IDEHUI0) TMOJ00HbIX cucteM. JKenarenbHO TpeOOBaHME peanu3aliud He MeHee Tpex



aHAJIOTUYHBIX MO (PYHKLMOHaNy U (YHKIMOHAAbHOW TMOJHOTE MPOEKTOB B TeueHue MOC/IefHUX
JIBYX JIeT.

e [Ipu BeIOOpPe pa3paborurka IIO HeoOxoauMo chopMynIMpoOBaTh TpebOBaHUS K
TpUMeHsieMbIM CUCTeMaM yNpaB/ieHUs] KaYeCTBOM.

e PexkoMeHZyeTCs BK/IOYaTb B Tipoliefypbl mipueMkd I1O mepefauy pa3paboTuMKoM
HCXOJHBIX TEKCTOB TMPOTPaMM U IPYTUX 00BEKTOB, HeoOXoAuMBIX [yt co3fanus I10. TIporenypa
MPUEMKH JI0O/DKHA 00si3aTe/IbHO BK/IIOUaTb B Ce0si KOHTPOJIbHYIO KOMIWISILIAIO T1epefaHHbIX
HCXOJHBIX TEKCTOB, C CO3ZldHHMEM IIOJTHOCTBIO paborocriocobHoi Bepcun I10O, U BbINOTHEHUEe
KOHTPOJILHOTO TPYIMepa Ha JaHHO# Bepcuu; B noroBope Ha pa3pabotky 10 Heo6Xx01uMo OTpa)kaTh
pacrpe/iesieHye aBTOPCKMX U CMEXXHBIX IpaB Ha KOHEUHBIU NIPOAYKT, a TaKKe OrPaHUYeHUs Ha ero
JlanbHelllee UCIO0Ib30BaHUe CTOPOHAMM.

5.5. TpeOoBaHusI K MHYPACTPYKType LIEHTPOB 00pad0TKH JaHHBIX

5.5.1. TpebGoBaHusa K cucreMaM 00pabOTKM M XpaHEHHUsI JAHHBIX

[laHHBIN pa3fenn paccMaTpvBaeT TexXHUYeCKWe TpeOOBaHMS K CUCTeMaM XpaHeHus u
pe3epBHOTO KOTIMPOBAHUSI IaHHBIX.

KoHKpeTHbIe MUHUMAJIbHBbIE TEXHUYECKHe TPeOOBaHUS M3/I0KEeHbI B MPUIOKeHUH — «6.3.1
MuHuMabHBIe TpeOOBaHUs K cucTeMaM 00pabOTKY M XpaHEHUs! JaHHBIX».

5.5.1.1. O6mme TpedoBaHus
OO6mme TpeboBaHMS K ccTeMaM 00pabOTKM, XpaHEeHUSI U Pe3ePBHOT0 KOIMPOBAHUS JAHHBIX
s seex LHOZ:

¢ [IpousBogUTeILHOCT.

0 IIpousBoauTe/NEHOCTL O0OOPYZAOBAHHMS [JO/DKHA CK/IAQJbIBaThCs M3 TPOM3BOJUTENbHOCTH
OCHOBHBIX mozcucTeM. HeobXoauMO OTC/Ie)KMBAaTh HAarpy3Ky OCHOBHBIX TOJICHCTEM, BBISB/ISTH
y3KHe MecTa M HapalljiBaTh, TI0 Mepe Heo0X0JUMOCTH, IPOU3BOANUTENTBHOCTD IyTeM ONTUMU3ALUU
KOH(Uryparuy, yCTaHOBKY JIOMOHUTEbHBIX MOJYy/el mibo 3aMeHbl TEKYIIMX MOAyJieil Ha bosee
TIPOU3BOUTe/IbHBIE.

0 B pabouem pexxrime cepBep [J0/DKEH UMeTh 3arpy3Ky OCHOBHBIX PeCypCOB He bosiee ueM Ha
75%, uTOOBI Bb/|ep>KHBaTh TMKOBYIO HAarpy3Ky B C/lyyae HEOOXOMMOCTH.

e Bupryammusauusi. PekomeHzyeTcsi Hcnosnb3oBaTh 000pyzoBaHue, TOAJep>KUBaroLye
BUPTYya/iM3al[ui Kak rpu obpaboTke mHQopMauuu (MoAjep)KKa BHUPTya/lu3al[id Ha arrapaTHOM
YPOBHE HCII0/Ib3yeMbIX CEepBepOB), TaK U NPU XpaHeHWU (BUPTya/ibHble [AWCKU Ha CUCTEMe
XpaHeHusl [aHHbIX) MW pe3epBHOM KOMMPOBAaHWUM HH(OpPMaLMu (BUPTyaslbHble JIEHTHI,
UCII0JIb30BaHue TexHosoruii D2D, mbo D2D2T).

e Macmrabupyemocts. HeobxoaumMo HcIonb30BaTh 000pyZOBaHKMe, UMEIOIero, B Ciydae
HEOOXOZMMOCTH, BO3MOXXHOCTh HapaiuBaHus ['0TOBHOCTb. CTerneHb TOTOBHOCTH 00OpY/I0BaHUS
Jo/DKHA obecrieunBaThCst 3a CUeT:

O YMeHbIIeHUs eJUHUYHBIX TOUeK 0TKa3a;

O TeXHOJIOTHUH 00BeJUHEeHHSI HECKOIbKHUX CePBEPOB B K/1acTep;

O MCIIO/Ib30BaHUe CUCTeM BBICOKOM TOTOBHOCTH OT BeYIIIMX NPOM3BOAUTE/IEN.

5.5.1.2. CepgBepsnl

Bri6op cepBepHOro 0060pyj0BaHUs JO/DKEH 3aBUCETh OT TeX 3ajau (MIPUI0KeHHH), KOTOpbIe
oHU OyAyT pemaTb. YUWThIBas, UTO pa3bpoc 3azay OrpoMeH M, MPH BO3pACTaHUM KOJIMYeCTBA
rosb3oBaTesied M 00BEMOB [JaHHBIX, TpeOOBaHWS K BBIYUC/IWTENBHBIM pecypcaMm pe3Ko
TIOBBIILIAOTCS, TO PEKOMEH/YeTCSI:

e BribupaTe cepBeppl, T03BOJISIIOIIME TIOCTE[IEHHO MacIITabMpoOBaTh pecypchl U
YBeJIMUMBAaTh IPOU3BOAUTE/IbHOCTD.

e Jlcronb30BaTh TEXHOJIOTHIO BUPTya/lW3alidM, KOTOpasi I03BOJISIeT pa3fiesiiTb pPecypcChl
BBICOKOTIPOM3BO/IUTE/IBHOTO CepBepa MeX/y TNPWIOKEHUSIMH, KOTOpble TpeOylOT He OueHb
OoJIBILIMX pPecypcoB J/isi CBOel peasn3aliiy, Ha arrapaTHOM M ITPOrPaMMHBIX YPOBHSIX.

[laHHBIX TIOZIXOZ, KOTOpPbIM coyeTaeT B cebe yCTAHOBKY MacIITabUpyeMbIX CepPBEpPOB U
TeXHOJIOTMI0 BUPTyaau3aly, I03BOAMT yMeHbMTh TCO UM yBeaMUUTh MPO3PavyHOCTb U



yIpaB/sieMOCTb  BCEM  BBIUMC/AUTENBHOM  MH(PPACTPYKTypoM 3a CYeT  [JMHAMHUYeCcKOro
Triepepacrnpe/ie/ieHus1 peCypCoB.

CepBepsI A0/DKHBI 00eCIieurBaTh:

¢ BhICOKYI0 CKOpPOCTh 00pabOTKM [aHHBIX TPU CHWKEHHBIX 3aTpaTax Ha 00Cay)KUBaHUE;
I[TpocToTy ymnpaByieHus /st ObICTPOTO U3MEHEeHUsI U Tiepepacripe/ie/ieHusi PeCypCoB B 3aBUCUMOCTU
OT noTpeOHOCTel; BBICOKYIO Ha/IeXKHOCTh U HETTPEePBIBHOCTb 00paboTKu M JOCTyNa K MH(popMaLy;

¢ VHTerpanuio MX B CYIIECTBYIOI[YI0O HH(PACTPYKTYpy M COBMECTHYIO paboTy C yke
HCTIOJB3YHOLUMUCS CUCTeMaMy 00paboTKY IaHHBIX; BBITh SHEpPro3hheKTUBHBIMHY.

[lpu BbiOOpe cepBepOB pEeKOMEHJyeTCsl OTAaBaTh MpejriouTeHWe  1uiaTdopmam,
MO0/|Jlep>KUBAaIOLMM MHOTOs1/lepHble KOH(PUTypaLUH.

Bbicokorpou3BouTe/IbHbIe CepBepHbIe M1aTPOPMbI JOKHBI UMEeTh Psifi BCTDOEHHBIX CUCTEM
BBICOKOM [JOCTYITHOCTH, TAaKMX KaK: pe3epBHble BEHTHU/IATOPhI U OJIOKW MUTaHUS ropsiuell 3aMeHbl;
Iucku M agantepsbl 1/O ropsiuero Mmojk/rOueHHs; AUHAMHUYECKass OYMCTKa W TepepacrnpejieseHue
CTpaHWI] TIAMSTH; JAWHAMHUUYeCKOe Tiepepacripe/ie/ieHHe TIPOL[eCCOPOB M CMOCOOHOCTh K
BOCCTaHOBJIEHWIO; UHTETPUPOBAHHAs C/Ty>KOa OMOBEIIeHUsI 0 COOBITHSX, paboTaroIasi B pexumMe
peasbHOTO BpEMeHH; BCTPOeHHasl pacCIIMpeHHasi CuUcTeMa OOHapy)KeHWs HeHWCIIpaBHOCTeH C
BblZle/IeHHbIM C€PBUCHBIM TPOLIECCOPOM U IIWHOM; Ha/lMuKe yAaeHHOW KOHCOJIH.

Bo Bcex cepBepHbIX DpellleHUAX [JO/DKHO ObITh  yZe/neHo Oosbllioe  BHUMaHUe
TpeIoTBpall[eHr0 Bo3MOXKHBIX cboeB. [ns IO I u Il ypoBHel AO/DKHBI OBITH peayi30BaHbI
COOTBETCTBYHOIIME (PYHKLMM, MPH MOMOILM KOTOPBIX OCYILECTBJISIETCSl HelpepbIBHbI KOHTPOJIb
COCTOSIHMSI BCEX KOMITIOHEHTOB CepBepa M aHa/lM3 TeHJeHLUM H3MeHeHHsT KOHTPOJIMPYeMbIX
rioka3atesieil. [Ipu o6Hapy>XKeHHU KaKOW-TMO0 MOTeHLMa/IbHOM TTPOo6/ieMbl, HallpyUMep, BO3MOKHOT'O
reperpeBa IpoLieccopa, CrelyaabHble (YHKLMU JWHaMHUYeCcKOro Iepepacripefie/ieHlsl pecypcoB
JIOJDKHBI 00ecrieunTh MepeHoC MpOoLecCoB C MOTeHLMalbHO—CO0MHOr0 KOMITIOHEHTa Ha UCIIPAaBHBIM
0e3 mpepbIBaHUsT BBITIOJIHEHUST TTPUIOKEHWA. [Ipy 3TOM aMUHMCTPATOP CUCTEMbI W/WIM CTyx0a
TeXHUYeCKOU TMOo/Iep>KKU [JO/DKHBI TIOJTYYUTh YBeJOM/IeHHe U TIOJPOOHBINA OTYeT O MPOUCIIe/IIeM
coObITHH.

[1O, peanu3syrolllee TEXHOJIOTHMIO BUPTya/lu3aliiud CepBepoB, [JOJDKHO [aBaTb BO3MOXKHOCTb
ObICTPO W TIPOCTO pa3fensiTh BBIYUCIUTE/NBHBbIE DPECYpPChl B 3aBUCHMOCTA OT TpeboBaHUI
TIPUJIO’KEeHNH, a TaKKe YMeHbIIaTh 00Iljee UMC/I0 CepBepOB, TO3BOJIsI HECKOJILKUM BUPTYa/lbHBIM
cepBepaM pa3MelaTbCs Ha OZHOM (PU3MUeCKOM, PaLMOHAIbHO MCII0/Ib3ysl ero BbIUMC/IWUTE/bHbIE
pecypchl U IaMATh.

[10, peanusyoljee TeXHOJIOTUK0 BUPTyaJMU3aldd CepBEepOB, [JO/DKHO pear30BbIBaTh
cnenytoiyto GyHKIMOHATLHOCTD:

e  DyHKIUA JeKOMITO3ULIUN:

O KOMIIbIOTEpHbIE PeCypChl JOJDKHbI PAaCCMaTpPUBATbCA KakK e[UHBbIM OJHOPOJHBIM Iy,
pacrnpe/iesisieMblii MeXXy BUPTYalbHbIMA MalllUHAMU;

0 MHOXecTBO mnpunokeHud M OC [O/DKHBI COCYI[eCTBOBaTb Ha OAHOW (PU3UUYECKOU
KOMITbFOTEPHOU CUCTEME;

o  DOYHKUUS U30JISILUU:

O BUpPTyaJibHble MAIIUHBI JO/DKHBI OBITb TOJHOCTBIO W30JUPOBAHbI JPYyr OT [Jpyra.
ABapuiiHbIM 0TKa3 OJJHOM M3 HUX He [O/DKEeH OKa3blBaTh HUKAKOIO BMSIHUS Ha OCTA/IbHBIE;

O /laHHbIe He [JOJDKHBI Ilepe/laBaThCsl MeXX/y BUPTYa/JbHbIMUA MalllMHAMU U TIPUIOXKEHUSIMU,
3a WCK/FOYeHHWeM Cjydas MCII0/Ib30BaHUs OOIIMX CeTeBbIX COeJMHEHUW CO CTaHJjapTHOMU
KOH(Urypanueu;

e (CoBMeCTUMOCTS:

0 CoBMeCTUMOCTb [0/DKHA rapaHTHPOBATbCs MOCPeJCTBOM IIpe/CTaBIeHUs] BUPTYalbHOU
anmnaparypsl npuioxeHussMm U OC Kak CTaH[apTHOM.

B 1OA I ypoeHs obs3aTenbHo, a B L[O/] II ypoBHSI peKOMeHAyeTCs HWCIO/b30BaTh
JIMCKOBBIN MaCCHB [i/Isl XpaHeHUsI OCHOBHBIX TIPUKJIAHBIX JaHHbIX U (YHKLIMIO XpaHeHHs JaHHbIX
repesiaBath ceTu XxpaHeHMs AaHHbIX (SAN) c nocnepyromein Buptyanusanveld SAN. BerpoeHHble
JVCKA CepBepoB MCIO/b30BaTb TOABKO [/ CUCTEMHBIX Liefleld, WCII0Jb3ysl TeXHOJIOTUIO
u3bbrTouHocty RAID.

Ecmu gna 1IO/] 11 ypoBHST He ucIonb3yroTcss ceTd SAN, TO ZO/DKHBI ObITH HCIO/Ib30BaHbI
ycrporictBa NAS ¢ yHKI[MOHaTBbHOCTBIO BUPTYa/lIn3aLum.

Takum oOpasom, maas IO I u Il ypoBHel Jo/mkHa OBITH BHEJPEHa TEXHOJIOTHS
BUPTYyaau3aliu Ha BceX ypoBHsIX UT-UHPpacTpyKTyphI:



e JlokanbHas ceTb — TexHosioruss VLAN.

e CepBepa — TeXHOJIOI'US] BUPTYya/M3aLiii CePBEPOB.

e Cety 1 CHCTeMbl XpaHeHHs [JaHHbIX — TeXHO/10rvsl BUpTyanusauud SAN win NAS.

OC 151 06CTy>KUBaHWsI CEPBEPHBIX TIPUJIOKEHUH U TIPOMBIIIIEHHBIX CUCTEM [[OJDKHBI:

®  DBBITb BBICOKOHA/Ie)KHBIMU U 3all{MI[eHHBIMHU.

e (OOGecrieurBaTh BEICOKHI YPOBEHb ObICTPO/IEHCTBUS PUTOXKEHHH.

e (OO6magarb BCTPOEHHBIMU BO3MOXKHOCTSIMU [IjIsi OPraHU3alliy Y/aJeHHOTO0 MOHUTOPHHTA
BCeX OCHOBHBIX cepBrcoB OC.

5.5.1.3. CeTtH u cucTeMbI XpaHeHUs JaHHBIX

['1aBHBIMU TTPUOPUTETAMU B Pa3BUTHUH CUCTEM XPaHEHHSI JaHHBIX J0JDKHBI ObITh:

® HapallBaHWe eMKOCTM CHCTeM XpaHeHUsl [aHHbIX; KOHLIEHTPUPOBaHUE CHUCTEM
XpaHeHusl [aHHbIX B €JWHOM MecCTe, INPUYEeM KOJIMYeCTBO TeppPUTOPUA/IbHO-Y/Aa/NeHHbIX MeCT
JO/DKHO OBITh OrpaHWYeHO; paclIpeHre BO3MO)KHOCTe BOCCTAHOBJIEHHS TIOC/ie aBapHii;
yMeHbllIeHWe BpeMeH! BOCCTaHOB/IEHUS;

®  yMeHbllleHHe OKOH pe3epBHOr0 KOIHPOBaHUs (MHTEPBAJOB BpPeMEHH, OTBeJeHHbIX [J/Is
MO/ITOTOBKU pe3epPBHOM KOIMUM) J/1s1 KPUTUUECKH Ba)KHBIX TTPUI0XKEHUH.

IomKHBI OBITH BbIZIe/IEHbI CIeyHOIHe YPOBHU CUCTEMbI XpaHEHUs JaHHBIX:

e (CpepxomnepaTUBHBIM ypoBeHb; OrepaTUBHbIM YpPOBeHb; YDPOBEHb [I0JIFOCPOUHOTO
XpaHeHUsl JaHHBIX; DJIeKTPOHHBIN apXuB;

e Pe3epBHOr0o KONMPOBaHUS JIaHHBIX.

CBepxornepaTyBHbIN YPOBEHb — JJaHHbIE 3TOr'0 YPOBHS UCI0JIb3YIOTCSI BICOKOHArpy>KeHHbIMU
CYB/[l, cepBucamu. OOopygoBaHWe [O/DKHO HMeTh MaKCHMajbHOe OBICTPOZeMCTBHE,
Mo/iiep>KuBaTh OOJIBIION 00beM KAII-TIAMSTH, WCI0J/Ib30BaTh TBePAOTeNbHbIe HAKOMUTeIN C
MakcuMasbHbIM ObicTpogericTBueM: AllFlash cucteMbl xpaHeHuUsl € TTOJK/TFOYEHHEM T10 TTPOTOKOTY
iSCSI .

OnepaTyBHBIM ypOBeHb — JlaHHble C 3TOr0 YPOBHS [OCTaTOUHO 4YacTO WCMO/b3yHTCS
T10J1b30BaTe/IsIMH. CoOTBeTCTBEHHO obopy/ioBaHue JIOJDKHO ObITH Jl0CTaTOUHO
OBICTPO/IEMCTBYIOIIMM U MMETh BBICOKYIO CTeleHb [JOCTYITHOCTU. PeKOMeHJyeTCs WCII0/Ib30BaTh
obicTpble gucku SCSI co ckopocThio Bpatenus 15k wiu 10Kk.

YpoBeHb [0OMTOCPOYHOTO XpaHeHHs [aHHbIX — I[IOCTOSIHHOE MeCTO XpaHeHWsl JlaHHbIX,
KOTOpOe TIOMUMO TIPOM3BOJUTENBHOCTH [JO/DKHO 00/7afaTh Ha/IeXKHOCThIO. PekoMeHyeTcs
UCTIONMb30BaTh AUCKU SAS/SATA.

OJ/IeKTPOHHBIA apXWB — XpaHWIMIEe [aHHBIX, KOTOpoe obecrieurBaeT (QU3NUYECKYIO
COXPaHHOCTh [IAaHHBIX BHe 3aBUCUMOCTH OT [IeMCTBUM IOJIb30BaTesned. [laHHble, MOMelleHHble B
37IeKTPOHHBIN apXWB, He/b3sl CTEPeTb WM W3MeHWUThb. [Ipu M3MeHeHUM [aHHBIX B 371€KTPOHHOM
apxuBe JI0/DKHA XPaHUTHCS KaK UCXO/IHasl KOTHWs, TakK U Bce ee MOJU(UKALIMWA. DJIeKTPOHHBIX apXUB
JIOJDKeH C03/1aBaThbCs Ha Herepe3arnuchbiBaeMbIX ONTHUYECKMX HOCUTeNsiX WH(opMaluu. [laHHoe
YCTPOMCTBO A0/DKHO MMeTh uHTepdeiic iSCSI u nogcoeauusaTecs K cetu SAN.

Pe3epBHOe KOMMpOBaHME [AHHBIX - O00BEMHOe XpaHWIMILE [AHHBIX [Jii BO3MOXXHOCTU
ObICTPOTO M HEJJOPOTOr0 BOCCTAHOB/IEHHsT MH(POPMALIMH (JOKYMEHTOB, IIPOTrPaMM, HaCTPOeK | T. [1.)
B C/Tydae yTepu pabouedt kKormuu uHMOpMaIvu Mo Kakoh-inbo npuurHe. OcHOBHOe TpeboBaHUe K
CUCcTeMe pe3epBHOTO KOTMMPOBAHUs - Ha/IeXKHOCTh XpaHeHus MH(opmaiuu. OHa obecrieunBaeTcst
NMpUMeHeHWeM  OTKa30yCTOWYMBOTO  00Opy/JOBaHMS  CHUCTEM  XpaHeHHusi, AyO/JupoBaHUEM
“H(OpMaLMY ¥ 3aMeHOM yTepsIHHOM KOMUK APYToi B C/lyuyae YHUUTOXKEeHUs OHOM U3 KOTui (B TOM
yKc/e Kak YaCTb 0TKa30yCTOMUMBOCTH).

Pekomenpyetcst BHeipuTh [10 Ay yripaBiaeHusi »KU3HeHHbIM 1[UK/IoM WHbopmaiuu (ILM),
KOTOpOe, COIJIaCHO HaCTPOeHHbIM IpaBWIaM, JO/DKHO aBTOMaTUUeCKU IepemelriaTh JaHHble MeXAy
pa3HbLIMU YPOBHSIMU XpaHeHUS B 3aBUCUMOCTU OT UX BOCTPeOOBAaHHOCTH.

Kpowme storo, [10 yrnpaBieHrsi KOHTEHTOM [I0/DKHO TepeMellaTh JaHHble B e[JUHYI0 CUCTEMY
XpaHeHusl 10 3apaHee HACTPOEHHBIM IIpaBW/IaM, B 3aBUCUMOCTM OT KPUTUUHOCTU [€JI0BOU
uH(opMaruy, HerocpeicTBeHHO ¢ pabounx [1K monb3oBaTenei.

Cucrema XpaHeHUs JaHHbBIX [JOJDKHA UMeTh:

eZIUHbIe CpeZCTBa /IS peIUIMKAaLMM [JaHHbIX, KOTOpble [JOJDKHBI IlepeMelaTh JaHHble MeXAy
YPOBHSIMM CHCTEM XpaHEHWs [aHHbIX, MPUBOJS B COOTBETCTBME IL|€HHOCThb [JaHHBIX M 3Tall HX
JKM3HEHHOTO IMKJa C TI0Ka3aTessiMM JIOCTYITHOCTH, TPOM3BOAUTELHOCTH, 0e30MacHOCTH |



CTOMMOCTH YDOBHSI XpaHeHWsl; MacCIITabupyeMyr BUPTyalu3all[io, TO03BOJISIOLIYIO YTIPaB/sATh
pecypcaMu MHOTOYPOBHEBOM

CHICTeMbI XpaHEeHUsl JAHHBIX KaK OJHUM TIYJIOM, KOTODPbIM HEOOXOAWMO pasfensiTb MEXIY
T0/Ib30BaTe/IsIMUA ¥ 00C/Ty)KMBATh Kak eJJHOE TieJioe.

CX/] mo/mkHa MMeTh CIIOCOOHOCTH YTPAaB/ISTh JIOTUUECKUMU pasfie/laMyd BHEIIHEH MamsITH.
Jlornueckue pa3sziesibl JO/DKHBI PacipefiesisiTh pecypchl 0JHOTO (PM3MYeCKOro YCTPOMCTBa XpaHeHust
JlaHHBIX Ha HECKO/JbKO BUPTYa/JbHbIX YCTPOMCTB, KaXK[0e M3 KOTOPbIX [O/DKHO He3aBUCHMO
HaCcTpauBaTbCsAd [/l OT[e/bHbIX NPWIOKEHWM W/WIA TPYyII I[oJb30BaTened. JTa CTpaTerus
3¢dekTuBHO paboTaeT NMpu XpaHEHUM 3HAUMTETBHBIX 00BEMOB PAa3HOTHUITHBIX [JaHHBIX, MMO3TOMY
JIOTUYeCcKre pasfiesibl [O/DKHBl CTaTb UacCTbi0 MHOTOYPOBHEBOW HH(PACTPYKTYpbl XpaHeHHUs
JlaHHBIX.

Cuctema ynipaBnenuss CX/[ mo/mkHa ObITh WHTerprpoBaHa B camy CX[/I, 6e3 ncrop30BaHUs
JIOTIOJTHUTE/THOTO CePBEPHOTO 000PY/I0BaHMSI.

B Hacrosiee BpeMsi CyI1leCTBYHOT CJIelyIOLye KOHLeNLUUA XPaHeHUs JaHHbIX:

e konrerusi NAS npezcTaBisieT coO0M CETEBYIO apXUTEKTYpY, ONTUMHU3MPOBAaHHYIO ISt
obecrieueHust ceteBoro (haiiioBoro cepBuca. NAS ucronb3yeTcs AJisi XpaHeHUs: WHhOpMaluK Ha
(aitsioBoM ypoBHe U 00BIUHO MOAEP)KUBAIOT AOCTYT K daiiiam o nporokosam NFS, CIFS/SMB,
FTP, HTTP;

e konternuusi SAN, opveHTHpOBaHHasi Ha XpaHeHWe WH(pOpMalMU Ha 0JIOYHOM YpOBHE.
SAN Mo)XeT WCII0/b30BaTh B KaueCTBe Cpe/ibl MepejjlauM JaHHbIX Kak TexHosnoruto FibreChannel,
Tak U TexHosioruto Ethernet ¢ vcrionb3oBanueM rpoTokosia iSCSI.

Bce 3Tu peliieHUss 00beAMHSIeT OJHA XapaKTepUCTHKa — TomnbiTka cHU3uTh TCO cucrembl
XpaHeHus1, BHepsAs 3(PQeKTUBHOe yIipaB/ieHHe LIeHTPaJu30BaHHOW WH(OpMaLUeid, W30 1MPOBaHHO
pacrofararwLUMUCs B reTeporeHHOU cpejie, BKItovaroleld pasnnunble OC, opmartbl JaHHBIX U
T10J1b30BaTe/IbCKHe UHTepP(erChI.

B 1O/ I ypoBHsi no/mkHa ObITh BHefpeHa TexHosioruss SAN, Kak yZOB/IETBODSIIOLIAs BCEM
HeoOxoauMbiM TpeboBanusM. [ist LIO/] 11 ypoBHs1 Takke pekomeHayeTcst TexHosoruss SAN, HO
JIOTlyCKaeTCsi BO3MOKHOCTh pa3BepThiBaHUsS ycTpoiictTB NAS fns opraHusaumy  (aitioBbix
cepBHUCOB. [Ipu 3TOM [J0/DKHA OBITH CTpaTerMuecku BbIOpaHa O/[HA TEXHOJIOTHS WM TPOAYMAaH U
000CHOBAH TIOJIX0/l OJHOBPEMEHHOTO MCTob30BaHus 1 SAN u NAS 06e3 B3aMMHBIX KOH(D/IMKTOB,
obecreurBarOLMi BUPTYaIU3al|io [isi CepBepHBIX CHCTeM U 00liiee yrpaBieHHe eAUHBIM ITyJI0OM
CXA.

Llesiblo BHeApPEHWS W WCIO/b30BaHUS TexHomoruu SAN [O/DKHO cTaTh obecrieueHue
peanbHOW KOHCOJIJalMd PeCypCOB XPaHEHUsS M HMX COBMECTHOIO MCMOJIb30BaHUS, T.K. €MKOCThb
XpaHeHUs [J0/DKHA TMOAK/IYAThCS KO MHOTMM CepBepaM, B TOM UHWCJie U yJaJleHHbIM, a MallWHbI,
obpabatbiBaromiye [aHHbIE, AO/DKHBI OCBOOOXKIATHCSA OT 3a/lau yIpaB/IeHUS pecypcaMud U WX
XpaHeHwUs.

[Tpu BHeipeHNU TeXHOMOTHMH SAN [0/DKHO OBITH 0OecTieueHo:

® He3aBUCUMOCTh Tomosioru SAN oT storage—cucteM U CcepBepoB; yjo00HOe
LIeHTpa/IM30BaHHOE YIIpaBJieHue;

e ynobHOe pe3epBUpOBaHMWE JaHHBIX 03 TIieperpy3ku JIOKaJbHOW CeTH U CepBepoB;
BLICOKOe OBICTPOZIeHiCTBHE; BBICOKAss MaCIITabMpyeMOCTb; BBbICOKasi TMOKOCTb; BBLICOKast
TOTOBHOCTB.

[lpu BbIOOpE W BHeApeHUM KOHKpeTHOro obopypaoBanus u I1O gns peanusaiuu SAN
HeoOxoMMO coOmofaTh crefyoljee TpeOoBaHMe: cCHUCTeMa XpaHeHUsl [JaHHBIX [JOJDKHA
Mo/lep>KUBaTh YPOBHU JIOTMUecKor abCTpakUyu (BUPTyaiu3alii) Mexxay (Gpu3nuecKumMu ropTamu
Ha /IaHHOM [JUCKOBOM MaccuBe, O/l0KaMM [aHHBIX Ha KOHKDETHBbIX [MCKOBBIX TpyIrax u
JIOTUYECKUMU TOMaMK Wid (alinamMu, K KOTOPbIM CepBepbl WM TPUIOKEHUs J0/DKHbI MMeThb
JOCTYTI.

B yacTHOCTH, [J0/KHBI ObITH peayM30BaHbl Cie/lyollye CePBUCH] BUPTYaau3aliyu:

Bupryamuszauus noakmouenuss K SAN. K guckoBomy MaccuBy yepe3 SAN [O/DKHBI I10/1y4aTh
JIOCTYTl HEeCKOJIbKO CepBepoB U pacripeiesieHue (M3WYeCKUX TMOPTOB MacCHMBa MeXJy HUMU He
JOJDKHO SIBISITBCST YTIPaB/IeHYeCKOW Mpo0/ieMoi ¥ He [O/DKHO CTaTh TPeMNsTCTBUEM [iisl TI0JTHOTO
WCII0/b30BaHUs Bo3MoXkHOCTer CX/I.

Bupryanuszauus 10ruyeckux AUCKOB ¥ TOMOB:

e Jlrobas wmoaudukaiys TPUIOKeHUs (Hampumep, [Jo0aB/leHHWE HOBBIX CEPBEPOB,
YCTPOWCTB XpaHeHUs JaHHbIX WK (GYHKIMI) TpeOyeT BBITIOTHEHHUS CJIOKHOTO KOMILIEKCa



®  JeiiCTBUI 10 U3MEHEeHHUI0 HACTPOeK, KaK Ha cepBepax, Tak U Ha [JUCKOBBIX MaCCUBaxX. DTU
JIeNCTBUSL He JIOJDKHBI ObITh MPUYMHOM OLIMOOK U MPOCTOEB, U He JO/DKHBI YBEJIWUYUBATH BpeMs,
HeoOX0ZMMOe Ha pa3BepThIBaHHE U MOAW(MHUKALIUIO TIPUIOKEHHSI.

e CX]I momkHa obecrieunBaTh Ha/IeXKHbIE CEPBUCHI YITPAB/IEHUS JIOTUYECKUMH AUCKaMH U
TOMaMHU [iJIsi paclipoCTpaHeHUsl PaCLIMPeHHbIX CepBUCOB yIpaBjieHus: uHdopMalveld 1 XxpaHeHHeM
JIJAaHHBIX Ha MO/lyJ/IbHbIe CUCTeMbl XpaHeHHs1 JaHHbIX, MO/|Jiep>KHUBaroLe pa3/InyHble TUTIbI UCKOB.

e Heobxomumo MeTb COOTBETCTBYHOLL[ee arraparHoe obecrieueHve C
MIPOU3BOAUTE/BHOCTBIO, /I0OCTaTOUHOW /ISl 3HAUWTE/NBHOTO TIOBBIMIEHUsS MacIITabupyeMoCTd |
rOKOCTHU pellieHrH 10 BUPTyanu3anuu 6e3 yiepba st

® IOCTYITHOCTM [JAHHBIX WA 0e3 yBe/JWueHWs pPACcXO/0B Ha YIIpaBIeHHe CUCTeMOMN
XpaHeHUsl JaHHbIMHU.

IIpy noctpoennu SAN B LIO/I I ypoBHS Ha KOMMyTaTropax peKOMeHJYyeTCsl C03JaBaTb [iBe
He3aBucuMble Fabric (Dual fabric). Dual fabric mo3Bonsier n3bexxats eiHOM TOUKM OTKa3a B SAN,
obecrieunBasi BBICOKHH YPOBEHb Ha/IEXKHOCTU M OTKa30yCTOMuUuMBOCTH. Kpome TOro, m3MeHeHUs
KOHUrypalyu, perjiaMeHTHble paboThl (HampuMmep, ycCTaHOBKa HOBOro firmware) Ha
KoMMyTaTopax ofHoi u3 Fabric He ckaspiBatoTcsi Ha pabote gpyroit. [Ipumenenue Dual fabric
coBmecTHO ¢ [10, peanu3yroluM MoAJEP)KKY aabTepHAaTUBHBIX MyTel [OCTyIa W pacrnpejesieHre
Harpy3kH, [/ii COeIMHeHUs] CePBEPOB M YCTPOMCTB XpaHeHHsl (MyTU AOJDKHBI ObITH pacripe/iesieHbl
MeXAy pasHbiMu Fabric) mo3Bosisser co3gath HazexxkHyro SAN. Takke HeoOXoauMo
rpejflycMaTpyBaTh Ha/Muve Ha cepBepax II0 Dynamic multipathing pama obecneuenus
HeTpepLIBHOW pab0ThI PUIOXKeHUH ¢ AByMs habpuKamu.

PekomeHzyeTcsi BbIOMpaTh oOopyaoBaHue, moggepskuBatoiijee Fibre Channel iSCSI ¢
MIPOMYCKHOM Crioco6HOCThIO He MeHee 10 I'6ut/c. B ciyuae HeobxomumocTu obecrieueHust 6osee
BBICOKOM CKOPOCTH Tepe/ilaud JJaHHbIX 110 MarucTpajbHbIM KaHariaM HeoO0XOAMMO MCII0J/Ib30BaHUe
TpaHKHHra (trunking) - 00be[UHeHUsT HECKOIbKUX KaHAJIOB Tepe/iauy IaHHbIX B O/IMH KaHaJl.

5.5.1.4. ObGecnieueHHne BHICOKOMH JOCTYITHOCTH MPU/I0KEHUH

B Tex cnyuasx, Korga TpeOyeTcss 00ecrieudTh BBICOKYHO HAEeXHOCTh W JJOCTYIHOCTb
npuioxkenuid u VIC 115 monb3oBarteneld, HEOOXOAUMO MCII0/Ib30BaTh TEXHOIOTUH KJlaCTepPHU3alivuu
MIPUIOXKEeHUH. B 3aBUCUMOCTH OT TpeOyemMol BeJIMUMHBI HaJIe)KHOCTH W JOCTYITHOCTU CUCTEMBI,
KOTOpPYI0 HeoOXoAuMo obecrieunThb, Iiesiecoo0pa3Ho MpUMeHsTh b0 KiacTepel, paboTtaromiye B
pexkume akTUBHBIN/pe3epBHbIH (high-availability clusters), 6o nmapaniensHbie Knacteps (parallel
clusters), obecrieunBatolie 6osiee BEICOKUI ypOBeHb JOCTYMHOCTU. [1pu Bbibope nipukiagHoro 110
He00XO0/IMMO yUHUTBIBaTh BO3MOXKHOCTH CHCTEM I10 paboTe B K/IaCTEPHBIX KOHPUTypaIUsiX.

5.5.1.5. Pe3epBHOe KOonupoBaHHe JAHHBIX

PesepBHoe xomupoBaHue pgaHHbix MC pna Bcex IO [O/WDKHO OCYLIeCTB/IATBCA B
cootBeTCTBUM C «[I0o/MTHKOW pe3epBHOrO KOMMPOBAHUs», KOTOpas [0/DKHA COflepKaTh oblee
OnucaHye IIPOLeCCOB pe3epBHOrO KonupoBaHus. /[lonosmHenuss K «llonmTuke pesepBHOrO
KOIMPOBaHWs» COZiep>KaT IMpOoLeCChl pe3epBHOI0 KOMMPOBaHUsA /sl pa3inuHbix VIC 1 persiaMeHTsI
VX BBITIOJIHEHUSI.

5.5.1.6. ObecreueHne KaTacTpodoycToiNUnBOCTH

KaTactpodoycToiunBOoCTh — CIOCOOHOCTH KOMITBIOTEPHOTO KOMILIEKCA, COCTOSIIIEro W3
HECKO/IbKUX CUCTeM, COXPaHUTb KPUTUUECKU Ba)KHble JaHHble W TPOJOJ/DKUTH BBINOIHATH CBOU
(GYyHKLMY T10C/Ie MacCOBOTO (BO3MOJKHO, lie/ieHarpaB/eHHOT0) YHUUTOKEHUSI ero KOMIIOHEHTOB B
pesyJsibTaTe pas3/IWYHbIX KAaTak/JM3MOB KaK IIPUPOJHOIO XapakTepa, TaK M WHCIMPHUPOBAHHBIX
YeJI0BEKOM.

KaTactpodoycToitunBocTh TipeAnosaraeT B TEepPBYIO0 ouepeAb obecrieueHre COXPaHHOCTH
[JAHHBIX, a TaK)Ke BO3MO>KHOCTh BOCCTaHOBJ/IEHUsI PabOThI 10C/Ie KPYIHOM JI0KaJbHOW aBapuy WM
r7100aIbHOTO  KaTaK/IM3Ma, MpUYeM TeMH JKe CpefcTBaMu obecrieurBaeTCss U JI0JDKHAsi CTereHb
Ha/Ie)XHOCTU BCeX WM KPUTUYECKU BaKHbIX NofcucTeM. [I0CKOIBKY KOMIIOHEHTBI paclipe/ie/leHbl,
TO B C/lyuae MacCCOBBIX OTKAa30B Ha O/IHOW IUIOLa/IKe OCHOBHYIO pPabOTy MO)KHO TIepeHecTd Ha
JPYIYIO IUIOLAZKY.

CoxpaHeHHe JaHHBIX MOXXHO obecrieunTth Kak cpefctBamu CX/l (CHHXpOHHOE/aCUHXPOHHOE
3epKa/IMpOBaHue JlaHHbIX Ha pe3epBHbIM LIO/1), Tak ¥ cpeAcTBamMu TipuiokKeHui. Haripumep, npu
pabore ¢ CYB/] HacTpauBaercsi nepecbuika B yzaneHHbli LIO/] )KypHa/ioB M3MeHeHHH, KOTopble
BeayT 60mbimHCTBO CYB/I. Pe3epBHbIl LieHTP NpU 3TOM He 00C/Ty>KHBaeT Tojb30BaTesei, 0JHaKO



00s13aH UMeTh KOMIUIeKT obopyzmoBanus u 10 A mojfep>XKyd COOTBETCTBYIOIeM 0a3bl JaHHBIX
HY>KHOTO 00BbeMa, CIrocOOHBIN ycrieBaTh BHOCHTH B Hee W3MeHeHUs TI0 Mepe TOCTYIIIeHUs
JKYPHAJIOB M3 OCHOBHOI'O L{eHTpa.

Taxoke a1 odeciedeHUsi KaTacTpodoyCcTONYUBOCTH KPUTHYECKHX CHCTEM B pe3epBHOM
[O/le Heo0X0AUMO HMeTb BBIUHC/IMTE/TbHbIE MOIIHOCTH He HIDKE HCIO0/Ib3yeMbIX Ha
pe3epBupyemomM L1O/le.

5.5.2. TpebGoBaHHA K MOMEIeHUAM ¥ HH)XeHEePHBIM CHCTeMaM

[laHHBIN pa3zen paccMarpvBaeT TpeOOBAaHUSI K TOMEIIeHHWsM, B KOTOPBIX PacrioyiaraeTcs
cepBepHOe U ceTeBoe 00OPY/I0BaHMe, a TAK)Ke K UH)KeHePHBIM CHCTeMaM, KOTOpbIe MO/AeP/KUBAIOT
JlaHHbIe TTOMell[eHuSI.

KoHKpeTHbIe MUHMMasbHbIe TeXHHYeCKHe TPeOOBaHWS W3/I0)KeHbI B TPHIOKeHHH — «6.3.3
MuHuMasnbHble TpeOOBaHUS K MTOMeILeHUsSIM 1 UH)KeHePHBIM CHCTEMaM».

5.5.2.1. O0mme Tpe6oBaHUs K MOMELIeHUSIM

CepBepHble TmioMeltieHusi Bcex L[OJl [O/DKHBI  y/IOBMETBOPSTh  CAEAYIOUUM  OOIIMM
TpeboBaHUAM:

e 3ampeljaeTcs pasMelaTb CepBepHble IIOMeLeHUs] B TIOMELeHMsX, OCHAIeHHbIX
OO/IBIIMM KOMYEeCTBOM HH)XEHEPHBIX COOPY)KeHHH, KOTOpble TPe/CTaBJSIOT MOTeHLMaTbHYIO
OTIaCHOCTH Ji711 000pYA0BaHUSI.

e 3arpeljaeTcss pasMelllaTb CepBepHble [IOMellleHUs] TI0J, IIOMeIleHUsIMU CTOJIOBOH,
TyaseToB U APYTUX IOMeLeH!H, CBSI3aHHBIX C TOTpeOieHreM BOJBbI.

e Bo wusbexaHue TMpoTeueK BOJbI C KpBIIIM 3ampeljaeTcsi pasMeljaTb CepBepHble
TIOMeLLleHUs Ha [10C/IeJHeM STaxe 3[aHMUs.

e CepBepHas KOMHaTa JO/DKHa IIpe/CTaB/sATb CO0OOW TMoMelljeHHe C OrpaHUYeHHbIM
JOCTYIIOM, TIpeiHa3HaueHHoe [IJIs1 pa3MellieHus1 CepPBepHOro 000pyA0BaHusl.

e KOHCTPYKUMSI CepBepHOM KOMHAThl  [JO/DKHA  COOTBETCTBOBATb  CJIEAYIOLIUM
TpeGoBaHUsIM:

0 Ilopmep>kuBath TpeOyeMyr0 HENPepPbHIBHOCTb PabOUMX TIPOLIECCOB.

0 Ilopmep>kuBath TpebyeMbiii Bec 000py/I0BaHUSI CEPBEPHOM KOMHATHI.

O 3amuiaTh IjeHHOe 000py/J0BaHUe U [JaHHBIE.

e ®dusnueckudd JOCTyN K CepBepHOM KOMHAaTe [O/DKHbI UMETh TOBbKO YIOJHOMOYEHHbIE
cotpygavku UT-nioapa3aenennii M 00C/Ty>KUBAOLIMX OpraHU3aliui.

e lna orpaHdyeHdsi (U3MUECKOTO [JIOCTya K CEepBePHOM KOMHaTe  JO/KHbI
WCITI0/1b30BaThCsl aBTOMAaTU3MPOBaHHbIe CUCTEMbI KOHTPOJIA JOCTYTIA.

e B 3aBucumoctu ot ypoBHs LIO/I, cepBepHasi KOMHaTa [Jo/KHA ObITb OCHall|eHa:
HCTOUHHUKOM Oecriepe6oiHOTO MTUTaHMUS;

CUCTeMOM KOHANULIMOHUPOBaHUS;
[ii3e/Ib — TeHepaTOpPOM;
CUCTEeMOM pery/IMpOBaHusl YUCTOThI U BI&)KHOCTH BO3/yXa;

O CepBepHbBIMM U TeleKOMMYHHKAl[MOHHbIMM IIKadamH, CToWKaMu. PekomeHayemas
BbICOTa 11Kada 42U;

O cuCTeMaMM KOHTPOJISl COCTOSIHUSI BHYTPEHHe! CpeJbl:

"  CUCTeMOU paHHero JbIMOOOHAPY KeHHUS;

"  JaT4YMKaMU J0CTYIIa;

"  JaTyvkKaMu (QU3UYecKOro CcocTosiHUs o0opyZoBaHus. PaspellaeTcsi HCHOb30BaTh
BCTPOeHHbIe B 000pyl0BaHKe AaTYMKU (PU3UUECKOT0 COCTOSHUS;

"  JaT4yMKaMU TeMIlepaTypbl/BIa)KHOCTH;

O cucTeMol BUeOHAOMO[eHUS.

Obsi3aTenbHbIM TpeboBaHWEM K CepBEPHOMY TIOMeIIeHHIO sIBJIsieTCs Haauuue (asbIirnoia,
BBIJIeP>KMBAIOILET0 Harpy3Ky OT yCTaHaB/IMBAaeMOro 000pyJoBaHMs M pabOTaroIUX C HUM JIFO/EH.
[lpu HeobxomuMOCTH TIOA, (ajIBLITIONIOM PACIO/IaraloTcsi Kabend 3/1eKTPOCHAOXKeHUsS U
cnaborouHast uHGpacTpyKTypa. PekomeHayetcst danbiimnon u3 MIP— maMTok Ha MeTal/IMuecKon
OCHOBE C JJaMWUHHPOBAHHBIM MOKPBLITHEM WM CbeMHbIN (PasibIIIo/l C TIOKPhITHEM «KepaMOTrPaHUT»
pa3smepom 600 x 600 mm. Beicota Haj ypoBHem mnosia — ot 100 go 800 mMm, a/1s1 cepBepHBIX
nometrieHnii Hanbosiee ontuManbHo 350 — 500 mm. Iyt pacripefiesieHHWs] TTOTOKOB XOJIOJHOTO
BO3/lyXxa OT CHUCTeMbl KOH/WLMOHHMDOBaHUS PEKOMEHJYeTCsl MCII0/1b30BaTh MepdOpUpOBaHHbIE
TIaHeH.

(ool eolNe)



PekoMeHZyeTCsl TIpU pacyeTe IUIOL[AZM TIOMEIeHU UCXOJUTh M3 pacyeta 2 KB. M Ha OJUH
19— mroiiMoBbIM 1IKad, ecyii MHOTO He MpeAyCMOTPEHO TeXHUUeCKHM TPOeKTOM WM paboueit
JIOKyMeHTaL1eu.

5.5.2.2. CTpPyKTypHpOBaHHbIE Ka0e/IbHbIe CHCTEeMbI

CrpykrypupoBaHHasi kabesnbHasi cuctema (CKC) — ¢u3nueckass ocHoBa MH(OPMaI[MOHHON
MH(PaCTPyKTypbl MpeANpUATHS, TO3BOJISIOLAs CBeCTU B €[UHYI0 CHUCTeMy MHOXeCTBO
VMH(OPMaLIMOHHBIX CEPBHCOB Pa3HOI0 Ha3HAUeHUs.

CKC mnpeacrapnisier coboif uepapXuueckyr0 Kabe/lbHYH CHUCTeMY 3/aHHs WIA TPYIIITbI
3[laHUH, pa3fie/leHHYI0 Ha CTPYKTypHble ToAcucTeMbl. OHa COCTOMT W3 Habopa MeJHBIX U
ONTHUECKUX Kabeseil, KpoCC-TIaHe/el, COeJIWHUTE/NLHBIX IIIHYPOB, KaOe/lbHbIX pa3beMOB,
MOJY/bHBIX THe3/l, WH(OPMALMOHHBIX pO3eTOK U BCIOMOraTesbHOro oOopyzZoBaHusi. Bce
repeurc/ieHHble 3/1eMeHTbl MHTErpUPYHOTCSl B eJMHYK) CUCTeMY M 3KCIUIyaTUPYHOTCS COIJIACHO
orpe/ieJIeHHbIM ITpaBUIaM.

KabenbHast cucTemMa — 3TO CUCTeMa, 3/iIeMeHTaMH KOTOPOU SIB/ISIIOTCST KabesTi U KOMITOHEHTHI,
KOTOpble CBsi3aHbl C Kabesmem. K Kabe/bHbIM KOMIIOHEHTaM OTHOCUTCS BCe TIAaCCUBHOE
KOMMYTaIlMOHHOe 000py/[0BaHMe, CTy’Kallee s COeMHEHWs WM (U3UYeCKOT0 OKOHYAHUS
(TepMUHUPOBaHMS) Kabesisi — TeJleKOMMYHHKAI[MOHHBIE PO3eTKH Ha pabourx MecTax, KpOCCOBbIE U
KOMMYTAaLMOHHbIe TIaHe/IX B TeJIeKOMMYHUKAL[MOHHBIX MTOMelLleHUsIX, My Thl U CI/IaNCHI.

O6mume TpeboBanust Kk CKC crieaytorye:

¢ CKC gomkHa ObITb CTIPOEKTUPOBaHA C U30BITOUHOCTHIO 110 KOJTUUECTBY TIOKTFOUeHHM.

e Pabouee MeCTO /JO/DKHO UMeTh, KaK MUHUMYM, OZIMH pa3beM i nogkmouenus K JIBC u
O/IVH pa3beM [I/1s1 TIOAK/II0UeHUsT K TesiehOHHOM CeTH.

e MakcuManbHOe pacCTOsIHUe FOPU30HTA/IbHOM MPOBOJKU He I0/KHO MpeBbIllaTh 90M.

e CKC pomxna cootBerctBoBath 'OCT P 53246-2008 u I'OCT P 53245-2008, kotopsie
orpefienisitoT  o0me TpeboBaHWs K OCHOBHBIM y31aM CKC u MeTOAWKy UCIIbITaHus,
COOTBETCTBEHHO.

e KabenbHble KOMITIOHEHThI [JO/DKHBI ObITh He MeHee KaTeropuu Se /s moAxaoueHuss APM,
mibo 060pyZOBaHMSI HA KOMMYTATOPbl YPOBHS JOCTYTIa ¥ HEe MeHee KaTeropuu 6 b0 onThYecKux
MOJIK/IIOUeHUN Ui TOAK/II0YeHHsT KOMMYTaTOpPOB YPOBHSI JOCTyrna K KOMMYTaTopaM YpPOBHS
pacrpefiesieHus U Jjanee.

¢ Bo Bcex tumnax IO/l Takke JO/DKHBI MCTIONB30BaThCSl Kabe/lbHbIe KOMITIOHEHTHI He MeHee
KaTeropuu 6.

e [Ipoknagky kabeseil B KOpUZOpax [O/DKHA OCYIIECTB/STHCS 3a (DasbILIMOTOIKOM, eC/id
TaKOBOW MMeeTCs], a TIPH ero OTCYTCTBUU - B CTIeL{Ma/TM3UPOBAaHHbBIX Kabesb-KaHamax (Kopobax) wmm
B CyILIeCTBYIOLIMX 3aK/IaJHbIX;

e B pabouux IMOMeIeHUsX TOBOJ Kabenss K pabouuM MecTaM TPOU3BOAUTCS B Kabeb-
KaHasax.

e CKC pgomkHa ObITh JOKyMEeHTHPOBaHa.

e Ha CKC fo/mKHa TpeJoCTaBIAThLCS TapaHTHsI TTPOM3BO/IMTeE/ISI Ha PabOTOCIIOCOOHOCTh Ha
Ccpok He MeHee 25 net. [ToapsguuK [0/DKeH OBITH CepTUGMUIMPOBAH MPOU3BOAWTENIEM U UMETh
MpOBepeHHOe u3MepuTesibHOoe obopyoBaHve. [Ipu mMpoBeJeHUM TIPUEMOYHBIX HCTIBITAHUN
MOJAPSIAUMK  [IO/DKeH TpefoCTaBUTh MpOTOKoibl TectupoBaHuss CKC Ha cooTBeTCcTBUe
yCTaHOBJIEHHBIM HOpMaMm.

5.5.2.3. D/eKTpocHa0)XeHHe

O6muiue TpeboBaHus K cucTeMe ieKTpocHabxenus Bcex LIO/] ciepyrormue:

e B cepBepHOe IOMellleHUe 3/IeKTPONMUTaHUE [O/DKHO IM0/aBaTbCs OT IVIABHOIO LIUTa
37,aHus, r7e Obl JaHHOe TOoMellleHre He Hax0AWI0Ch. Takke OT I7IaBHOM IIMHbBI 3a3eMJIeHUs 3/jaHust
MpOBOAUTCS Kabenb 3a3eMsieHUs [I0 KOHTypa 3a3eMJIeHHsl CepBepHOro romelieHus. Bce rpoBoja
JIO/DKHBI MMeThb COOTBETCTBYHOLLlee CeyeHHe COIJIaCHO TeXHWYeCKOMY IIPOEeKTY W L{BeT, COIJIaCHO
HOPMAaTHBHBIM [JOKYMEHTaM.

¢ [Tutanue 1K, nepucepuitHbIX yCTPOMCTB, 0()MCHOU TEXHUKH, CEPBEPOB, CUCTEM XpaHEHUsI
M aKTHBHOTO CeTeBOro 00O0py/OBaHUsI [O/DKHO OBITh OT/eNeHO OT TUTaHWs TPOMBIILIEHHbBIX
yCTaHOBOK. [TuTaHue J0/KHO OCYLLeCTB/ISTHCS OT OTAeMbHBIX MM03TaXKHBIX aBTOMATOB, a Te, B CBOIO
ouepe/ib, OTJIeJILHO JI0/KHBI TIO/ICOIMHSATHCS K TJIABHOMY IIUTY 3/laHUs uepe3 OT/|e/IbHYH0 CUCTEMY
aBTOMAaTOB.



e [Ipu opranuzaumu nutaHug I1K, nepudepuilHbIX YCTPOWMCTB U O(UCHOM TeXHUKHU
pPEKOMeH/lyeTCsl T0C/e aBTOMATOB B MO3Ta)KHbIX ILMTaxX yCTaHaBIUBaTh YCTPOWCTBO 3all{UTHOTO
OTKJIFOUEHUSI COTJIaCHO JIeHMCTBYIOIIMM HOPMaM.

e Cucremy osnektpocHabxenusi g L[OJ] pekomeHJyeTcsi OpPraHW30BbIBAaTH OT [JBYX
TepPUTOPUATILHO pPa3HeCeHHBIX TPaHC(HOPMATOPHBIX MOACTaHIMA. KabesnbHble TUMHUM JOJDKHBI
U/ITU He3aBUCHMBIMH MapLIpyTaMH. PeKoMeH/yeTcsl MCIO/Ib30BaTh aBTOMAThl BbIOOpa pe3epBa
(ABP), ocyuiecTssitoL1e BbIOOP U MepeKIIoueHre MeXy OCHOBHBIMH 1 Pe3ePBHBIMH JIMHHUSIMU.

e [lna O/ I ypoBus Heobxomumo, a anst LIO/] I ypoBHS peKOMeH/yeTcsi MCII0/Ib30BaTh
nmu3enb—TeHepaTtopHble yeKkTpocTaHiuu ([J3C). B cxeme 3/1eKTPOCHAOXKEHUSI OHU  [IOJDKHBI
pacrionararbCs rapaie/ibHO BBOAaM Kabestelt 3/ieKTponuTaHust B 3gaHue. [/t MpaBuIbHON paboThI
IO5C u aByX He3aBUCHMBIX BBOZIOB JIO/DKEH OBITh TIPeAYCMOTPEHO YCTPOMCTBO aBTOMAaTHUECKOTO
BK/IIOUEHUsI PEe3epPBHOTO THMTaHUS. B C/ydyae TIIOJIHOTO TMpPOTAZaHUsl 3I€KTPOMUTAHUSA, 00
HECOOTBETCTBUSI ero TpeOyeMbIM TMapaMeTpaM (HampsDKeHHe, YacToTa, «4HUCTOTa») [O/DKEeH
OCYLLeCTBJIAATBCSL aBTOMaTtuyeckun 3anyck [19C, u Harpyska nepesogurcst Ha Hee. JI9C pospkHa
MMeTh 3arac TOIUIMBA, PAaCCUMTAaHHbIM He MeHee YeM Ha 8 4YaCcOB HeTpephIBHOW pabOThI U
BO3MO)XHOCTb TIOTIOJIHEHHSI TOIUIMBOM 0Oe3 ocTaHOBKM reHepatopa. [IJ3C [Jo/DKHBI HMETb
BO3MOJKHOCTh HeTlpepbhIBHOM PaboThI 10 3 MeCsIieB MPH YC/IOBUU Ha/laXKeHHOU TTOCTaBKY TOTUIMBA.

e Jlna LIOA 1 u II ypoBHeli 1mocsie BBOIa Kabesel 37eKTPONMTAHUS B 3/laHHe WM TI0C/Ie
O3C, mpu ee HaJIWUMM, [JO/DKHBI OBbITH YyCTAaHOBJEHBI ILleHTpasu3oBaHHble MBI [gBOMHOIO
rpeoOpa30BaHMsl.

TpeboBanwusi K 3mekTpocHabxeHuto 1kadoB s LJO/] Bcex ypoBHei:

e K kakgoMy mkady [JO/DKHO OBbITb TIO[BelEeHO TUTawljee HamnpsbkeHne 220 B
[IepeMeHHOI0 TOKa OT JBYX He3aBUCHMMBIX MCTOUHHMKOB uepe3 UHAMWBHYa/bHble aBTOMaTUUYeCKue
BbIK/MOuaTesiu. [loakmtoueHre o0Opy/oBaHuUs, UMeloLero fBa 0J/i0Ka MUATaHUs, OCYILECTB/SATh K
JBYM He3aBUCUMbIM MCTOYHHKaM. [lofiK/roueHre 0060py/10BaHusI, UMEOILer0 OJUH OJI0K MUTaHUS,
OCYLL[eCTBJIAAITb K OJHOMY W3 MCTOYHWMKOB IIMTaHWs, pPaBHOMEpPHO pacrpefessss HarpysKy B
COOTBETCTBUHM C 3HEpPrornoTpebeHneM, YKa3aHHBIM B TacriopTe 000py/J0BaHMSI.

e [lorpeGsisiemMass MOLJHOCTb [O/DKHA OBbITH pacCuMTaHa B TeXHUYeCKOM TmpoekTe. Eciu
yCTaHaB/IMBAIOTCS MyCThIe MKadbl U Ha pa3MeljeHre 000PY/IOBaHUS B HUX ellle HeT TMPOeKTa, TO
PEKOMEH/IyeTCsI OlleHWBaTh 3HeprororpebseHue B cpegHeM 7 kBT Ha mikad. Eciu B mikadax
TIpeATo/iaraeTcsi ycraHaBauBath blade-cepBepsl wiu nHOe 000pyZOBaHKe, UMeLOIIlee TTOBBIILIEHHOe
sHeprornoTrpebsieHre, To TOTpebsieMasi MOIITHOCTD /10/DKHA OBITh He MeHee 15 KBT Ha mikad.

5.5.2.4. KoHAUIIMOHMPOBAHNE M CHCTEMA X0JI0{0CHA0KeHUsI

TpeboBaHus K cucTeMaM KOH/IUI[MOHUPOBAHUSI U X0J10/[0CHa0eHus 11t Bcex LIO/T:

e CepBepHble MOMeIIeHUs] JO/DKHBI OBITE 000pPYOBaHBI MPOMBIIIJIEHHON MPeL3UOHHON
CUCTeMOU KOH/WI[UOHUPOBAHUS W BEHTUIAIMU (CUCTeMbl X0Ji0/0cHabkeHus1) corymacHo CIT
60.13330.2016. B 3ajauu cucTeMbl XOI0A0CHAOXKEHHUsI [[O/DKHO BXOJWTH TIOAJep)KaHWe BHYTPU
roMelieHusi paboueii Temmneparypsl B mipefienax oT 19 no 24 °C u BnaxsHoctu ot 40 no 80%.
PesepBupoBanue cuctembl xonogocHabxennst LIO/] I ypoBHst obsi3atenbHo, a st LIO/] 11 ypoBHs
peKOMeHlyeTCsl OCyLecTB/sATh 1Mo cxeme ¢ N+1 (Cc ofHMM 3amacHbIM KOHAuLMOHepoM). Bce
KOH/IUI[MOHEPbI [IOJDKHBI OBbITH TIOJK/IFOUYEeHbI K eJWHON cucTeMe yIipaBieHus. IIporpamMMHOe
obecrieueHre [JO/DKHO TI03BOJIATH OCYILECTBJ/IATH POTALIMIO  3arlaCHOTO KOHAWLIMOHEpa, UTO
no3BoJisieT 6osee 3¢HeKTUBHO pacXo/i0BaTh PeCypC CUCTeMbI X0I0I0CHA0XKEHUS B LIeJIOM.

e [na IO/ I ypoBHst Heobxomumo, a asist LIO/I 11 ypoBHSI peKOMeHIyeTCsl OpraHHi30BbIBaTh
TIPUTOK CBeXXero Bo3zayxa. IIpUTok pekoMeHyeTCsi OCYLL[eCTBJISATh yepe3 CrelyaabHy0 YCTaHOBKY,
MO/Ir0TaB/IMBAIOLYI0 y/INYHbINA BO34yX. KpoMme Toro, oHa [j0/DKHa CO3/laBaTh BHYTPU MOMeLlleHUs
JIOTIOJIHUTEJIbHOE /laBjIeHUe, UTO MPersATCTBYeT IPOHUKHOBEHUIO BHY TP I1bLIN.

e [Ina ysnaxHenus Bo3gyxa B LIOJ I u II ypoBHeli peKOMeHAyeTCs MCIO/b30BaTh
raporeHepaTopbl. Cyxoi Bo3yX Mano3(pdeKTHUBeH /i OXJ/IaXKAeH!s CUCTeMOU X/1afloCHabKeHus B
culy  (U3MYeCKMX  TPUHLMIIOB  KOHJWLMOHUpPOBaHWs. IIpM  TNOHWKEHUWM  BI&XHOCTH
3/IEKTPOCTAaTUUYECKUM TOTEHIMAN YBEeJIMUMBAETCS, UTO MOXKeT ObITh TPUYMHOW BLIBOZA
000py/I0BaHuS U3 CTPOSI.

e PekomeHJyeTcsi BBbIBOJ, TOpsuero Bo3Ayxa Wu3 IIKaQoB B BO3AYXOBOJ U €ro
TPAHCIIOPTUPOBKY K KOHJWLIMOHEPY, MO0 PacCMOTPETb BO3MOXXHOCTb OPTraHW3aL[UM XOJIOAHBIX U
rOpsSTYNX KOPUZOPOB, MO0 TpelyCMOTPeTh UCTIOb30BaHe KOHAUL[MOHEPOB, pa3MeljaeMbIX MeXIY
CTOEK.



e [Ipu wuCIO/MBL30BaHUM CUCTEMbl KOHAWLMOHMPOBAHUS C BO3AyXOBOJaMH U 3abopoM
ropsiuero Bo3zlyxa cBepxy Iikada HeoOX0JUMO Haluule CUCTeMbl PUHYAUTEIbHOW BeHTUISLIUN B
BepxHel yacTu mkaga.

o [lpy  WCMOB30BaHUM  CUCTEMBI  KOHJWLIMOHUPOBAaHUS 0e3  BO3/yXOBO/IOB
HEOOXOZMMO HCITI0/Ib30BaTh CTOMKHM C TIepOPUPOBAHHBIMU TepeHUMU U 3a[HUMHU BEPbMU IS
JIYYLLEero OXJIaKJeHUsl OT CUCTeMbl KOHULIMOHUPOBAHUSI.

5.5.2.5. Cucrembl paHHero o0Hapy)kKeHHs Mo)Kapa v M0)KapoTyLIeHHUsI

TpeboBaHUsI K CHUCTeMe paHHEr0 OOHApY)KeHWsI T0)Kapa M Ta30BOTO TOXKAPOTYIIEHUs [Jist
Bcex LIO/:

e IO/ pomkHBI OBITE 0OOPYZOBAaHBI CUCTEMOM aBTOMaTHUecKoro noxkaporyuienus (COCT
12.1.004-91.CCBT). Cucrema TOXapOTyIlIeHUs] He [O/DKHa HAHOCHTH BpeJ 000pYy/I0BaHMIO.
Cucrema ra3oBOro MoykapoTyIIeHus! J0/DKHA CpaboTaTh B 3a4aTOYHOM (pa3e pa3BUTHS MOXKapa, T. €.
KOrZla TIPOUCXOJUT TJIeHWe HarpeBarolUXCs 3/1eMEHTOB W/IM Hada/lbHOe BOCIIaMeHeHWe, U 3a
BpeMsl MeHee OJHOW MUHYTHI MOTYILIUTh OUaru BO3rOpaHusl.

e Kommekc TpeAyripeXxieHusi O TI0)Kape W TI0XKApOTYIIEeHWS [O0/DKeH COOOIIUTh O
MOTeHL[MaTbHOM BO3MOXXHOCTW BO3TOpaHUsl HaMHOIO paHblle, 4eM TMpUJETCS 3a/elCTBOBAaTh
CUCTeMY TyIlleHWs. OTO [O/DKHO OBITh [JOCTUTHYTO YCTAHOBKOW OOJBIIOrO KOJIWYeCcTBa
BbICOKOUYBCTBUTE/IBHBIX [IbIMOBBIX, ONTHUYECKUX, XWMHUUECKHX, CIHEeKTPaJbHbIX W IPOUUX
TO)KapHBIX W3BelllaTesiel, yBsi3aHHbIX B eJUHYH0 WHTe//IeKTyalbHYI0 CUCTEMY OIOBEeIleHHsI O
ro)Kape Y T0KapoTyLIeHusi, a TakXe KOMIIJIEKCOM OpraHM3aljMOHHBIX MeponpusThi. B Hero
JIOJDKEH BXO/IUTh TIOCTOSIHHBINA BU3YasbHbBIM 0CMOTP 000py/j0BaHusI, COOMOIeHH e TIOXKapHBIX HOPM
Y TIpaBUJI, a TaKXKe MPaBWI 3KCIUIyaTal[y 3/1eKTPOYCTaHOBOK.

e PekomeHjyeTcsi HCIO/Ib30BaTh OTHeTyIIalllie CMeCH Ha OCHOBe XJIaJJOHOB JiMOO
WHEepPTHBIX ra30B, T.K. OHU HAHOCST HaUMeHbIINH yi1jep6 060pyZ0BaHUIO.

e TpebyeTcs npefyCcMOTPeTh CUCTEMY y/laleHusi Ta3a U3 MoMelleHUs 1oc/ie cpabaTbIBaHuUs
CUCTeMBbI MI0)KapOTYLLIEeHUS.

e [Ipu cpabaTbiBaHUM CUCTEMbI Ta30BOT0 IOXKAPOTYIIEHUsl [JO/DKHBI OTK/HOYATbCs BCe
CHCTeMbl, HarHeTaroLue Bo3Ayx B rioMertenue 1O/,

5.5.2.6. KoMniekcHbIe cHCTeMbI 0e30MacHOCTH

KomriiekcHbIe cucTeMbl 6€3011aCHOCTH JIO/DKHBI COCTOSITh U3:

®  cucTeMbl BUle0OHabOIOeHS;

®  CucTeMbl pa3rpaHUuYeHUs] PU3NUYECKOro JOCTYTIa;

TpeboBaHUs K CUCTEMe BHZIeOHAO/TFOIeHUS:

e Cucrema BHUeOHAO/IOJeHNUs [JO/DKHA CcOOMpaTh W TepejaBaTh BUAeOUH(MOPMAIMIO B
pexkume peasibHOro BpemeHu; CrcTemMa BU/1e0HA0/TFOIEHHST I0/DKHA 3alMChIBaTh U BOCIIPOW3BOUTD
L[BETHOE M300pakeHue,;

e Bce BXOfBI B anmapaTHbIA 3a/1 J0/DKHBI HAXOJUThCS 110/ BUieoHab/roieHuem; JJo/mkeH
XPaHUTBHCSI KaK MUHUMYM HeJleJIbHbIM apXyuB WH(OPMAalMd CUCTeMbI OCTYIa B TOMeIeHUs JJis
pacc/ieZiloBaHus BO3MOXXHbBIX UHLIWJEHTOB.

TpeboBaHus K cucTeMe pa3rpaHuyeHust HU3UYECKOTO OCTyTIA:

e JlomkHa OBITh WCTONB30BAaHA CHUCTEMA pa3rpaHUYeHUs] [JOCTylla Ha OCHOBe
0eCKOHTAaKTHBIX KJIFOUel, KOTopas COCTOMT W3 CepBepa YIIpaBjieHWs, CUCTeMbl KOHTPOJUIEPOB U
CUMTBLIBaTe/eH, a TaK)Ke MHAUBUAYalIbHbIX KapT (K/Irouei).

e [laHHbIe cuCTeMbl (apXUB UH(POPMALMK) JO/DKHBI XPaHUTHCSI MUHUMYM TPH Mecsia.

5.6. TpeOoBaHusi K o0ecrieueHN0 NH(POPMALMOHHOH (€30MaCHOCTH

Llempto obecrieuennss MH(OPMALMOHHOW 0€30MacHOCTH WHQPACTPYKTYPHI 3JIEKTPOHHOTO
TIPaBUTE/TbCTBA SIB/ISIETCS 3all[Ta KOMIIOHEHTOB UH(PPACTPYKTYPbI 3JIEKTPOHHOTO IMPABUTETHCTBA OT
BHYTPEHHUX U BHEIIIHUX yIrPp0o3 UHPOPMALMOHHOM Oe30T1acHOCTH.

[TpuHUMaeMble MephI TI0 obecrieueHUI0 WHGOPMALIMOHHOM 6e301acHOCTH WHGOPMAIMOHHBIX
CUCTEeM W KOMIIOHEHT WH(OPMAaLMOHHO-TeIEKOMMYHHUKAIIMOHHON MH(PACTPYKTYPhI 3/IEKTPOHHOTO
MPaBUTE/IbCTBA JIO/DKHBI COOTBETCTBOBATh TpPeOOBaHWSIM, YCTaHOBJIEHHbIMU (heJiepasbHBIMU
3akoHaMu «O0 wHpOpMaLWK, WHPOPMALIMOHHBIX TEXHOJIOTHSIX M O 3aluTre WHbopMaiun», «O
MepCOHabHBIX JAaHHBIX», «O 0e30MacHOCTH KPUTHUECKOW WH(POPMALMOHHOW WH(GPACTPYKTYPhI



Poccuiickoit Pezepalin», NMPUHUMaeMbIMU B COOTBETCTBUM C HUMH HOPMAaTHMBHBIMHU TPAaBOBLIMHU
aKTamH, B TOM UHCJIE:

- TpeOOBaHUSIM K TIOPSAKY pean3alii MEPOTPUSTHH TI0 CO3[]aHHI0, Pa3BUTHIO, BBOAY B
9KCTITyaTal|io, SKCITyaTallid U BBIBOJY M3 3KCIUIyaTaljiM rOCYAapCTBEHHBIX MH(POPMAaLMOHHBIX
CUCTeM, YTBep)KJeHHbIMU TriocTaHoB/eHWeM [lpaButenbctBa Poccuiickoit ®efepaiuu  OT
06.07.2015 Ne 676;

- TpeboBaHWsSIM O 3amuTe WH(OpPMALIMK, He COCTABJSIOIIEH TOCY/apCTBEHHYIO TaliHy,
cofiep)kalljeiics B roCy/lJapCTBeHHbIX MH(OPMALMOHHBIX CHUCTeMax, YTBEpPKJeHHbIMU MPUKA30M
®CTOK Poccum ot 11.02.2013 Ne 17;

- TpeOOBaHUSIM K COCTaBy W COJEp>KaHWIO OPTraHW3allMOHHBIX U TEXHUYECKUX Mep TII0
obecrieueHnt0 6€30TIACHOCTH TI€PCOHABHBIX [JaHHBIX MPU WX 00paboTke B WH(OPMAILMOHHBIX
cucTeMax IepCOHa/bHBIX [JAaHHBIX, yTBepXKAeHHbIMU Ipukasom ®CTOK Poccum or 18.02.2013
Ne 21;

- TpebOOBaHUSIM K COCTaBy U COZEP)KAaHHIO OPraHU3al[MOHHBIX W TEeXHUYECKUX Mep TIO
obecrieueHnt0 0€30MACHOCTH TIEPCOHA/IBHBIX JAaHHBIX TPH KX 00paboTKe B HMH(OPMAIMOHHBIX
cUCcTeMaxX TepCOHa/bHBIX [JAHHBIX C WCIO/b30BaHUEM CPeJICTB KPUMNTOTpapruecKoi 3aliyThl
vHbopMaLvM, HeoOXOAWMBIX [Jisi BBITIOJHEHUs YCTaHOB/IeHHBbIX IIpaBuTenbcTBOM Poccuiickoi
@enepaiu  TpebOBaHMI K 3allliTe TIePCOHANbHBIX [JAHHBIX i1 KaXAOr0 U3 ypOBHel
3allMILEeHHOCTH, yTBepKAeHHbIMU npuka3zoM @CBh Poccuu ot 10 uronst 2014 roga Ne 378

- TpeboBaHusM TI0 obecrieueHHIO 6€30MAaCHOCTH 3HAUMMBIX OOBEKTOB KPUTHUECKOMN
MH(OpPMaLIMOHHOM UHPPACTPYKTypbl Poccuiickoii ®epepaljuy, yTBep)KJeHHbIMU TIPHUKA30M
®OCTOK Poccun ot 25.12.2017 Ne 239;

- TpebOOBaHUSIM WHBIX PYKOBOJSAIIMX U MeToAuueckux AokymeHToB ®@CTOK Poccum u
@®CB Poccum, rocyjapCTBeHHBIX CTaHJapTOB B 00/1aCTH 3alliMThl MHPOPMaLUK.

3asauamu obecrieueHrsi MHPOPMAIIMOHHON 0e30MacHOCTH MHQPPACTPYKTYPhI 3JIEKTPOHHOTO
MPaBUTE/IbCTBA SIBJISFOTCS:

- TIpeloTBpAllleHHWe HeNpaBOMEpPHOro JocTyna K wuHpopmauyy, obpabaTbiBaemoii B
KOMIIOHEHTax UH(PaCTPYKTYphl 37IeKTPOHHOTO MPABUTEbCTBA, YHUUTOKEeHUS TaKoi UH(OpMaLuu,
ee MOAUGULIMPOBaHUS, OIOKMPOBaHUS, KOTMPOBaHUs, TPEJOCTaB/Ie€HUs W PACMpOCTpaHeHus, a
TaK>Ke MHbIX HeIIPaBOMEPHbIX [IeMCTBUI B OTHOLIIEHWH TaKoi UH(OpMaLiY;

- HejlonylleHHWe MWH(OPMALMOHHOIO BO3JeMCTBHS Ha MpOrpaMMHble M TPOTrPaMMHO-
anrapaTHble CPeZCTBAa, B pe3y/ibTaTe KOTOPOTO MOXKET OBITh HapylieHO U (WaH) TIpeKpalieHO
(YHKIIMOHUPOBaHHE KOMITOHEHTOB MH(MPACTPYKTYPhI 3JIEKTPOHHOTO IMPABUTE/THCTBA;

- obecrnieueHre (YHKIIMOHMPOBAHMS KOMITOHEHTOB WMH(MPACTPYKTYPhI 3JIEKTPOHHOTO
TIPaBUTE/TbCTBA B YC/IOBUSIX BO3/IEHCTBUS yrpo3 6e301macHOCTH UH(MOpMaIHu;

- obecrieueHrie BO3MOXKHOCTM  BOCCTAHOB/IEHUSI  (DYHKIIMOHMPOBAHHSI KOMITOHEHTOB
MHGPACTPYKTYPbI 3/IEKTPOHHOTO IMPABUTE/THCTBA.

OcHOBHBIe HampaB/eHus1 obecrieueHUs: MHPOPMALIMOHHOW 6Ge30macHOCTH WMHGPACTPYKTYPhI
3JIEKTPOHHOTO TIPaBUTE/TbCTBA:

- pa3paboTka ¥ BHeJpeHHe TOJUTUK WH(OPMAI[MOHHONW 0e30MacHOCTM U MHBIX
OpraHu3al[MOHHO-PACTIOPSAUTE/IHBIX ~ IOKYyMEHTOB 10  obecrieueHut0  MH(OPMaI[MOHHON
6e30macHOCTH UH(PPACTPYKTYPhI 37IEKTPOHHOTO TIPaBUTEJIbCTBA;

- TIPOEKTUPOBaHWE  CHUCTeM  3alliuThl  WHGOpMAlMM  WH(POPMALMOHHBIX  CUCTEM
MHGPACTPYKTYPbI 3/IEKTPOHHOTO MPaBUTE/TbCTBA;

- peanu3aius TpebGoBaHMM 10 oOecrieyeHHIO 3allUThl UHPOpMaLMK 1pu eé 0OpaboTke B
MH(OPMAaLIMOHHBIX CCTeMaX UHPPaCTPYKTYPbI 3/IEKTPOHHOTO NPABUTE/bCTBA;

- TIpOBe/ieHHe MepOTIpUSATHH M0 aTTecTalyy 00beKTOB MH(POpMaTH3alui MHGPACTPYKTYPhI
3/IEKTPOHHOT'O TTPABUTE/TBLCTBA TI0 TPeOoBaHUsIM 0e30MmacHOCTH UH(OpMaLIWK;

- opraHu3aius o0pabOTKM M XpaHeHWs TOCY/apCTBEHHBIX WH(OPMAIMOHHBIX PeCypPCOB
OpraHoB UCMOJHUTeNbHOW Biacty UyBamickodi Pecrybnvku B 1ieHTpax 00pabOTKM /laHHBIX B
COOTBETCTBUH C TpeOOBaHUSIMY MH(OPMALIMOHHOM 6e301acHOCTH;

- BHeJIpeHMe U COIPOBOJKJEHHe TpPOrpaMMHO-aNnapaTHbIX CpPeACTB U KOMILIEKCOB,
NpeZiHa3HaueHHBIX [Jisl 3alUThl MH(OpMALMKU Tpu eé 06paboTke B MH(OPMALIMOHHBIX CHCTEMax
OpraHoOB UCIOJTHUTETBHOM BiacTy Yysartickoi Pecrybmmku;

- BHeJIpEHWe B OpraHax WCIOJHUTeNbHOW Bjactu  Yyamickor — Pecrmy6smku
cepTU(ULIMPOBAHHBIX CPE/ICTB 3al[UThl MH(MOPMaLIWK;



- KOHTPOJb U aHamu3 S(PQPEeKTUBHOCTU TIPUHATBIX Mep 3allluThl WHGMOpPMAIUH
OrpaHUYeHHOr0 JIOCTYTIa, He cojiepyKalljell CBe/leHUs], COCTaBJIsIFOIIMe TOCy/JapCTBEHHYIO TaliHy, B
OpraHax MCTIOTHUTe/IbHOU ByiacTh UyBailickoi Pecry6imkuy;

- BbIAB/IEHWe ¥ aHaAM3 KOMIIBIOTEPHBIX aTaKk Ha KOMIIOHEHTbl UWH(PACTPYKTYpPhI
3/IeKTPOHHOT'0 TIPaBUTE/TLCTBA, pearpoBaHKe Ha HUX U TIPUHATHE Mep T10 UX MpeJoTBpallleHuUIo;

- TIpoBeZieHHe ayauTa WHGOPMALIMOHHOM  0e30MacHOCTH, BbIABJEHWE W aHA/IU3
ysI3BUMOCTeN MH(OPMALIMOHHBIX CUCTEeM U KOMITOHEHT WH(OPMaI[MOHHO-Te/IeKOMMYHUKALIMOHHOM
MH(GPaCTPYKTYPhI 37IEKTPOHHOTO TIPAaBUTE/IbCTBA, MPUHSATHE Mep TI0 UX YCTPAHEHHIO;

- MOHUTODHUHT, BbIsIBJIeHMEe W  paccjie[joBaHhe  UHLUJIeHTOB  WH(POPMAaI[MOHHOMN
0e30macHOCTH, pearipoBaHUe Ha HUX U TIPUHSITHE MeP T10 UX MPe/JOTBPAI[eHHIO;

- KOHCy/bTal[dOHHass ¥ WH(OpPMAI[MOHHAs TIOAJEP)KKA YUaCTHUKOB 3JIEKTPOHHOTO
MIPaBUTE/IbCTBA TI0 BOTIPOCaM obecrieueHusl 3al[uThl MH(OPMAIUH, TIOBLIILIEHHE OCBeJOMIEHHOCTH
YUaCTHUKOB 3/IEKTPOHHOT'O TMPaBUTE/TBCTBA B 00/1acTH MH(MOpMaIMoHHOM 6e30macHOCTY;

- oOyueHWe ¥ TIOBbIIEHHWEe KBaJU(PHUKAIMKA CIIeLUAJMCTOB, paboTtaroimx B cdepe
MH(OPMALIMOHHBIX TeXHOJIOTUM U 3allUThl HH(OPMaIWH.

5.7. TpeGoBaHusI K 00ecrieyeHHI0 HeNMPePbIBHOCTH MPeJ0CTaB/IeHUs YC/IyT

5.7.1. IlnaH oGecneyeHHs1 HEMPEPHIBHOCTH NPeJOCTABIEHHSA YCIYT U BOCCTAHOB/IEHUS
1ocjie aBapum

HeobxopguMo wuMeTh TmiaH oOecrieueHHss HENpephIBHOCTA TIPeIOCTaBIeHUs yCIyT |
BOCCTAHOBJIEHHSI TIOC/Ie aBapuu. JlaHHBINA TUIaH Z0/DKEH BK/IFOYATh B CeOs Crieflyroliee TMYHKTHI,
KOTOpbIe He0OXOIMMBI [i/1s peryiaMeHTaluu pabot B obmactu UT:

e JlepeueHb BHEIIHMX U BHYTPEHHUX Yrpo3 /[ Je/IOBbIX IIPOLIECCOB OPraHOB
roCy/JapCTBeHHOH BylacTh. K BHEIIHUM yrpo3aM HeoOXOJUMO OTHECTU TeXHOTeHHbIe, TIPUPOAHbIe,
yejioBeYeCcKue U rMpouue yrposbl;

e [Inan obecrieuenusi GecriepeOOMHOTO (YHKIMOHMPOBAHUS OpraHM3alldd B Caydae
HEIITaTHOM CUTYal[uM — JieTa/lbHbIM TlepeyeHb MepOTIPUSTHH, KOTOPbIe JO/DKHBI ObITh BBITIOJTHEHBI
[0, BOBPeMsI U TIOC/Ie Upe3BbIYaifHOrO TPOUCILIECTBUS WM OeACTBUs. JTOT TJIaH JIO/DKEH ObITh
JIOKYMEHTUPOBAaH U PETy/sSPHO WCIBITBIBATBCS [jii TOTO, 4TOObI yOeAWuThCs, UTO B Caydae
HeITaTHOM CUTyallud OH 00ecreudT TIPO/O/DKeHUWe [esiTe/IbHOCTH OpraHu3aliui W Haiuuue
pe3epBa KPUTUUYECKU BaXKHBIX PECYPCOB;

e JlnaH JoO/DKeH YUYMThIBaThb OIpeJile/IeHHOe 1efieBOe BpeMsl BOCCTaHOBJ/IEHUSI [JaHHBIX
(RTO), xotopoe oripefenisieTcsi C TOYKM 3peHHsi TpeOOBaHHI HeNpepbIBHOCTU K [IeJIOBBIM
riporeccam. B 3aBrcumocty ot RTO 1inaH fi0/DKeH paHyKUMpoBaTh BCe Pecypchl U 3a/iauv KOMIIaHUU
Ha 3 npUopuTeTa:

0 [Ipuoputer 1 — 3ajaHusd, KOTOpble [O/DKHBI BBIOJHATHCA B COOTBETCTBUM C
yCTaHOBJIEHHBIM IpPauKOM.

0 [Ilpuoputer 2 — 3ajaHusi, KOTOpble MOIYT BBINOJHATHCS TP HaJIUYMU BpeMEHM WU
pecypcos.

0 IlpuopuTter 3 — 3amaHusi, KOTOpPbIe He JOJDKHBI BHIMOMHATLCS B ciaydae bexctus. [lnan
JIOJDKEH COZlep>KaThb MpoLieZypbl BHIIOTHEHHUS C/IeAYIOLINX (QYHKLWI:

O BBojg B [gelcTBHe TipouieAyp /s Upe3BblUAWHBIX CUTyallud. O YBeJOMJIeHHe
COTPY/ITHUKOB, TIOCTABIIIMKOB U 3aKa3uMKOB. 0 @opMUpOBaHUe TPYIIIbI (TPYII) BOCCTaHOBJIEHUS.

0 OreHka nocseCTBUM Oe/ICTBUS.

0 [Ilepee3n B anbTepHaTHBHOE paboyee ToMelrieHre (TTOMEITeHNs).

0 BoccraHosnenue GyHKIIMOHMPOBAHWS KPUTHUYECKU Ba’KHBIX TIPUIO’KEHUH.

0 BoccraHoBieHre OCHOBHOTO paboyero roMeleHusl.

0 UWnadopmupoBaHue TmepcoHasia KOMIIAHMM O BpEMEHHBIX Crocobax [JocTyma K
WHGOPMALIMOHHBIM ~ pecypcam: TenedoHMs, Tepefada [JaHHBIX, MECTOHAXOXKAeHHe OOIuX
MH(OPMaLIMOHHBIX PeCYpCOB KOMITaHHUHU.

¢ Pe3epBHOMYy KOMNMPOBaHWIO TIOJJIe)KaT BCe TMpPOrpaMMbl W JaHHble (BK/IHOYas HX
HACTpOMKM), obecreurBaromye pabOTOCITOCOOHOCTb CUCTEMBI M BBITTOJTHEHHWE €10 CBOUX 3ajad
(cucTeMHOe UM TIpUK/IaIHOe TIPOTPAaMMHOe obecrieyeHre, 6a3bl JaHHBIX U IpYrve HabOphI JaHHbBIX),
a TaK)Xe apXvBbl, )KypHaJ/ibl TPaH3aKL[1M, CUCTEMHbIE )KypPHaJIbl U T.J.



¢ Pe3epBHOMy KOMMPOBAaHUIO TMOJJjieXaT BCe HACTPOWKM aKTUBHOIO  CETEBOTO
obopyJoBaHusi. Pe3epBHOMY KOINHDOBaHWIO TIOJJIEXKUT BCS  TPOEKTHash  [JOKyMeHTalusi
(TeXHUUECKHI TIPOEKT, paboyast JOKyMeHTal¥sl, SKCIUTyaTal[HOHHas! JOKYMeHTaLIUs ).

e Bce mporpaMMHble CpeZCTBa, WUCIIO/Ib3yeMble B CHUCTEME [O/DKHbI MMEThb 3Ta/lOHHBIE
(quctpubyTHBHBIE) KOmuu. VX MecTOHaxox/eHWe W CBeJleHUs] O JIMLiaX, OTBETCTBEHHBIX 3a MX
CO3[jaHMe, XpaHeHWe U UCI0/Ib30BaHUE [IO/DKHO OBbITh yKa3aHO SIBHO B COOTBETCTBYIOIIMX
JOKyMeHTax. TaM >Ke /[O/DKHBI OBbITb yKa3aHbl TiepeuyHH HAOOPOB /IaHHBIX, MOZJIEXKAIX
pe3epBHOMY KOIMPOBAaHUIO, NePUOJUYHOCTh KOMMPOBAHUS, MECTO XpaHeHUs] U OTBETCTBEHHbIE 3a
CO3/laHYe, XpaHeHWe U UCII0/Ib30BaHye pe3epBHBIX KOIUM JIaHHBIX.

e HeobOxonumble [eMCTBUS T€pCOHANA TI0 CO3JAaHUI0, XPaHEHWI) U WCII0/Ib30BAHUIO
pe3epBHBIX KOMHWM TpPOrpaMM U [JIaHHBIX [JO/DKHBI OBITh OTPa)KeHbl B (YHKIMOHATBHBIX
00513aHHOCTSIX COOTBETCTBYIOIIUX KaTeropuii riepcoHaria.

5.8. TpeOoBaHusI K cCHCTeMe yNnpaB/IeHHUs H MOHUTOPUHIa

[laHHBIN pa3jesn paccMaTpuBaeT TpeOOBaHUS K CHICTEMe YIIpaB/IeHUs] © MOHUTOPHHTA.

KoHKpeTHble MUHHMMasbHbIe TeXHHUECKHe TpeOOBaHWSI W3/I0XKeHbI B TIPWIOXKEeHUH — «6.4
I[Mpunoxenve 4. MuHMMasbHbIe TPeOOBAHKUS K CUCTeMe yTIpaB/ieHUss 1 MOHUTOPHHTa».

5.8.1. OOmme TpedoBaHuUs

3ajiauu CUCTeMBI yIIpaB/ieHUsl U MOHUTOPUHTA:

e [losbienue 3¢eKTHBHOCTH UCT0/1b30BaHUs U T-MHpacTpyKTyphI;

e Tlopnep>kaHve BBICOKOTO YPOBHSI OOC/TY)XKMBaHHS TIPUKIaJHBIX cucTeM; [IpeBeHTHBHOE
peliieHHe TTOTeHLMa/TBHBIX TIPO0/IeM;

e  CokpaleHue 1oTepb M3—3a NPOCTOeB IPY BOCCTAaHOB/IEHUN [JAHHBIX.

Cucrema ympaBnenus u MoHuTopuHra (CYM) WT wundpactpyktypel IO/  gomkHa
yZIOBJIETBOPSITH CJIeAYIOIUM 00IIMM TpeGoBaHUSM:

e CYM pomkHa ObiTh MacinTabupyema B pamkax WMT crpykryper; CYM  mo/mkHa
obecrieunBaTb MOHHUTOPUHI OOBEKTOB YIIpaB/AeHHUs] Pa3/lUUHBIX TUIIOB U TIPOM3BOZAUTENEN B
reTeporeHHOM CeTH;

e CYM pomkHa obecrieuMBaTh BO3MOKHOCTh BK/IFOUEHHSI B KOHTYD MOHMTOPHHTA
CYLIeCTBYIOIIMX W TIPOEKTUPyeMbIX OOBLeKTOB yripaBieHus; Pexxum pabotsi CYM gomkeH
COBIA/aTh C PEKUMOM (PYHKLIMOHUPOBAHUS 0OBEKTOB yIpaB/ieHMsl.

5.8.2. TpeboBanus k crpykrype CYM IO/ I u II ypoBHeit

CYM [fo/KHa COCTOATh U3 C/IeIVIOLMX OCHOBHBIX MO CUCTEM:

e JloagcucreMa MOHUTOPUHTA W yTpaB/ieHUs pacripefie/leHHON CeThbi0 Tepejjaud JaHHBbIX U
repudepuiiHOro 060py/[0BaHMS;

e J[lomcucremMa MOHMTOpPMHIAa U yIpaBjieHUs cepBepHbIMU KoMmriuiekcamy, OC u
TIPUJIOKEHUSIMY;

e [loacucTemMa MOHUTOPUHTA U agMUHUCTpUpoBaHus T1K;

e JlogcucreMa MOHMTOPWHTAa W aJMWHUCTPUPOBaHUS 000pyAOBaHHS U TIPOL[ECCOB
pe3epBHOI0 KOMMPOBaHUS.

5.8.3. TpeboBanus K pynkiuonansHocTu CYM IO/ I u II ypoBHeit

CYM pomkHa obecrieurBaTh BbITIOTHEHUE C/IeAYIOMMX (QYHKLWHA:

® YnaneHHbIM [OCTyNl K CepBepy VYIIpaB/leHHsI uepe3 akKTHBHble KoHcouu; [lopnepkka
rapajiyie/lbHOM  paboThl  HECKOJIBKMX —OMepaTopoB (CO CBOMMHU  TIOJHOMOYMSIMH W 30HOM
OTBETCTBEHHOCTH) C CEPBEPOM YIIpaBJIeHUS;

e 3amuTa JOCTyNa K CepBepy yIpaB/ieHHs IO J00bIM BapHaHTaM BXOJa B CHCTEMY CO
CTOPOHBI HEYTIOJTHOMOUEHHBIX Jinil; PasrpaHnyeHue Ha 00/1aCTH KOMTIETEHLMH T10 peLIeHHI0
BO3HUKAIOIIUX MTpobiem;

e Pa3nuuHblii ypoBeHb TIpauueckoro IMpejcTaB/ieHuss WHopMaly [/ pasIuyHOro
5KCIIyaTaljMOHHOrO TIepCOHasa, B 3aBUCUMOCTHU OT ero po/iv B SKCIUTyaTaluOHHOM IIpOLiecce;

® VYpaaneHHBI MOHHUTOPUHT OOBEKTOB yIpaB/ieHWs; MOHUTOPUHTI KOHTPOJIUPYEMBIX
00BEKTOB TP ITOMOILM areHTOB;



¢ BpiOop rapamMeTpoB MOHUTOPHMHIA M HACTpOMKa IMOpPOroB cpabaThiBaHUsI areHTOB, ISt
OLIEHKHM TeKYIIero COCTOsIHUsSI cucTeM; LleHTpanvu30oBaHHasi pernucTpaLusi COObITHUM, MTPOUCXOASIINX
B KOHTpO/IMpyeMbIx o6bektax CII/I,

e OC, CVYB/[, npunoxenusx, HWH(POPMaLMOHHBbIX cepBUcaX; PacmmpeHue crvcka
perucTpupyeMbix COObITMH M afanTalus K MCI0J/Ib3yeMbIM TPWIOKEHUsM M CYLeCTBYIOIIUM
TexHosorusm; LleHTpami3oBaHHasi 06paboTKa BCeX PeruCTpUPYeMbIX COOBITHIA;

¢ OroBellleHe OIEpPaTOpPOB CHUCTeMbI 0 paboTe MHPOPMALMOHHBIX PECYypPCOB ITOCPeZACTBOM
BbIJJaul MH(OPMALIMOHHOTO COO0IIeHNsT Ha KOHCO/Ib omepaTtopa; OroBeraTh orepaTopoB CUCTEMBI
0 BO3HUKIIMX MMPO0JieMax MocpeZiCTBOM BbIJaul 3BYKOBOTO CUTHaa; AHaIU3 MpOU3BOAUTE/TLHOCTH
paboThl 0OBEKTOB YIIPaB/IeHMS;

¢ ABromaThueckass 00paboTka u rpaduueckoe IpeJCTaBlIeHHe ONepaTUBHON MH(OpMaLyu
M0 COCTOSIHUIO WHGOPMALMOHHbIX cepBUcoB; COop, XpaHeHWe ¥ aHa/lW3 T1ApaMeTpPOB
(bYHKI[MOHUPOBaHUsI 00bEKTOB yIIPaBJIEHHSI.

5.8.4. TpebGoBaHuA K ynpaB/IeHUI0 © MOHUTOPHHT'Y MY/ IbTHCEPBHCHON CeTH

Monutopunr IP—ceTeit, yrpapieHusi KOHGOUTYpPAILUSIMH, COOSIMH, TIPOM3BOUTETBHOCTRIO, a
TaK)Xe MeTO/IbI U CPe/ICTBAa MHBeHTapu3aluu [P—ceTell JO/DKHBI OBITH CTPOTO peryiaMeHTUPOBaHbI U
aBTOMaTU3UPOBAHBI.

CootBetctByromasi 6a3a manubix Ay IO I u II ypoBHeli [o/DKHA cofiep>KaTh MOHYHO U
JIOCTOBepHYI0 HWH(opMalyio 000 Bcex 3/eMeHTaX CeTH B HepapXUueckoOM BHZE C YYeTOM
reorpapyueckoii mepapxvud C OJHOW CTOPOHbI U (PYHKLMOHAJIbHON Hepapxuu (TPUI0KeHUs,
IP—ceTu, 6a30BbIe CeTH) C PYTOM.

@OyHKI[MOHANMBHO 0a3a JaHHBIX MOXKeT OBITh Tpe/iCTaB/ieHa KaK /[Beé B3auMO/IeHCTBYIOIIHe
0a3bl JaHHBIX: HBEHTAPU3allMOHHAsI U CUCTEMBbI YIIPaBJIeHUsI COOBITHUSIMU B CETH.

VHBeHTapu3alMoHHass 0a3a JAHHBIX J0/DKHA O0beJUHATb WHGOPMAIMI0 OT pPa3/IMYHbIX
HCTOYHUKOB U TPe/IOCTaB/IsTh ee B yA00OHOU! Gopme. PekoMeHzoBaHHbIN Habop nHboOpMavu st
BK/IFOUEeHHsI B UHBEHTapH3aLMOHHY0 0a3y JaHHBIX:

e O TOMOJOTUU CETU U YCTAaHOBJIEHHOM 000pY/I0OBaHWU B YIIPaB/IsieMbIX CEeTSIX.

e [logpobHyto uHpopmMaruo 00 UCMOIb3yeMbIX KaHaaaX CBsi3W (B C/lyyae apeH/[0BaHHBIX
KaHa/loB — WHpOpPMaLi0 00 oOpraHW3alyH, TpeJoCTaBUBIIel KaHal, KOHTaKTHbIe JaHHbIe
CTELUaMCTOB U C/TY>KObI TEXHUUECKOM TIO//IEP>KKH, CIIOCO0ax CBSI3M).

e JlomHyto crneuudukauuioo o0opygoBaHus: TeKylylo Bepcuto I10, 3aBojcKue U
VMHBEHTapU3allMOHHble HOMepa, TeKyliue U TpeAblAyiive ¢ailibl KoHpUrypanmu, Bepcuto 10,
KOHTaKTHYI0 MH(GOpPMAaLUI0 00CTy>KHBAOIL[ell OpraHu3allii, MeCTO YCTaHOBKHA M OTBETCTBEHHBIE
L.

e Jlns ceTeBoro o60pyj0BaHUs — MOAPOOHOe omvcaHye UHTep(heCoB B TAOIIMUHOM BHjie C
yka3anueM IP-anpecoB, VLAN, nojxmtoueHHbIX ceTed WA cepBepoB IpwioykeHud nass LAN—
MHTep(eicoB, WIM UCMOIb3yeMbIX KaHa/loB CBsi3U ((U3UUYECKHUX W BUPTYasbHbIX), MPOTOKOJIOB
MapIIPyTU3aLMH 1 TIO/IKJTFOUeHHOTO yjasieHHOro obopyzoBanus A1t WAN-uHTepdeiicos.

ABTomarusupoBaHHast cuctema 00pabotku cobObitvii gy IO I u II ypoBHe#t mo/pkHa
obecrieunBaTh:

¢  ABTOMAaTH3UPOBAHHBIM COOpP B pe)KMMe peabHOTO BpeMeHU W XpaHeHHe WHGOpMaIuy O
c60sTX, HEMCITPABHOCTSIX, TIPEBBILIEHUA KPUTHUECKUX TTOPOTOB U T.M. aKTUBHOTO 000py/I0BaHUs U
KaHaJIOB CBSI3U.

®  VYBemomsieHHe OOCTY)XMBAIOLLETO MepPCOHa/sa O BO3HUKAKOIIMX IpobsieMax U repejady
5To uWHGOpPMAIMKU 10 Mepapxuuyeckor CTPyKType (aJMUHUCTPATHBHOM, TOIOJIOTMYeCKOM,
CUCTEMHOI) B COOTBETCTBUHU C YCTaHOB/IEHHBIMU a/[MUHUCTPaTUBHBIMU MPaBUIaMHU.

e OrobpaxkeHnne wuctopuyd 00pabOTKH coOBITHSA (KeM, KOrja, Kakue AeWCTBUS ObLIH
nipenpuHsThI). CoXpaHeHHe UCTOPUM COOBITHH M0 KaXKJ0My OOBeKTY yrpaB/ieHusl.

e [IpuBs3Ky coObITUSI K OOBEKTY, T.e. B MHBEHTApU3aLMOHHOM COCTaBJISIOLLel [O/DKHA
OBITH CCBhIJIKA HAa UCTOPUIO COOBITHI 00BEKTa M HA0OOPOT.

Kpome »3TOro, cucrema o0pabOTKM COOBITUH [JO/DKHA TIPEAOCTaB/IATh AHATUTHUECKYIO
WH(OpPMAIMI0O B COOTBETCTBUM C 3a/JaHHBIMU aJMUHUCTPATUBHLIMU TpeOOBaHUSIMU (HampuMep,
BBIOOPKY TI0 00BeKTaMm, Ha KOTOPbIX He ObL/IM CBOEBPEMEHHO IpOBe/eHbl MPO(UIaKTHUeCKHe
paboThI, BLIDOPKY 10 COOBITHSIM, KOTOPBIE He OBbI/IM 3aKPHITHI B TeUeHHe MecsIia 1 T.I1.)



5.9. TpeOoBaHusI K CO3AaHHI0 M BBOJAYy B JeiictTBue cucreM. TpebOoBaHusi K
AOKyMeHTaLu1

IlaHHBIA pa3zies ONMChIBaeT MUHUMA/IbHbIe TPeOOBaHUS K CO3/JaHUIO U BBOJY B feticTBue VIC
u s5eMeHTOB VI T-nH(MpacTpyKTyphl, a Takke TpebOBaHUS K JOKYMEHTAl[|UH, KOTOpasi COTIPOBOXKAeT
CO3/laHKe U BBOJ, B [IeHICTBHE U Ha OCHOBe KOTOPOW OCYILIeCTB/ISIETCS Ja/ibHelilllee CONPOBOXKAeH e
NC u UT- undpacTpyKTypHI.

KoHkpeTHbIe TpeOOBaHHS K JOKYMEHTALUU C TOUKU 3peHHUsl Y OBIeTBOPEHUS [IeHCTBYIOIIUM
HOPMAaTHBHBIM [IOKYMEHTaM W3JIOKeHbl B TIPUIOXKEHUU — «7.5 IlpunoxkeHue 5. MuUHHUMa/bHbIE
TpeOOBaHUS K JOKYMeHTALUM».

[pu co3manuu U BBO/JIE B [lelicTBUe cucTeM U 3ineMeHTOB UT-uH(pacTpyKTyphl 10/DKHBI ObITH
Co0OJIr0/IeHbI CIIeIYIOIIYe CTa[UN:

Cragus co3manus « TeXHU4eCcKoro 3a/jaHus».

Cragus co3manusi «TexHopabouero rpoekTa» - Jjisi 00bekToB UT- nH(pacTpyKTyphI.
Cragus co3nanus «[IporpaMM ¥ MeTOAMK UCITBITaHUM».

Crazus co3aHus «DKCITyaTaliMOHHON JOKYMeHTaLuu».

Cragus nocraBku o6opyzoBanus u [10.

Crasiisi MOHTa)Ka, ITyCKOHA/aZIoUHbIX paboT, TpeABAPUTENbHBIX (aBTOHOMHBIX U
KOMI/IEKCHBIX ) UCTIBITAHUM.

7. CTtazys ONbITHOW 3KCIITyaTaluy.

8. Craauu NpreMOYHbIX UCTTBITAHUM B POMBIIIJIEHHYIO 3KCITyaTaluIo.

OxkonuarenbHbIM BBOZOM MC B 3KCIUTyaTalMi0 CUMTaeTCsl YTBEP)KAeHUe OTBeTCTBEHHBbIM
OpraHoMm HucroyiHUTenbHOW Bractu Uyamickoidt PecryOnvku mpaBoBoro akta o BBoge VC B
9KCIUTyaTal[|io, OTPEeJesISIOIero rnepeueHb MepOTPUSTHN 10 00ecreyeH’r0 BBOJA CHUCTEMBI B
5KCIUTyaTalj|I0 ¥ yCTaHAB/IMBAIOLLer0 CPOK Hauasa SKCITyaTalyH.

SR e

5.9.1. TpebGoBaHNA K TEXHUUECKOMY 3alaHUIO

HomkHO OBITH BBIIEJIEHO [Ba BH/A 3a/laHUS: 3a/laHHe Ha TIPOEKTUPOBAaHWE U TeXHUUECKOe
3aganue (TOCT 34.602-89).

3aZlaHe Ha TIPOEKTHUPOBaHWE — TIPWIOXKEHWe K JI0rOBOpPY, B KOTOPOM JIO/DKHBI OBITh
Tepeurc/ieHbl BCe OKYMEHThI, KOTOpbIe JO/DKHBI ObITb pa3paboTaHbl, B TOM YKC/Ie TeXHUUECKOoe
3a7iaHye. 3a/laHue Ha TIPOeKTHUPOBaHKE MOXKeT ObITh OMYIIIEHO, eC/IH K IOTOBOPY Cpa3y MpHUiaraeTcs
TeXHHUUeCcKoe 3a/laHre Ha COo3/jlaHue CUCTeMBI.

Texuuueckoe 3azanue (T3) siB/IsIeTCSI OCHOBHBIM JIOKYMEHTOM, OTIpe/Ie/ISIFOIM TpeboBaHMUS
Y TIOpSIZIOK co3ziaHust (pa3Butus wiv MozepHusaiiun) MC unu ssnemeHToB UT MHGOpacTpyKTyphl, B
COOTBETCTBHH C KOTOPLIM IMPOBOUTCS X pa3pab0TKa U MpHeMKa Mpy BBOJIe B JleHCTBHeE.

T3 pgomxkHO ObITH coctaByieHo ¢ yueToM pekoMeHzammii ['OCT 34.602-89 «TexHuueckoe
3a/laHye Ha CO3/lJaHre aBTOMAaTHU3UPOBAHHOW CHUCTEMBI».

Bkmouaemble B T3 TpebGoBaHUS [O/DKHBI SICHO M YeTKO OIMMCHIBaTH (PYHKIIMOHATBHOCTh
Oyayiiel cucTeMbl W COOTBETCTBOBaTh COBPEMEHHOMY YPOBHIO pa3BUTHUsS TEXHOJIOTUH U He
yCTyTIaTh aHAJIOTUYHBIM TPeOOBaHUSIM, TIPebSB/ISIEMBIM K JIYUIIIMM COBPEMeHHbIM aHa/IoTaM.

T3 mo/mKHO 00s13aTe/IbHO CO/IeprKaTh Cieaytolue paszesbl coryiacHo 'OCTy, KoTopbie MOTYT
OBbITb pa3/iesieHbl Ha TOZPa3/iesibl:

e  (oOmIMe cBe/leHHUs; HA3HAUEHUE U LIe/IK CO3/1aHus (Pa3BUTHSI) CUCTEMBI;

®  XapaKTepUCTHKa 00BEKTOB aBTOMAaTH3alllu; TpeOOBaHUs K CUCTEME;

®  (COCTaB M Ccofiep)KaHHe PaboT 10 CO3/JaHUI0 CHCTEMBI;

®  TIOPSIZIOK KOHTPOJISI U TIPUEMKH CUCTeMbI; TpeOOBaHHMSI K COCTaBYy M COZIEP>KaHUIO paboT
T0 TIO/ITOTOBKe 00BeKTa aBTOMATH3al[uM K BBOZY CUCTEMBI B 1eHICTBHE;

e TpebOOBaHUS K JOKyMEHTHUPOBAHUIO;

®  JCTOYHHKHU pa3paboTKH.

5.9.2. TpebGoBaHuA K TeXxHOpaboueMy MPOEKTY

[laHHOUW CTaguy MOJKeT TIpeJIIecTBOBAaTh pa3paboTka DCKU3HOTO TPOEKTa, B KOTOPOM
JO/DKHBI OBITH OIMHCaHBI BCE OCHOBHBbIE TeXHMUYECKUEe peIleHHs W TIPOBeJeH WX CPaBHUTE/TbHBIN
aHa/n3 C JpYTMMU BO3MOXXHBIMH peLlIeHUsIMHU.

TexHopabounii TPOEKT [JO/DKeH COCTOSTh W3 TeXHHUUeCKOro TIpoekTa U paboueid
JIOKyMeHTaLHH.



TexHUUeCKH TIPOEKT A0/DKEH CO/lep)KaTh Kak MUHUMYM CJIeYIOIe JOKYMEHThI:

e [losicHUTe/bHAY 3aMMCKa.

e (Cxema CBs3U Wi B/10K-cXeMa.

e  Crerudukariys 060py/10BaHM.

e  (CBO/IHBIM CMETHBIM pacueT U JIOKa/bHbIM CMETHBIN pacyer.

[MosicHuTe/TbHAas 3aMycKa A0/DKHA COZlepKaTh:

¢  OnwucaHue npe/aaraeMoro TeXHUUeCckoro perieHusl.

e OO0ocCHOBaHWe TIpeJjlaraeéMoro TEeXHHUECKOrO peIleHusl, CpaBHUBasi €ro C JpPyrMMU
BO3MOXXHBIMHU DeIlIeHUsIMU, a Tak)Ke TPOBO/S aHA/IM3 COBPEMEHHBbIX TEeXHOJIOTHUH U TIOXOJI0B K
peLLeHHIO NTOCTaB/IeHHOW 3a/jauil.

Pabouast 1OKyMeHTarusl 0J/DKHA COJiepKaTh KaK MUHUMYM a/ibOOM Ha KaXKIyO TUIOIAZKY
(cepBepHOe MOMelLleHNe).

BMecTo TeXHHUeCKOT0 MpoeKTa MoKeT ObITh pa3paboTtaH Pabouuii IPOEKT, e/l OTCYTCTBYeT
CO3/laHle HOBOTO T€XHWYECKOTO pellleHHs], KOTOpoe ObIIO CO37aHO PaHee U UMEeeTCs] TeXHUUYeCKUn
MIPOEKT, KOTOPBIN OMUCHIBAaeT U 000CHOBBIBAET JJAHHOE TeXHUYECKOe pellleHHe.

B 3TOM cityuae paboumii POeKT 0/DKeH CojiepKaTh KaK MUHUMYM CJIe/IyIOIye JOKYMeHThI:

¢ [logcHuTenbHas 3armcka.

e Pabouast JOKyMeHTaI[HsI.

e  (CBO/IHBIM CMETHBIM pacueT U JIOKa/bHbIM CMETHBIM pacyer.

5.9.3. TpebGoBaHus K MporpaMMaM U MeTOJUKAM UCIBITAHUH

[TporpamMMbl M MeETOAMKH HCIMBITAHUHA [JO/DKHBI OBITH pa3paboTaHbl U YTBEp)KAEHBI [0
TIPOBe/IeHHs] COOTBETCTBYIOUMX paboT. JJo/pKHBI ObITH pa3paboTaHbl Ciiefyiolje MpOrpaMMbl U
METO/UKHU:

e [IporpamMma M MeTOAMKAa IpeJBapUTe/bHBIX WCIIBITAHWUM, KOTOpas [O/DKHa BK/IHOYATh
aBTOHOMHbIe Y KOMIT/IEKCHbIE UCITbITaHUS.

e [Iporpamma ONBITHOM 3KCI/TyaTallyH.

e JIporpamma v MeTOZMKAa MPUEMOYHBIX UCIIBITAHUM.

Buzibl ucrbiTaHuid U oOie TpeboBaHMs K X TipoBeAeHuto onpegeneHbl [OCT 34.603-92
«Buibl UCTIBITAHUM aBTOMAaTU3MPOBAaHHBIX CUCTEM».

5.9.4. TpeGoBaHus K IKCIUTyaTallHOHHON AOKYMeHTalHH

OKcruTyaTtalioHHast JAOKyMeHTalusi [/ 000pyZioBaHUs [O/DKHA COZepP)KaTh CJeAyIoIue
pasjienbl:

¢  PyKOBO/CTBO 0 3KCIUTyaTaLjuu.

Cxema 3ekTprueckast QyHKIMOHA/IbHASI.

DopmyJisp (Ha KaXKAbIM y3esl CBSI3H).

CxeMa 3/IeKTpUUECKUX COeJIMHEHUH (TiepeueHb 3/1eMEHTOB U Tab/niia COeIMHEHUH).
BenoMoCTh 3KCITyaTaliMOHHBIX JOKYMEHTOB.

Begomocts 3UTL.

PyKOBOZICTBO TIO 3KCIUTyaTal[dd [OJ/DKHO TII0/IPOOHO OMMCHIBATh TOPSZIOK PpabOThI
obopyJoBaHHEM BIUIOTH 70 TepeuHs KoMmaHj. Ha3HaueHue pPyKOBOJCTBA TIO 3KCILTyaTalud
yMeHbIIIeHe B/IUSHUS Ye/loBeUeCKOro ¢akTopa 3a CueT JOKYMEHTUPOBaHUS BCel pabOThI
obopyzoBanuem u I10.

JKcIyaTaluyMoHHast JokyMeHTauus Ass [10 go/mkHa cofiep)kath cieyoliye J0KYMEeHThI:

* «PykoBozcTBO OmepaTopa»;

¢ «PykoBOACTBO a/MUHUCTpPATOPa».

@]

@]

5.9.5. TpeboBaHus K nocraBke obopyaoBanus u I[10
TpeboBaHUsI O TOCTaBKe M COTPOBOXKAEHWIO W3JIOKeHbI B pasziene «TpeboBaHus
MOCTABIIMKAM, U TIPOU3BOIUTE/ISIM 000PYZOBaHUS» JAHHOTO JOKYMEHTa.

=~

5.9.6. TpeboBaHusa K BBOAY B /ieliCTBHE

PexkomeHyeTcsl OCyLIeCTBASATb BCe 3Tallbl WCIBITAHUM CUCTEMbI Iepe], ee BBOJOM B
JIeNCTBUE, T.€.:

e [IpenBapuTesibHble (ABTOHOMHBIE Y KOMIIEKCHBIE) UCIbITaHUs. OnbITHAs SKCILTyaTaLysl.

¢ JIpueMoOuHbIe UCIIBITAHUSA IS IIPYUeMa CUCTeMbl B IIPOMBILLIIEHHYO IKCIITyaTaluio.



PekomeHzlyeTcsl Ha 3Tare TpeJBapUTe/bHBIX WCIBITAHWWA TpefyCMaTpuBaTh TeCTUPOBaHHe
MPOrpaMMHBIX CHCTeM TPH IOMOIIM KOMIIaHWH, CrieliuaJIu3upyoIIMXcs B JAHHOW 001acTy.

Bce o6opymoBaHue, BBOAMMOE B TIPOMBILUIEHHYHO 3KCIUTyaTalMlo, [JO/DKHO HWMETh
COOTBETCTBYHOLIIME CepTU(UKAThI COOTBETCTBUS, €C/IU 3TO NpeJyCMOTPEHO 3aKOHOJaTenbCTBOM. B
YaCTHOCTH, HE0OXOJIMO UMETh CJIefIyIoLIe CepTU(dUKATHI:

® cepruduKaT COOTBETCTBUS B cucTeMe «CBsi3b», eCyii 000py/j0BaHUe TOJCOeTUHSIETCS K
ceTu 00I1Iero Mo/Ib30BaHuS;

e cepTudUKaT COOTBETCTBUSI B COOTBETCTBUM C [lo/io)keHMeM O cucTeMe cepTU(UKaLUY,
yTBEpPKJeHHbIM rnocraHoB/ieHueM IlpaBurenscrBa Poccurickont @egepanmu ot 26.06.1995 Ne 608,
ec 000pyZOBaHKe WM TIPOTPaMMHOe oOecrieueHre WCTOMb3yeTcsl B KaueCTBe CPeZCTBa 3alUThI
vHbopMaLu W KpunTorpaguueckoro (1mdpoBanbHOTO) cpejiCcTBa (cpenctBa
KpUnTorpaguueckoi 3auTbl MH(OPMALIMK), peasr3yrolero oTedeCcTBeHHbIe KpPUIITOrpaduuecKue
JIFOPUTMBI HAa OCHOBE TOCYZ,apCTBEHHBIX CTaHZApTOB.

BBojg B 3KCrlyaTalul0  TOCy/apCTBeHHbIX  MH(OPMALIMOHHBIX  CUCTEM  [IOJDKEH
OCYILIeCTBJIATECSI B COOTBETCTBUM C TpeOOBaHWSM K TIOPSKY peanv3alid MepOIpUSTHN TI0
CO3/aHHI0, DAa3BUTHUIO, BBOJY B SKCIUIyaTallUl0, 3KCIUTyaTalluM W BbIBOAY W3 3KCITyaTalyd
roCy/JapCTBeHHbIX MH(GOPMALMOHHBIX CUCTEM, yTBEP)KAEeHHbIMU TOoCTaHOBIeHWeM [IpaBHTenbCTBa
Poccutickoit @egeparyu ot 06.07.2015 Ne 676

OxkonHuarenbHbIM BBOJOM MC B 3KCITyaTaldi0 CUMTAEeTCS YTBepXKIeHHEe OTBETCTBEHHBLIM
OpraHoOM UCTIOJTHUTe/bHOM BylacTy UyBaiickod PecryOsvku ripaBoBoro akra o BBoge MC B
9KCTITyaTal|io, OTpeJesisolero rnepeueHb MepOTPUSTHN 10 obecrieueHWI0 BBOJA CHUCTEMBbI B
SKCIUTyaTaljio ¥ YCTaHaB/IMBAOILero CPOK Hauasa KCITyaTalyu.



6. MuHuMa/ibHbIe TPeOOBaHUSA K XapaKTePUCTHKAM THUIIOBOH 3/1IeKTPOHHO-BBIYHC/ITUTE/THHOM

TeXHUKH, 0(prCHOT0 000pyA0BaHHUs, 00IIECHCTEMHOI0 H 0()MCHOT'0 MPOrPaMMHOI0
obecrieueHusI /ISl HY)XX/| FOCyapCTBeHHbIX yupexxaeHuii UyBamickon Pecry6/iuku,
HaXOJAIIMXCA B BeJileHNHU MCIO/THUTE/IbHBIX opraHoB UyBamickoi Pecry0muku

6.1. Tun 3/1eKTPOHHO-BBIUNC/INTE/THHON TeXHUKH

TexHuueckue

APM1 APM?2 APM3 APM4
XapaKTePUCTUKU
[Tpoueccop x86- x86- x86- x86-
COBMECTUMBIH, COBMECTUMBIH, COBMECTUMBIH, COBMECTHMBIH,
He MeHee Cepuu | He MeHee CepUM | He MeHee CepuM | He MeHee Cepuu
i3-12XxX WU i5-12XXX WA i3-12XXX UIH i5-12xxX UIU
aHaJIOTUYHbIM, aHaJIOTUYHbIM, aHaJIOTMYHbIM, aHa/IOTMYHbIM,
0a3oBas uactora | 6a3oBast uactota | 6a3oBast yactoTa | 6Ha3oBasi yacToTa
or 3,31Tn1 oT 2,51ITn or 1,2 1T or 1,3ITn
OnepatisHai | g g 32T6 8 T6 16 T6
NamsTh
XKectkuii guck | 256 I'6 SSD 500 I'6 SSD 256 I'6 SSD 500 I'6 SSD
Bremnune USB 3.2 x 4, USB 3.2 x 4, USB 3.2x 3, USB 3.2 x 3,
MOPThI HDMI, ayauo HDMI, ayauo Bluetooth, Bluetooth,
BBO/Ia/BbIBO/IA BXO0//BbIXO/I, BXO0//BbIXOI, Wi-Fi, HDMI, Wi-Fi, HDMI,
pasbeM JJist pasbeM Jj1st ayiuo ayuo
MHUKPO(DOHa, MHUKPO(DOHa, BXO/I/BBIXO/I, BXO/I/BBbIXO/,
RJ-45 RJ-45 pasbeM AJis pasbeM Jjist
MHUKPO(DOHa, MHKPO(hOHa,
RJ-45 RJ-45
JuckpeTHas JuckpeTrHas
BU/IeOKapTa C BU/le0KapTa C
06beMOM 00BeMOM
Bugeo VWHTEerpupOBaHO . VWHTEerpupOBaHO .
orepaTUBHOU oriepaTUBHOU
MaMsTh He MaMsTh He
MeHee 8 I'0 MeHee 8 I'0
MonwuTop LCD (TFT) LCD (TFT) LCD (TFT) 14" | LCD (TFT) 15"
(cooTHoiieHue | 23,8" 23,8", LIBEeTHOM, 1[BETHOM,
CTOpPOH 16/9)* LIBETHOM, LIBETHOM, ApkocTs — He SApkocTs — He
ApkocTb — He ApkocTh — He Hke 250 HxKe 250
Hwke 250 n/mM2; | Hke 250 KI/M2; KI/M2;
KoutpactHOCTE | KI/M2; KoutpactHocTe | KOHTpacTHOCTB
—He HWKe ueM | KOHTpacTHOCTb | — He HWXKe UeM | — He HIKe 4eM
600:1 Bpemsa — He HIDKe 4eM 600:1 Bpemsa 600:1 Bpems
OTKJ/IUKa 600:1 Bpems OTK/IUKa OTKJ/IMKA
TMUKCesIsl — He OTKJIMKA MUKCesIsl — He TIHMKCesIsl — He
MeHee 5 MC; TUKCeJIst — He MeHee 5 MC; MeHee 5 MC;
LiBeToBas MeHee 5 MC; LiBeToBas LiBeToBas
naauTpa — Makc. | LIBeToBast rajuTpa — MakC. | MajuTpa — Makc.

24—-0owur.

HaiMTpa — Makc.

24-owur.

24-owur.

(16777216 24-6wr. (16777216 (16777216
1IBETOB); (16777216 1|BETOB); LIBETOB);
Nurepdeiic 1|BETOB); Nurepdeiic Nurepdetic
LudpoBoi WnTtepdoeiic LudpoBoi LudpoBoit
HDMI vnu rdpoBoit HDMI vnu HDMI v
Display Port HDMI v Display Port Display Port
Display Port
CeTteBoit Ethernet Ethernet Ethernet Ethernet




azanrep 100/1000 100/1000 100/1000 100/1000
YcTpoiicTBa Orntrueckas Orntrueckas
Tau-miag, Tau-naz,
BBO/Ia/BbIBO/|A MBIIIIb, MBIIIIb,
KJ/IaBHaTypa KJIaBHaTypa
KJ/IaBUaTypa KJ/IaBHaTypa
Cucrema Hanmnune Hanmune Hamune Hannune
MOHUTOPUHTa KOHTPOJISA KOHTPOJISA KOHTPOJISA KOHTPOJIS
TeMIlepaTyphbl TeMIlepaTyphbl TeMIlepaTyphbl TeMIlepaTypbl
riporieccopa u ripoLieccopa u riporieccopa u rporieccopa u
060poTOB 000poTOB 0b0poTOB o6opoToB
BEHTWISATOPA BEHTU/IATOPA BEHTU/IATOPA BEHTUJIATOPA
["apaHTus 12 mecsLeB 12 mecsLeB 12 mecsLeB 12 mecsLeB

APM1 — npeaHa3HaueHbl 711 BLITIOJTHEHWS THUIOBBIX 3a7ad (Je/0IpPOU3BO/ICTBO, paboTa C
JIOKyMeHTaMHU, MO/Ir0TOBKA MHUCeM, aHA/IMTUUeCKUX MaTepUasioB U TUTIOBBIX JOKYMEHTOB);
APM?2 - nipeiHa3HaueHbI [I/1s1 BBIMOTHEHHS 3a/iau, CBSI3aHHBIX C paboToi B rpaduuecKux u
BU/IeOpeaKTopax;

APM3 — npegHa3HaueHbl [i7Is1 BBITIOJTHEHUST TUTIOBBIX 3a7ayd (Je/0Tpor3B0o/ICTBO, paboTa
JIOKyMeHTaMH, TIO/IrOTOBKA IHCeM, aHaJUTUUeCKUX MaTepyuaoB W TUIIOBLIX JOKYMEHTOB)

TIpU NPOBE/IeHUH Bble3/IHbIX MepONPUSATHN;

APM4 - nipeiHa3HaueHbI [I/1s1 BBIMIOJTHEHUS 3a/iau, CBSI3aHHBIX C paboToii B rpaduuecKux U

BU/le0peJlJakTOpax, MPY MPOBe/IeHUH Bble3/[HbIX MePOTIPUSITHI.

6.2. Tun odrcHOro 060py0BaAHUSA

Texteckue MOY1 MPY?2 M®Y3 MPY4

XapaKTePUCTUKU

KaTteropus [Tepconanbhbivi | [TepcoHanbHbIM | ['pyninoBoit ['pyninoBoit

DYHKLUU reyaTh, CKAHHUPOBaHUE U KOMMPOBAHUE

dopmMmar A4 A4 A3 A3

Tun meuatu Jla3epHbIit Jla3epHbIi JlazepHbIit JlazepHbIit

LIBeT 4/6 LIBeTHOM 4/6 LIBeTHOM

CkopocTtb He menee 17 He menee 17 He menee 17 He menee 17

revyaTu CTp. B MUH. CTp. B MUH. CTp. B MUH. CTp. B MMH.

Pasperiuenue He menee He menee He menee He menee

TpH TevyaTtv 600x600 dpi 600x600 dpi 600x600 dpi 600x600 dpi

E;:;p CIHeHne He menee He menee He menee He menee
600x600 dpi 600x600 dpi 600x600 dpi 600x600 dpi

CKaHUPOBaHUU

ABTonopaua

TpU Ha Ha Ha Ha

CKaHUPOBaHUU

CkopocTb He menee 20 He menee 20 He menee 20 He menee 20

KONMPOBAHMUS KOTTUH/MUH KOTIHM/MUH KOTIHM/MUH KOITWM/MWH

%;TEP Petic ¢ Ethernet Ethernet Ethernet Ethernet

["apaHTHs 12 mecsueB 12 mecsueB 12 mecsueB 12 mecsLeB

6.3. Tun 001eCHCTEMHOr0 MPOrPAaMMHOI0 00ecreueHus!

Texuuueckue
XapaKTepUCTUKU

0C1

0C2

0C3

HaxoxneHuve B
EnvnHoMm peectpe
POCCUMCKUX

rporpamm i1 O9BM

u b/l

[TporpammMHOe obecrieueHue BK/ItOUeHO B EMHBIN peecTp POCCUNMCKUX
nporpamm st 9BM u B/1




TpeboBaHus 10 «ba3oBblii»: «Y CUJIeHHBI»: «MakcruMaJsbHbIN»
MH(MOpPMalMOHHOM JIIST TUTIOBOM paboThl, | AJig 06paboTKu Ji1st 00paboTKu
6e3omacHocTH He CB$I3aHHOM C KOHOUeHIMaIbHON | nHbopMaLuu 000
obpaboTkoii nHdopmaruu B 'MIC, | KaTteropuu ocTyma B
NepCcoOHaIbHbIX B uHpopmaumonueix | ['MC, B
JIJAaHHBIX U cucreMax MH(OPMAaLIMOHHBIX
KOHU/IeHIIMaIbHON | TIepCOHa/IbHBIX cucreMax
vHopMaLyy B JIJaHHBIX, a TaKXe B MepCOHa/bHbIX JAHHBIX,
roCy/lJapCTBeHHbIX COCTaBe 3HAUMMBbIX B COCTaBe 3HAUMMBbIX
HMH(OPMaLIMOHHBIX 00BeKTOB o6bekToB KU, nHbIX
cucremax (I'IC) KPUTHUYeCKOU MH(OPMaLMOHHBIX
HMH(OpMaLMOHHOM (aBTOMaTH3MpPOBAHHBIX)
HMH(GPaCTPYKTYPHI cUCTeMax,
(K1) moboro obpabaTbIBaroImmx
K/acca (ypoBHS, rvH(bOopMaL1Io
KaTeropum) OTrpaHUYEeHHOr 0
3alUILIEHHOCTHU. JI0CTyTa, B T.4.
[oronHuTenbHO COJIeprKalllyl0 CBe/leHus,
WCI0/Ib3YeTCs B COCTaBJISIFOLIMEe
JIpyrux rocTaiiHy [0 CTereHH
HMH(OPMaLIMOHHBIX «0C000 BaKHOCTH»
(aBTOMaTM3MpPOBAHH | BKJIFOUMTE/IBHO
bIX) CUCTEeMax Ji/ist
obpaboTku
vH(popMaLuu
OrpaHUYeHHOT0
JocTyra 6e3
coJiepKaHust
CBe/leHuH,
COCTAaBJISIFOLLUX
rocTaliHy)
CoBMeCTUMOCTD CoBmecTuM C apxutekTypamu x86, AMDG64 1 EM64T
OG6HOBIeHHE MMeeT 1mITaTHBIE CPeZCTBA MOJTYYeHUs] U YCTAHOBKY 0OHOB/IEHUIA
0e301acHOCTH, BLIMTyCKaeMbIX Pa3paboTUMKOM JUCTPUOYTHUBA JIIsI
cofiep>Kaluxcsi B HeM npuoxxeHuid. Cpok, B TeueHHe KOTOPOro /st
JUCTpUOYTHBA BBITYCKAIOTCs 0OHOB/IEHHST O€30TM1aCHOCTH, 10/DKEH
HCTeKaTh He paHee [IBYX JieT C MOMeHTa PHoOpeTeHust AUCTpUOyTHBa.
ITo ucTeueHue 3TOr0 CPOKa J0/KHA UMEThCS LITaTHAsi BO3MOXKHOCTh
00HOBJIEHHSI BEPCUM IUCTPUOYTHBA 10 CIeYIOIIeH Moiep>KUBaeMOM
TexHuueckas ViMeeT BO3MOKHOCTD T0/TyUeHHsI TeXHUUECKOU MO//IeP>KKU OT
MO/I/IePKKa TTPOU3BO/IUTEISI AMCTPUOYTHUBA WM YTIOJTHOMOUYEHHBIX MM OpPTaHU3al[|i

6.4. Tun 0(pyCHOr0 MPOrpaMMHOro odecrneyeHus

Texaunueckue
XapaKTepUCTUKU

OdwuchHoe 101

OdwucHoe 102

Haxoxzaenve B Ennnom
peecTpe pOCCUMCKUAX

nporpaMm s OBM u BJ1

[TporpammHOe obecrieueHre BKIIOUeHO B EUHBIN peecTp
poccuiickux nporpamm anst SBM u B/]

TpeboBaHus K
JIOCTYITHOCTH

,Z[EKCTOHHOE peliieHue

O6ayHoe pelieHe

Hanuuue mopyneit

TeKCTOBBINM pe/lakTop, TaOJUUHBINA PeJaKTop,
peJlaKTop Mpe3eHTal|H, TOUTOBbIN K/IUeHT (TIpY HaJTMUHK B COCTaBe
0(HCHOTO T1aKeTa)

O0HOB/IeHUE

VimeeT 1miTaTHBIE CPe/ICTBA ITOJTyUEHUs U YCTaHOBKU 0OHOBJIEHHH,
BBIIMYCKaeMbIX Pa3pabOTUUKOM JAUCTPUOYTHBA JJIs1 COJEPKALUXCS
B HeM npuiokeHu. CpoK, B TeUeHHe KOTOPOTO it ANCTPUOYTHBA




BBIITYyCKaIOTCs1 0OHOB/IEHUSI, [IOJDKEH UCTeKaTh He PaHee /IBYX JIeT C
MOMeHTa rpuobpeTeHus AUcTpruOyTHBa. [1o HCTeueHWe 3TOTO CPoKa
JI0JDKHA UMETBCS IIITaTHas BO3MOYKHOCTh OOHOB/IEHUS] BEPCUU
JUCTpUOYTHBA 10 CIeAIyIOIIel MO1epyKUBAaeMOi

TexHuyeckas rnofjepKKa

ViMeeT BO3MOKHOCTb TIO/TyUeHUs] TEXHUUECKOU MOJAEeP)KKU OT
TIPOM3BO/IUTE/IST JUCTPUOYTHBA UM YTIOJTHOMOUYEHHbBIX UM
opraHu3aLumn




7. MuHMMa/IbHbIE TPe0OBaHMs K MYy/IbTHCEPBUCHOM CeTH

7.1. MuHuMa/IbHbIE TpeOoBaHUs K KOpPIIOPaTUBHOM pacnpeje/ieHHOH
MYJ/IbTUCEPBHUCHOM CeTH.

7.1.1. O0mue TpedoBaHUA
PekoMeH/lyeTCsl 3aKyrnaTb CeTeBoe 000pyJOoBaHHe, KOTOpOe TIOJAep)KUBaeT Cefytomiye
MIPOTOKOJIBI:

OCHOBHBIe TIPOTOKOJIbI [IpoTOKO/IBI ynpaByienusi, | [IpoTokosbl 6e30macHOCTH
MOHHMTOPHHT A U cbopa
CTaTUCTUKU

I[P (RFC 791) ICMP (RFC | SNMP v1/nv2/v3 DHCP | DoS Prevention ACLs AAA
792,1256) TCP (RFC 793) | Client/Server/Relay Syslog NTP | RADIUS (RFC 2138) SSHv2
UDP (RFC 768) TELNET | Client RMON 1(4 groups) | Secure Copy v2 802.1x Client
(RFC 854) BootP (RFC 951, | Policy MIB
1542) Telnet Client/Server
FTP w/umu TFTP

7.1.2. TpeboBaHHA K KOMMYyTaTopam
PekoMeH/1yeTCsl 3aKyTmaTh KOMMYTaTOPbl, KOTOPbIe 00/1a/Iaf0T CIeAYIOLMMH MUHUMa/TbHBIMU
TEXHUUYECKVMH XapaKTepPUCTUKAMU:

Mapamerp YpoBeHb

Jocryma | Arperaruu | SInpa

OO6111Me XapaKTepUCTHUKH

KommyTarys naketos
Ha OCHOBe
HebIOKUpyeMOo

Turn ycTpoiicTBa KOMMYTaLIMOHHOM
MaTpULbI C
IIPOMEXKYTOYHBIM
XpaHeHHeM MaKeToB

XapaKTepUCTHUKU (hpM3UUeCKOoro YPOBHS

Ethernet 100, 1000,
10000 MowTt/cek (Ha
OCHOBe Me/IHOM BUTOM
Trapbl KaTeroOpuu 5 u

[TpoTokob
¢du3nyeckoro u
KaHa/IbHOT'O YPOBHS

0/IHOMOZIOBOTO
ONTOBOJIOKHA)
EZ%TS%E)I/{%(_);)SOOO He menee 24 He menee 12 He menee 24
I'urabuTHLIE TOPTHI
ggs;no,qxn}oqf HHA He menee 2 He menee 2 He menee 4
- MoJy/iel
(oNITOBOMIOKHO)
IToptsr 10
GigabitEthernet(SFP+,
XFP, XENPAK) v | OnuyoHansHO He menee 16 He menee 8
CJIOTHBI [/151 UX
YCTaHOBKHU
XapakKTepuCTHUKU BTOPOTO YPOBHS
KonunuectBo
3arioMuHaemMbix MAC- | He menee 8000 He menee 16000 | He menee 24000
aZipecoB
Po,q,aepxq(a Jumbo He menee 9000 OGaiit HevMeHee 9000 He menee 9000 Gaiit
rames OaiT




Hoagepika VLANTO | o \orree 4096 He menee 4096 | He mettee 4096
nportokoay 802.1Q
[Togpepxka VLAN
trunking Ha Ha Aa
[Moppep>xkaDouble
VLAN (Q-in-Q) Ha Ha Ha
[Toppmepxka
rpynroBoi
perucTpaLuu Ha Ha Aa
VLAN(GVRP)
[Toppep>xka
TPOTOKOJIOB STP, RSTP i/[TSP"l,ﬂB STP, STP, RSTP, MSTP
CBSI3YIOLIEro fiepeBa
[Togpepxka [Ha (B T.u. Ha MopTax,
arperalyy JTUHKOB T10 Tla Tla PacrioyioXkKeHHbIX Ha Pa3HbIX
npoTtokosy 802.3ad YCTPOMUCTBAxX B CTeKe WU
(LACP) pa3HbIX MOJY/SIX B IIACCH)
XapaKTepUCTHUKU TPeTbero YPOBHsI
AnnapapTHas
MapLLIpyTU3aLUs OrnwuoHanbHO He meHee 12000 mapiipyToB
naketoB .3 IPv4
AnnapapTHas
MapLIpyTHU3aLus OrnuyoHanbHO He MeHee 4000 mapLIpyTOB
naketoB L3 IPv6
KomuectBo
bu3nuecKux u
BUPTYa/IbHbBIX OrnuuoHanbHO He menee 1000
MapIIpyTHU3UPYEMBbIX
rvHTepdelicoB
[Toppepxka
CTaTAYeCKOU OrniuoHanbHO Ha
MapIIpyTH3aLuA
[Toppepxka
IIPOTOKOJIOB OINLIHOHATLHO RIP v1, RIP v2, OSPF,
JNMHAMHUYeCKOU I EIGPR
MapIIpyTH3aLuA
[Toppepxka
npotokoaa MPLS OniyioHaLHO Ha
IGMP v1/v2/v3
IMoppepxka Snooping IGMP v1/v2/v3 Snooping
MHOT'0a/[peCcHOU (HemeHee256 rpyrm), (Hemenee256 rpymm), PIM-
paccbuiku(multicast) Multicast VLAN DM, PIM-SM, MVR
registration (MVR)
gi)éq},]qepma DHCP Ta Ta Tla
g%%ﬁg;ma DHCP Ha OnioHaIBEHO OnioHanBHO
E&?gg%ﬁm DHCP Ha OrnwuuoHanbHO OnuuoHanbHO
ARP proxy OnumoHanBEHO OnumoHanbEHO Ha
IMToppmepxka
MpoToKo/a OrnuoHanbHO Ha
pe3epBUpPOBaHUS
poytepa VRRP
XapaKTepUCTUKU (PYHKLIMM CeTeBOM JUAarHOCTUKYA 1 MOHUTOPHHTA
[opgepxka dyakimn | Jla | Ha | OnpoHaTBHO




AHUAarHOCTHKH Kabesist

[Toppepxka
MPOTOKOJIa
onpeesieHus
TOIOJIOTUU CETH
(CDPumu LLDP)

Ha

Ha

Ha

3epkanvpoBaHUue
Tpaduka

Ha ocHose noptoB

Ha ocHoBe
roptos, VLAN
un ACL

CTaTucTUKa 1o

CueTuuKM MTaKeTOB ,

uHTepdercam 0aiiT, omMb0K

sFlow, Netflow unu
MonuTopuHr Tpaduka | OniroHanIbHO AHANIOrH
XapakTepuctuku QoS
[Toppep>xka
TIPUOpPeTU3aLuU
Tpajuka no Aa Aa Hla

cranaapty 802.1p

KosmmuectBo ouepezeit

He menee 4 Ha nopT

He menee 8 Ha

He menee 8 Ha mopt

TIPUOPUTETOB MopT
Knaccudukanys
TpadrKa Ha OCHOBE:
[Topta komMmmyTaTopa | [la Ha [Ha
VLAN ID Ha Ja Ha
Ouepepeii
HpI/I(I))pI'fI[TeTOB 802.1p Ha Ha Aa
MAC-agpeca Ha OrnwLuoHaIbHO OrnwLuoHaIbHO
[Pv4/v6-agpeca Ha OrnwLuoHaIbHO OrnwuuoHaIbHO
DSCP Ha OrnwLuoHaIbHO OnwuuoHaIbHO
Turma nmpoTokosa Ha OrnuuoHanbHO OnuroHanbHO
I%Ighg/eg%gopm Ha OrnuoHansHO OrnwuuoHanbHO
Ha ocHose

v . | Ha ocHoBe miopTa, MOpTa/TNoTOKa, C

TripaBJ/ieHHe T10J1I0COMH
DOV CKAHYS JIMCKPEeTHOCTBIO He JIMCKPETHOCTBIO

pory 6onee 64 kK6uT/cek He Oostee 64

KOUT/CeKk

[einuHr Tpaduka Het Her Ha
XapakTepuCTHUKU 6e30MacHOCTH
[Toppepkka pyHKUIMH
3alLUThI OT CeTeBbIX
rerejib U Ha Ha Ha
uH(popMupoBaHus 00
1X 00HapY>KeHUH
[Moamep>kka GyHKIU
3alLUTHI OT
IIMPOKOBeILlaTe/TbHbIX
IIITOPMOB U Ha Aa Aa
uH(popMupoBaHus 00
1X 00HapY>KeHUH
3amura ot ARP-
CH;IC])I/IHFE{ Ha Ha Aa
dunbTpalys MakeToB
no MAC-agpecam Ha | [a Ha Ha
Ka)KJIOM TIOPTY
[Tpussska MAC- Ha Ha Ha




ajipeca K TopTy

ITpussaska IP-agpeca K
TIOpTY

Ha

Ha

Ha

OrpaHuueHue
kKommuectBa MAC-
aZipecoB Ha KaXX/1oM
TOPTY

Ha

Ha

OrnwuuoHanbHO

[TpuBsi3Ka ¥ KOHTPOJIb
cootBeTCTBUA IP- 1
MAC-agpecoB
KJTUEeHTCKUX
YCTPOMCTB

Ha

Ha

OniroHanBHO

dunbTpanys nakeToB
(ACL) Ha noptax 1o
mac-, ip-azpecy
(oTnpaBuTeNs U
roJiyyaTesisi), HOMepy
IIPOTOKOJIa BTOPOTO U
TpeTbero ypoBHeH,
MeTKe vlan, MeTKe
TIpUopuTeTa

Ha

Ha

Ha

3amqura CPU
KOMMYyTarTopa oT
reperpys3Ku TpahuKom

Ha

Ha

Ha

[Toppepyxka usomsLuu
TIOPTOB ZIPYT OT JIpyTa
(port based vlan nmm
traffic segmentation)

Ha

OrnwuuoHanbHO

OniroHanBHO

3airra OT U3BeCTHBIX
CeTeBbIX aTaK

OrnwLuoHanbHO

Ha

ABTOpM3aLnus NOpTOB
110 nporokoiny IEEE
802.1x

Beb- 1 Mak-
aBTOpH3aL[Hs,
JnokanbHasa U Radius-
cepeepe

XapaKTepUCTHUKHU YIIpaB

JIEHWSA

KoHconbHbBIN MTOPT
RS-232 nns
yrpaBJieHusi

Ha

Ha

Ha

Y naneHHoe
yIipaB/ieHHe 10
MPOTOKOMY ssh

Ha

Ha

Ha

Y naneHHoe
yIipaBJieHue 110
nporokoay SNMP

Ha

Ha

Ha

Y naneHHoe
COoXpaHeHHe U
3arpyska
KOH(UTypaluu 1
TIPOLLKBKY TI0 ftp mnu
tftp

Ha

Ha

Ha

Y janeHHbIN
MOHUTOPUHT T10
MPOTOKO/Y SNMP

Ha

Ha

[a

[Toppepxka BeeHUs
JIOTOB Y OTCBLTKU
yBeIOMJIeHHs syslog u

Ha

Ha

Ha




snmp trap Ha
yAaJIeHHBIN cepBep

[MoagepKKa yUeTHBIX
3aruceu

aBTOpU3alLvel Ha Ha Ha HAa
Radius-cepBepe
XapaKTeprCTHUKU 0TKa30yCTOMYMBOCTH

PesepBupoBanue

KOMITIOHEHTOB C

Pe3zepBupoBaHUe | BO3MOKHOCTBIO «TOpsiUeii»
KOMIIOHEHTOB C | 3aMeHbl, pe3epBUpOBaHKe
Criocob obecrieueHust
. Het BO3MOJKHOCTBIO | KOMMYTaTOpOB
OTKa30yCTOUUYUBOCTH o
«ropsiuein» MOCpeICTBOM 00beJTUHEHHST
3aMeHbI B OTKAa30yCTOMYMBBIN CTeK,
TpUMeHeHUe
OTKa30yCTOMYMBOIO 11aCCH
bnoku nuTaHus,
PesepBrpyembie
BEHTU/IAATOPBI,
KOMITOHEHTBI C bnoku nuranus,
Hert yIipaBJisoLye /
BO3MO>KHOCTBIO BEHTUJ/ISITOPBI

«ropsiueii» 3aMeHbl

KOMMYTHPYIOLLKe I1/1aThl,
KOMIIOHEHTBI CTeKa / I1acCu

Y cTaHOBOUHBIE XapaKTEPUCTUKHU

Tunopa3smep 1 yCTaHOBKHY B CTOMKY 19”
BrIcoTa 1U | 1-2U | He orpaHiumBaeTcs

OT BHYTPEHHer0o UCTOYHUKA [TUTaHUs OT CeTH nepemMeHHoOro Toka 100-
OJIEKTPONUTaHHe

240 B, 50/60 I'y
[Ipouee
Hanmuuwme CepTudukaT COOTBETCTBUS, CAHUTAaPHO-3IH/eMHOJIOTHYeCKOoe
cepTU(DHUKATOB 3aK/IFOUEeHHe

7.1.3. TpeOoBaHHs K NOrPaHUYHBIM MapIIPyTH3aTOpaM

[TapameTp

3HaueHue

OO111e XapaKTePUCTUKH

O6beM ycTaHOBIEHHOM
ornepaTUBHOW MaMSITU

He menee 1 I'6 (c BO3MOKHOCTBIO pacliMpeHus He
MeHee ueM 7io 4 I'0)

Y cTaHOB/IeHHBIN JKeCTKUN WIN
flash-uck

He menee 1 T'0

CeTeBble XapaKTePUCTUKU (PU3NUYECKOTO YPOBHS

[MTopteiEthernet 10/100/1000
BASE-T (RJ-45)

He menee 4

Bo03MOKHOCTb yCTaHOBKU
JIOTIO/THUTEe/IbHBIX UHTep(ercoB

He meHee 2 c/1I0TOB € BO3MOKHOCTb pacIIMpeHUst
KOH(uUrypauuu 1o He MeHee ueM 8 noptos 10/100/1000
BASE-T(RJ-45) u 4 noptoB SFPzs1 ycTaHOBKM
ONTHUYECKUX MOAY/IeN

CeTeBble XdpPdKTEPHUCTHUKH KdHAJIbHOT'O YPOBHA

Nukarnicysisauus

Ethernet, ATM, Frame Relay, HDLC, PPP, PPPoE

[Mopnepxka VLAN (IEEE 802.1q)

Ha

[ToagepskKka arperupoBaHHBIX
nuHkoB 802.3ad/LACP

Ha

IMopnep>xka STP/RSTP/MSTP

la

ITpoun3BoANTETLHOCTD

MapipyTHr3aiys Tpaduka

He menee 1000 MowuTt/cek

KoMMmyTaliyst ¥ MapIipyTH3alus

[TporpaMMHasi WM IIPOrpaMMHO-arapaTHast

[Toa/iepyKKa MPOTOKOJIOB M BO3MOKHOCTeM MapllpyTU3alin

Cratrueckasi MapLIpyTU3alys

Ha

RIP v1, RIP v2

Ha




OSPF Ha

BGP Ha (mognep>xka He meHee 1 FullView)
MapipyTu3saiys Ha OCHOBe

dunbTpoB (ACL) Aa

[Topep>kka MapLIpyTH3aLuu Ha

ocHoBe [P-asipeca ucTouyHMKa Ha

(sourcerouting)

Mappytusarus Multicast

Ha (moagep>xka mpotokonoB IGMPv1/v2/v3, PIM,
DVMRP)

IMoapep>xka MPLS

Ha(mognep>xkaMPLS 1.2 VPN, MPLS L3 VPN, VPLS)

[Toppmep>kka mpoTOKOJIA
OaaHcHpoBKH Harpy3ku ECMP

Ha

IMognep>xka GyHKIM TpaHcasyM aapecoB (NAT)

[TopmeprKka cTaTUueCcKou

TPaHCJISILMY a/IpeCoB Aa
[Mopep>kka JuHAMHUYECKOM

TPaHCJISILUY a/ipecoB Ha3HaueHus ¢ | [a
TpaHcsiueli moptoB (SNAT)
[Moagep)kka AUHAMHUECKOMH

TPaHCJISILUHU a/IpecoB UCTOUHWKA ¢ | [a

TpaHcsiiuel moptoB (DNAT)

XapakTepucTUKU QYHKIMN ceTeBOM AMArHOCTUKW U MOHUTOPHUHTA

IMoanep>xka SNMP

SNMP v2, SNMP v3

KoHTposb NpoM3BOAUTENBHOCTH lla
CueTurKHy MPOM3BOAUTETLHOCTHA Ha
(bU3MUYeCcKrx, BUPTYaTbHbIX Ha

HnHTepdelicax U GunbTpax

OKCIOPT MH(OpMaIiH 110 TpabUKy

Netflow unm aHanoru

ITognep>xka GyHKIMI CeTeBOro 3Kpa

Ha

dunbTpauys Tpaduka mo IP-

azipecaM, noptam TCP/UDP Ha
dunbTpaLys C 0TC/AeXXKUBaHUEM
coctosiiusi TCP/UDP-coeviHeHM Ha
(statefulfirewall)

OrnipegeneHyve U 3aljura OT T
V3BECTHBIX CETEBBIX aTak

3anqura ot DOS 1 DDOS Ha
Hanvune cucteMbl 0OHapy>KeHUst
BTOpsKeHui (IPS) co6HOB/IIEMOI Ha

0a30i1 MaTTepHOB

XapakTepucTuku QoS

YripaBneHue TpauKoOM Ha
(busnueckux uHTepdericax,
BUPTYa/IbHBIX UHTEpdeiicax u
TIOTOKAax

OrpaHuyeHue TIPOMYCKHOW CTIOCOOHOCTH, IIeHITHHT,
TOJTUCUHT, MapKUPOBKaA 10 K/laccaM TIpUopuTeTa

XapaKTepI/ICTI/IKI/I YIIpaBJIEHHA

KoHconbHbIl opT RS-232 ais

CLI-yripaByieHust Ha
Y panennoe CLI-yripaBieHue 110 Ta
MpOTOKOMy ssh

Y naneHHoe yripaByieHue 1o http(s) | la
Y paneHHoe coXpaHeHUe U 3arpy3Ka
KOH(UTyparyu U TIpoIuMBKy 110 ftp | Ja
u tftp

[Topep>kka y4eTHBIX 3arvcei C Tla

aBTopusauueit Ha Radius-cepBepe




[Tonpeprkka BeJjeHUs JIOTOB U
OTChUIKU yBeZlOMJIeHUs syslog u Ha
snmp trap Ha yJajJeHHbIA cepBep
ABTOMaTHUeCKOe pe3epBUpPOBaHUE
KOH(Uryparmii

AToMapHOe nprUMeHeHUe
v3MeHeHUH KOH(Uryparui
B03MO>XXHOCTb aBTOMaTH4eCcKoro
oTKaTa u3MeHeHUM KoHurypauui | [a
TIpU MIOTepe yIpaBJieHus
XapaKTepHUCTHUKU 0TKa30yCTOMYMBOCTH

bJi0KY nuTaHusl, BeHTUISATOPBI, B C/Tyuyae MOAY/IbHOTO
WCIIO/THEHUSI - YTIpaB/Isitolle U KOMMYTHPYHOIIHe
T/1aThI

Ha

Pe3epBupyeMble KOMIIOHEHTHI C
BO3MOKHOCTBIO «TOPSTUeii» 3aMeHbI

[Togaep>kka MpoToOKoJIa
pesepBupoBaHusi poyrepa VRRP
Y CcTaHOBOYHbIE XapaKTePUCTHUKHU
Turiopasmep st ycTaHOBKY B CTOMKY 19”

OT BHYTPEHHEr0 UCTOYHUKA MUTaHUS OT CeTU
nepeMeHHoro Toka 100-240 B, 50/60 I'y

ODIEeKTPONUTaHUE

[Ipouee

Ceptu¢uKaT COOTBETCTBUS, CAHUTAPHO-

Hanmnume ceprudukaron
3MUeMUOJIOTHYeCKOe 3aK/TI0ueHe

7.1.4. TpebGoBaHHs K TOUKe pajuoAocTyna ctaiaapra Wi-Fi

PekomMeHzioBaHHbIe TpeboBaHus K 06opyznoBanmo Wi-Fi:

e cranzapt IEEE 802.11 (2,4/5,0 I'T'w);

® BupTya/bHble oKanbHble ceTh (VLAN) — 0 16 cerMeHTOB; NpyuopUTe3aLiyio TpahuKa;

®  poyMHHI Mexzay Toukamu goctyna (Proxy Mobile IP);

e npotokosa 802.1p QoS;

e ympasneHue c nomousto HTTP uHTepderica, komangHou ctpoku, FTP, TFTP u Telnet.
npoTokoa SNMP;

e cranzapr 802.1X;

®  JIOKalbHOE U yZa/IeHHOe MTaHue 10 BUTOU Nape; UMeTb BCTPOEHHYI0 aHTEeHHY.

7.1.5. TpeOoBaHMA K KO/|eKy BH/I€OKOH(epeHI|CBA3U

® mopagep>KuBaTh paboTy B ceTsx Kak IP (H.323),SIP, Tak u ISDN (H.320);

* mnopjep>kuBaeMble poTokombl: H.323 v4, H.239, VNC, Telnet, RTP, HTTP, DHCP, SIP.

e obecrieunBaTh COeIMHEHHE TOUKa—TOYKa Ha CKOPOCTH He MeHee 768 Kout/cek o IP u He
MeHee 384 Kowut/c o ISDN;

® [OAJepXWBaTb pEXWM Ilepefjlauyd [BYX BHJeO II0TOKOB B OJHOM KaHaje CBS3MU
OJHOBPDEMEHHO /i1 Tiepejaud W TIOJMy4eHUs KakK W300pakeHUs [JOK/IafuhKa, TaK U
JIOTIOJTHUTE/TBHOTO  M300paskeHus] (KOMIIbIOTEp, /IOKyMeHTa/lbHasi Kamepa, BCIIOMOraTesbHast
Kamepa);

® [ojJepXuBaTh IIPOTOKOJIbI KOAUpOBaHuA Buzeo rmnoroka H.261, H.263, H.263+,
H.263++, H.264 c

e paspemenusmu 4CIF (704x576), CIF (352x288), QC1F (176x144), uepecctpounbiii CIF
(352x576) u yacToTOI 0OHOB/IEHUS 10 25 KaZIpOB/CEK;

® [04Jep)KuBaTh NPOTOKOJIbI KOAWPOBaHUA ayauo noroka G.711, G.729.

e  lHurepdetic H.323, SIP: RJ45 Ethernet, 10/100/1000 M6wuT/cfull/half duplex

e O06ecrieunBath nopakioueHre [TK v Apyrux MCTOUHHMKOB CUTHasa (JOKyMeHTKamepa,
BU/leOKamepa U T.J.).



8. MuHMMa/IbHbIe TPe0oBaHUA K HH(PACTPYKType LeHTPOB 00padoTKH AaHHbBIX

8.1. MuHuMa/IbHBIe TPeOOBaHUs K CHCTeMaM 00pad0TKH U XPaHeHH JaHHBIX

PekomeH/i0BaHHBIe TpeOOBaHUS K C€pPBEpPaM:

e CPU - mnocnenHero IIOKOJEeHUs, KOJUYECTBO BBIYMC/IUTE/BHBIX S7iep, U pa3Mepsl
OTIepaTUBHOrO Kellla pa3HbIX YPOBHeM TMOAOWpAlOTCsA TMOA 3aZauy C y4ueToM peKOMeHJalui
TIPOU3BOJUTEIS;

e RAM- MuHUMaNbHO 256 I'6 ¢ BO3MOYKHOCTBIO paciiMpeHusi MUHUMYM 7io 1024 I'6;

* Buzeonogcucrema — nojep>xuBaemasi ucrnosnbdyemor OC; [luckoBasi mojcucTema:

0 SAS KoHTposIep, MUHMMABHO 2 (/1Ba) KaHasa,

o MHcnonb3yroTcs AUCKU TOBKO C TeXHOJIOTHel ropsiueld 3amensl (hot swap);

0 /[IByxkaHanbHbii RAID KOHTposiiep, K3 MaMsATb KOHTpO/ulepa C aBTOHOMHBIM
3HeproobecrieueHreM, anmnapaTHas nogzaep>kka RAID 0, 1. Ha MHOTOIMCKOBBIX CHCTEMAax

- annaparHag nogzepkka RAID 5;

0 BO3MOXHOCTb YCTaHOBKM ABYX iSCSI HBA;

e wvuHumMyM 2 USB 2.0 nopra;

® MHUHUMYM /iBa ceTeBbIx afanrtepa — Ethernet 1000/10000 M6ut/c c aBTOMaTU4YeCKUM
BBIOOPOM CKOPOCTH Tepe/iauu /IaHHbIX;

® Ha/MyMe yJaneHHOro ympasieHusi no cetu Ethernet - BbiJe/neHHbIN WU pa3fensieMblid
TOpT;

®  BO3MOXXHOCTh YCTaHOBKH M30BITOUHOTO OJI0KA MATAHUS C TOPSTYEN 3aMeHOM,

® BO3MOJKHOCTb YCTaHOBKHU B LIKag 19”.

8.2. MunnmanbHbIe TpeGoBaHus K cucreMHomy 10

OC g1 006CTy)KMBaHUSI CEPBEPHBIX TIPUIOXKEHWH 1 TTPOMBIIIIEHHBIX CUCTEM PEKOMEH/yeTCst
BbIOMpaTh 13 EanHoro peectpa poccuiickux rporpamm st 9BM u B/,

Ecin kakas-nibo nipuk/iazsiHasi ”HGopMalMoHHast TpeOyeT MCIob30BaTh orpeesieHHy0 OC,
He BXOJSIIyI0 B PeKOMeH/J0OBaHHbIN CMUCOK, TO JAHHOEe UCIO/b30BaHUe BO3MOXXHO, MPH YCIOBUH,
YTO MPOU3BOJUTE/b CUCTEMBI He [JOMyCKaeT UCI0/Ib30BaHHe peKomMeH0BaHHbIX OC.

Ecmu  mpunoxkenue TpeOyeT wucrosib3oBaHus Oosiee  Husmmx Bepcuii  OC, uyem
peKoMeH/IoBaHHble, U paboTaeT HEKOPPEKTHO Ha peKOMeH/yeMbIX BepCHsiX, TO Takas 3aMeHa
BO3MOJKHA.

BriOpaHHbIi AUCTPUOYTHUB 0/DKeH 00/1a/1aTh Cie[yHOLUMH XapaKTepUCTUKaMMU:

CoBmecTuM c apxutekTypamu x86, AMD64 u EM64T;

e [loanepxuBaThb MHOTOIPOLIeCCOPHBIE SMP—-apXUTeKTypbI u TEeXHOJIOTHUIO
MHoronotouHoctd Hyper—Threading.

e lcronb3oBaTh s7ipo BeTKU 2.6 ¢ moagep>kkoii 6ubmmoreku Native POSIX Threading
Library (NPTL).

¢ Uwmets kommuisTop GCC Bepcun He Huxe 8.0.

¢  BrITh COBMECTUMBIM O cTaHAapToM Linux Standard Base (LSB) 3.2.

e lImeTh CpefiCcTBa BUPTYya/lv3aljuy;

e Uwmets cpencrBa co3ganus VPN;

8.3. MuHHuMa/IbHbIE TPEGOBaHI/Iﬂ K IIOMeEIL€HUAM U HH)KEHEPHBIM CUCTEMaM

8.3.1. TpebGoBaHuA K TeIEKOMMYHHKAI[HOHHBIM IIKadam
Tun — cTaHapTHBIN 3aKPBITHIM LIKA)

19”; Bricorta — 42U;

C'ny6una mkada — 1000 mm;

TupurHa mikaga — 600 mv;

CneMHble OOKOBBIE U 3a/IHSIST CTEHKH;

[TepenHsis ABEPB C 3aMKOM;

MoHTaXHbIV KOMIUIEKT;



8.3.2. TpeOGoBaHus K HMCTOYHHKAM 0ecriepe0oHHOro MUTAHUSA

e HomuHanbHasg MOIIHOCTE W BpeMsi paboTel oOT Oarapelt, obecreunBaroIye
(GYHKLIMOHUPOBaHKe TO/IK/II0UeHHOro obopyoBaHusi He MeHee 10 muH; TexHomorusi — ABOMHOe
nipeobpa3oBaHue;

e Kosdpduiment monesHoro gectBus (TIpU  3/I€KTPOCHAOXKEHUU TIOePXKUBAEMbBIX
YCTPOMCTB OT BHelliHelM cetr) — 90% U MCI0/Ib30BaHWE aKTUBHOTO KOppeKTopa Ko3(duimeHTa
MOII[HOCTH;

¢  BhrIxo/iHOe HarpsHKeHUe:

o ¢dopma — cuHycCouza;

0 HOMMHanbHOe 3HaueHue — 220/380 B;

TectupoBaHue HGarapeu:

TIPYU BK/TFOUEHUU;

PYUHOE;

aBTOMaTUUeCKOe TIepro/IUUecKoe;

AnmaparHast 3aimuTa 6ataper ot T/Iy0OKOTo paspsija;

B03MOXKHOCTE MO/IK/TIOUEHHST JOTIOJTHUTETbHOM OaTapeu;

HNuanasoH BxoHbIX HanpsbkeHui 220 B + 20%;

3ByKOBasi MHAMKALIMS PeXXKMMa paboThl OT OaTapeli C BO3MOXKHOCTBIO OTK/TFOUEHHS;
B03MO>XXHOCTh MOHWUTOPHMHTA U yTpaB/ieHus 1o jokaabHoMy nopTy (USB/RS232);

¢ B03MOXXHOCTh OCHailleHUsl: TOPT RJ—45 pa/ia moakmtoueHUsi K JOKalbHOW CeTH IS
MOHUTOpMHra v yrpasseHus VIBIT o npotokony SNMP.

¢  B03MO)XHOCTh YCTaHOBKH B CTaHJapTHbIM 1Kad 19”.

e  Kperie)XHbIi KOMIIJIEKT Zijisi yCTAHOBKM B CTaHAApPTHBIM 1mikKad 19”.

e e @6 &8 6O O O

8.3.3 TpeOGoBaHus K NOMeIEHHUAM

[lpy MpOEKTUPOBAaHWUM  CEPBEPHbIX TOMEIeHWH UM  y37I0B CBS3M  HEoOXOAWMO
PYKOBO/ICTBOBATBCS C/IeIYIOLIUMU JOKYMEHTaMu:

e P/l 45.120-2000. HopmMbI TeXHOJOTUUECKOTO TPOEKTUPOBAHUSA. ['OpO/ICKHe U CelbCKUe
TeneOHHbIE CETHU.

e TOCT 464-79. 3a3emsieHde [/ CTallMOHAPHBIX YCTAHOBOK TPOBOAHOW CBSI3W,
paZiiopesnieHbIX CTaHLMK, PaJIMOTPAHC/ISILIMOHHBIX Y3/I0B U @aHTEHH CUCTEeM KOJIJIEKTUBHOTO TIpUeMa
TeneBU/ieHus1. HopMbl CONMpOTHB/IEHHS.

e  CHwuII 21-01-97. ITpoTuBomoapHasi 6e30MacHOCTb 3[JAHUI U COOPY>KeH

e TOCT P 58811-2020 LlenTtpbl 006paboTKu AaHHbIX. WHXeHepHasi WH(GpPaCTPyKTypa.
Craguu co3iaHusl.

e TOCT P 58812-2020 IleHTpbl 00pabOTKM [AaHHBIX. VIH)KeHepHasi WH(PaCTPyKTypa.
OrnepalioHHasi MOZieJib KCIiTyaTtauu. Crerudukays

MuHUMabHbIe TpeOOBaHUS HOPMAaTUBHBIX IOKYMEHTOB K C€PBEPHBIM TIOMEIIIEHUSIM U y3/1aM
CBSI3U:

e  31aHue JO/DKHO OBITH He HIKe 11 cTenenu orHecTolikocty (foryckaercs 111 cremens).

e Haj mnomelleHUsiMu, T[e yCTaHaB/AMBaeTCd anmnapatypa CBsI3W, He [OIMyCKaeTCs
pa3MeljaTh MOMeITeHUs], CBsi3aHHbIE C TIOTPeOIeHHeM BOZBI.

e UYepe3 momeleHuss BBOJa Kabeseli He [IOMyCKaeTCs TPOK/a/Ka CHIOBBIX Kabeneil u
TPaH3UTHBIX UH)XeHePHbIX KOMMYHHUKAL[WH.

e Ecnu He ucnonb3yeTcs (anblINo/, TO YUCTbIE TOJIbl MPOU3BOCTBEHHBIX TOMeLleHUI
JIOJDKHBI HACTU/AThCS HA HecropaeMoe ocHOBaHMe. [10KphITHe 1o/a — IMHOJIeYM aHTUCTaTUUeCKU
crieljanbHOro HasHauenusa TY 95-25048396-056-94.

e Jlo/pKHO OBbITh HCK/IIOUEHO TOTaZlaHWe COJTHeuHbIX jydeld Ha WBIT ¥ aKKyMyJ/STODHI.
[Tpon3BoJCTBEHHbIE TIOMELIeHUs] JO/DKHbI OTAENAThCS OT JAPYrHMX IOMeLeHUM HecropaembIMU
CTeHaMU WJIM TeperopojKaMu C Mpefie/ioM OrHeCTOMKOCTU He MeHee 0,75 yaca.

e  OcgellleHre TIPOEKTUPYeTCsi C 001jeli HOpMUPYEMOUM OCBeIl[eHHOCTBIO /ISl TIOMelljeHUi
Takoro tura He MeHee 200 JiK.

e Kapkackl 000pyJoBaHMs, arrapaTypbl W MeTa/UIMUeCKhe 4YaCTH [IO/DKHBI ObITh
3a3emsieHbl. JIUHeliHbIe coOpyKeHUs: TKadbl, KabenbHbIE SIIUKA, MeTa//iMueckre 000/IOUKH U
9KpaHbl Kabesiel JO/DKHBI ObITh 3a3€MJ/IEHBI.

e  Kaxmoe 3a3emsisitoliee yCTPOUCTBO [JO/DKHO COOTBETCTBOBAThH TpeboBaHusM I1Y 3, umeTtsb
TMacropT, COAep’Kalljiid CXeMy YCTPOMCTBa 3a3eM/ieHHsi, OCHOBHbIe TeXHWUYECKHe [JaHHbIe, a TaKXe



JlaHHble O pe3y/jbTaTax T[POBEPKM COCTOSIHUSI 3a3eMJISIOIIero YCTpPOMCTBa, O XapakTepe
MPOX3BO/|CTBEHHBIX PEMOHTOB Y U3MEHEHUSIX, BHECEHHBIX B KOHCTPYKLMIO JJAHHOTO YCTPOMCTBA.

e OrtBepcTUsi B M@X3T&KHBIX WM YepJauyHbIX MEPeKpBbITUAX, Yepe3 KOTOpble MPOXOZST
Tesle)OHHbIE WK [Ipyrye KabesH, JOJDKHBI ObITh TUIOTHO 3aKPBIThI acOeCTOM U repMeTH3HMPOBaHBI
[[eMEeHTHbIM DPacTBOPOM, aebacTpoM WM [PYTUMHM HeCcropaeMbIMM MarepuasamMu. Eciyd mpu
paboTtax ¢ KabensiMU OTBepCTHSI OBUIM BCKPBITHI, TO TI0 OKOHYAaHWM OHHU JOJDKHBI ObITH BHOBB
3ajenanbl. [Insg mnpejoTBpallleHWs pacnpoCTpaHeHUsl I0)Kapa M3 IOMelleHusl B IIOMellleHHe
HeoOXOAMMO TIpeyCMOTPeTh 3arojiHeHWe CBOOOJHOTO TIPOCTPAHCTBA, OCTABILIETOCS IIOCTIe
MPOKJ/IaIKK Kabesiell ¥ TIPOBOZIOB B MpoeMax WM Tpybax MeXXIy TNOMeIleHWsMH, B TOM UHC/Ie U
MeXy 3Ta’KaMH, JIeTKO yZalsieMbIMA HeCropaeMbIMy MaTepraiaMH.

e [lpu BXOZe BO BCe TIPOM3BO/ICTBEHHbBIE TTOMEIIEeHHS 0/DKHBI OBITh BbIBEIIeHbI TaOIMUKU
C yKa3aHWeM KaTerOpvM MOMeLeHHs 0 CTelleHW OMAaCHOCTU NMOpaKeHUsl 3JIEKTPUYEeCKUM TOKOM,
B3pBIBO- U TMoykKapoOe3omacHocTH U 3Haku Oe3omacHocty o 'OCT P 12.4.026-2001 u damunun
OTBETCTBEHHOT0 3a COCTOSIHUE OXPaHbl TPyZa.

e Jlpy HamMuuM BO3MOXHOCTH OJHOBPEMEHHOIO IIPUKOCHOBEHUSl IlepCOHana K
MeTa/l/IMyecKUM KoprycaMm o0opyZioBaHuss W TpyOONpoBOAaM OTOIUIEHHs, BOJOIPOBOJA U
KaHa/M3aLuy 1oc/eiHie cjleflyeT OrpafiuTb TOKOHeNIPOBOAIIMMY PellleTKaMU.

e JlpucoesvHeHue 3a3eM/IIIOIIMX W HYJ/IeBbIX IIPOBOJHUKOB K  3a3eMJ/IUTEISM,
3a3eMJISII0ILeMY KOHTYPY U K 3a3eMJISIFOILMM KOHCTPYKLMSIM /I0JDKHO ObITh BBITIOJTHEHO CBapKOH, a K
KopIycam 000pyZioBaHusI — CBAPKOW WM Ha/le)KHBIM OO0JITOBBIM COe/JUHEHHEM.

e Kaxzas yacTb 000py/j0BaHus, M0/ 1eXKalllas 3a3eM/IeHUIO WX 3aHYJ/IeHUI0, [J0/DKHA ObITh
NpUCOe[MHeHa K CeTU 3a3eM/IeHUs WIM 3aHy/IeHHWs C IIOMOLLBI0 OTZe/IbHOTO IIPOBOJHUKA.
[TocnenoBartenbHOEe BK/IFOUEHME B 3a3eM/ISIIOLMA WM HYJIE€BOM  3alUTHBIM  MPOBOJHUK
3a3eMJIsieMbIX WM 3aHYJIsieMbIX yacTeil 000py/10BaHusI 3ampelaeTcs.

e VY MecT BBOZA 3a3eM/ISIFOIIUX TPOBOJHUKOB B 37laHUE JIOJDKHBI ObITh MpeayCMOTpPeHbI
Or03HaBare/ibHble 3HakU B cooTBeTcTBUM € ['OCT 12.04.026.



9. MuHuMa/ibHbIe TPeOOBaHUSA K CHCTeMe yIpaB/JIeHHs 1 MOHUTOPUHTA

9.1. TpeboBaHusa K pa3MelieHHI0 CHCTeMbl yrpasseHusi 1 Moautopunra IO/ I u II
YPOBHeH

Cucrembl MOHUTOpPUHTa U yrpasieHus LIO/] II moryT pacrosiaraTeCsi Ha cepBepax CHUCTeEM
MoHutopuHra u ynpasinenus LIOJ I. Cucrembl MoHuTOpyHra u ympasieHus O/l I moryt
pacriosiaraTeCsl Ha cepsepax pe3sepBHoro ueHtpa IO/ I.

9.2. TpeboBanus K cucremam ynpassieHusi 1 Moautopunra I1O/] I u II ypoBHei

B cocraB cucrembl ympaBneHus u MoHuTopuHra LIO[ I Heobxogumo, a LIOA II
PEeKOMeH/lyeTCsl BK/IFOUaTh C/Ie/lytoIe CUCTEMBI:

e Cucrema ynpaB/eHUs U MOHUTOPUHTA CeTeBOW UH(PPaCTPYKTYPBI.

e (Cwucrema ynpas/ieHUs] U MOHUTOPHHIA C€PBEPOB U NPUJIOKEHUN.

e (Cucrema MOHUTOPHMHTA TPAH3aKLMA M JOCTYITHOCTH CITYXKO0.

e Cucrema ynpasnenusi u Mouutopunra [1K nonb3oareseii.

9.3. TpeGoBaHusi K pafouymMM CTAaHIHAM OINEPAaTOPOB CHCTEMbI YNPAB/JIeHHSA U
MOHUTOPHHIa

Kak MuHMMYM paboure CTaHLMM [O/DKHBI V/IOB/IETBOPSATH THUIIOBOM KOH(Urypanyu
«[lepcoHanbHBIM KOMIIBIOTEP», CM. «7.1. TUNOBas 3/1eKTPOHHO-BBIYUC/INTE/IbHAS TEXHUKAY.

9.4. TpeooBanust K KVM cucremam

CoctaB KVM-cucteMbl: MOHUTOP, K/IaBUATypy, MaHUITY/IATOP MBbILLIL/CEHCOPHasA IaHellb.
Cucrema obecrieunBaeT OJHOBpPeMeHHOe (U3MUYeCKOe TIO/IK/IFOUeHre MOHWTODPA, K/IaBUATYPhI,
MbII K 8, b0 Oosee, cepBepaM WM CUCTeMHBIM 0Osiokam 6e3 TepeHOCa COeJUHHUTEeTbHBIX
Kabereid.

Heobxogumbie TpeOOBaHHMS:

e Bpicora He Oosee 1U;

®  BO3MO)XHOCTb YCTAaHOBKU B CTaHAAPTHBIN mKad 19”.



10. MuHMMa/IbHbIE TPeOOBaHMSA K JOKYMEHTAI[HH

Bcst jokyMeHTaLus JO/DKHA YA0BIeTBOPSTh caeayromuM 'OCT-am:

¢  Odopmnenue gokyMeHToB — 'OCT 2.xxx. IckusHbiii npoekt — 'OCT 2.119-2013.

e [IpoektHO—CMeTHas fJokymeHTauuss — ['OCT 34.201-89. TexHuueckoe 3aZlaHue Ha
co3panue — 'OCT 34.602—89. TexHopabounii ripoekt — 'OCT 34.XxX.

e Texuuueckuidi mpoekt ['OCT 2.120-2013. Crnenudukanuys o60pyjoBaHusA, U3AETUH U
Marepuasnos — 'OCT 21.110-2013 .

®  Buabl ucnbiTaHui aBToMaTu3MpoBaHHbIX cucteM ['OCT 34.603-92.

e TOCT 34.201-89 Buabl, KOMIJIEKTHOCTE U 0003HaUeHUs] JAOKYMEHTOB TIPH CO3[jaHUU
aBTOMAaTHU3UPOBaHHBIX CUCTEM

e T'OCT 34.602-89 TexHuueckoe 3aZlaHie Ha CO3/laHle aBTOMAaTU3MPOBAHHOU CUCTEMBbI

e T'OCT 34.603-92 WudbopmarivioHHas TEeXHOJIOTHS. Buzpr VCTIBITaHUM
aBTOMAaTHU3UPOBAHHBIX CUCTEM



11. TpeGoBaHus K cCpeACTBaM obecrieyeHUs1 0€30MaACHOCTH

TexHuueckve Mepbl 3alUThl HH(OPMALMKA [JOJDKHBI Peanr30BbIBATbCS MTOCPEACTBOM
NpUMeHeHUsI CPe/ICTB 3all[UThl MHPOPMaLIMH, CepTUPULIMPOBAHHBIX Ha COOTBETCTBUE TPebOBaHUSIM
rno 6e3ornacHOCTH MH(OPMAL[MK, B TOM UHC/ie TIPOrPAMMHBIX W (W/IM) TIPOTrPaMMHO-amapaTHbIX
Cpe/iCTB, B KOTOPBIX OHU peasii30BaHbl, UMeIOIIUX HeoOxXoAuMble QyHKIMU Oe30TacHOCTH.

B coorBercTBMM ¢ TpeOOBaHMSMH O 3amuTe WHPOPMAIMM, HE COCTaBJISIOIIEH
roCy/JapCTBEeHHYIO TaliHy, cojiep)Kallleficsi B TOCy/apCTBeHHbIX WH(OPMAlMOHHBIX CUCTEeMax,
yrBepxAeHHbIMU TiprikazoM PCTOK Poccum ot 11.02.2013 Ne 17, mis obecrieueHust 3al[UThI
vH(OopMaLMK B TOCYAapCTBeHHBIX UH(OPMALMOHHBIX CUCTEMaXx [JO/DKHBI TPUMEHSIThCS:

cpeAcTBa 3amuThl MHGOpPMALMK He HIKe 4 Kjacca, COOTBeTCTBywoIue 4 und 0Oonee
BBICOKOMY YPOBHIO JI0Bepusi — [I/i1 MHPOPMAaLMOHHBIX chcTeM 1 Kilacca 3aljull{eHHOCTH;

CpeAcTBa 3alUThl MHGOpPMALIMK He HIKe 5 Kjacca, COOTBETCTBYHOIMe 5 wau 0Oonee
BBICOKOMY YPOBHIO ZI0BepUsi — /1711 MHPOPMAaLMOHHBIX CUCTeM 2 KJjlacca 3aljUIL{eHHOCTH;

cpeAcTBa 3amuThl uHMoOpMaiK 6 Kiaacca, COOTBETCTBYIOIMe 6 uau 0ojiee BBICOKOMY
YPOBHIO JI0Bepusi — AJisi UH(OOPMAaLIMOHHBIX CUCTeM 3 KJlacca 3allUileHHOCTH.

1. TTepeuyeHb peKOMeHIyeMbIX CPeZICTB 3allMThl MH()OPMALIUU:

1) CpezicTBa @aHTUBUPYCHOM 3alLUThl UH(OPMAaLUU:

- mporpammHoe u3zenve «Kaspersky Endpoint Security ans Windows» (pekomeHzayeTcst);

- mporpammHoe obecrieueHre «Dr.Web Enterprise Security Suite».

g onepalMoHHBIX cicTeM Linux:

- miporpamMmHoe usjienue «Kaspersky Endpoint Security ass Linux»;

- miporpaMMHoOe obecrieuerre «Dr.Web Enterprise Security Suite».

2) CpepcTBa 3aluThl MHGOPMALMU OT HECAHKL[MOHUPOBAHHOTI'O JOCTYTIA:

- cpeacTBo 3aiuThl MHGopMaiuu Secret Net Studio (pekomeHayeTcs);

- cucTeMa 3alUThl THOpPMAaLMM OT HeCAaHKLIMOHMPOoBaHHOTO AocTyna «Dallas Lock».

st omepalMOHHBIX crucTeM Linux:

- cpeacTBo 3amuThl MHGopMaluu «Secret Net LSP»;

- cuCTeMa 3alUTbl MHQOpPMAaLUWU OT HeCcaHKLMOHUpoBaHHOro goctymna «Dallas Lock
Linux».

ITpu BbIOOpE CpeACTB 3aUMThl MHGOPMALMM OT HEeCAHKIIMOHWPOBAHHOTO JOCTYIA CJiefyeT
yuecTb, YTO (PyHKI[MOHa/TIbHbIe BO3MOXXHOCTH yKa3aHHbIX CPeJCTB 3allUThbl UH(OPMAILMM MOKHO
paclMpuTh 3a CYeT JOMNOJHUTENbHBIX MOJYy/eld (MeXCeTeBOM 3KpaH, aHTUBUPYC, CPe/CTBO
oOHapy>xeHUsi BTOp>KeHMid). [IprobOpeTeHre [OMOMHUTENLHBIX MOAy/eld He TpeOyeTcs, B Ciydae
eciii (yHKLMOHa/IbHble BO3MOKHOCTH YKa3aHHBIX MOJyJieil peany30BaHbl WHBIMU CpeJCTBaMHU
3ammTel MHGOpMalMK (HarpuMep, €eCIW HCHO/b3yeTCsl WHOe AaHTHUBUPYCHOE TporpaMMHOe
obecrieueHre, MeXKCETeBOM 3KpaH, (PYHKI[MOHUDPYIOIIUK Ha TpaHUIle TepUMeTpa 3allUIl[aeMOro
CermMeHTa CeTH, CPeJiICTBO 0OHapy KeHHsT BTOP)KeHHH).

3) MexceTeBble 5KpaHbl, UMeOL{1e IPOrPaMMHYI0 peanu3aliyio (YPOBHS XOCTa):

- cpeactBo 3amuTthl uHpopMauuu Secret Net Studio ¢ Mofy/rieM MeKCeTeBOTO
5KpaHUpOBaHUsI (DEKOMEHIyeTCsl);

- cucTeMa 3aluThl UH(OPMALMU OT HecaHKLUMOHMpoBaHHOro Aoctymna «Dallas Lock» c
MO/lyJIeM MeXXCeTeBOro SKpaHUPOBaHUS;

- mporpammHbIi Komrieke ViPNet Client;

- mporpammHbIi Komruieke ViPNet Personal Firewall

st onepalMOHHBIX crMcTeM Linux:

- cpeacTBo 3amuThl MHGopMaluu «Secret Net LSP»;

- mporpammHbIi Komruieke ViPNet Personal Firewall

YKasaHHbIe Me)KCeTeBble KpaHbl YPOBHS XOCTa HEOOXOJWMO HCII0/b30BaTh B C/yyae, eCid
Ha TpaHulle [epuMeTpa 3aluillaeMON ceTH (CerMeHTa CeTH), B KOTOPOM pacro/ararrcs
TeXHUUYEeCKUe CpeACTBa MH(OPMALIMOHHBIX CHUCTeM (B TOM uHMcsie pabouve CTaHIUM, CcepBepa), He
yCTaHOBJIEHbI Me)KCeTeBble 5KPaHbl, MMelolljie TPOorpaMMHO-aIapaTHy0 peanu3aliuio (YpOBHS
CeTH), a TakkXe B Cay4yae HeOOXOJAMMOCTH TIPUMEHEHUs [OTOJHUTENbHbIX Mep 3allUThl
WH(OpPMaIY Ha OCHOBAHWHY aHa/M3a yrpo3 0e30macHOCTH WHPOPMAaIUH.

B kauecTBe mMporpaMMHO-aNrapaTHbIX MeXCeTeBbIX 3KPaHOB PeKOMEH/yeTCsl WCIO/b30BaTh
MpOrpamMMHO-arnapaTHbIi KoMIiekc 3amuTthl nHpopmaruu «ViPNet Coordinator HW» unu nHow



cepTUULIMPOBAaHHBIA Me)KCeTeBOM 3KpaH, cooTBeTcTBYMOLMM TpeboBaHusiv ®CTIK Poccuu k
Me>XCeTeBbIM 5KpaHaM.

4) CpeactBa obHapykKeHUsi BTOD)KEHWM, MMeIOIUe MPOrpaMMHYIO peanu3aluio (ypOBHS
X0CTa):

- cpenctBo 3ammThl HHGopMaluu Secret Net Studio ¢ MogyieM oOHapyKeHUsT BTOPKeHUIH
(pekomeHayeTcs);

- cuCTeMa 3alUThl MH(OpMaLMM OT HecaHKLMOHHWpoBaHHOro gocrymna «Dallas Lock» c
Mo/y7ieM 0OHapy>KeHUsI BTOP)KeHHH;

YKka3zaHHbIe cpeZicTBa 0OHapy KeHHsI BTOP)KeHHI YPOBHSI XOCTa HEOOXOAMMO HCIIO/b30BaTh B
clydyae, eciM B CeTH (CerMeHTe CeTH), B KOTOPOW pacrio/iaraloTcsi TeXHUUeCKue CpefCcTBa
MHGOPMAIMOHHBIX CUCTeM (B TOM uMc/ie pabouue CTaHIMH, CepBepa), He yCTaHOBJIEHBI CPe/CTBA
00Hapy>KeHHsI BTOP>KeHWUH, NMeIOLI[ie TIPOrPaMMHO-aNapaTHYI0 peair3anyio (YPOBHS CeTH).

B KauecTBe TpOrpamMMHO-aINapaTHBIX CPeACTB OOHAPY)KEHWsI BTOPXKEHUH PeKOMEeH/yeTCs
WCTI0/Ib30BaTh CUCTeMy OOHapy)KeHHsi KOMITbIOTepHbIX aTak (BTopxkeHuii) VIPNet IDS wumu uHoe
cepTUUIIMPOBAHHOE Cpe/ICTBA OOHApy)XeHHs BTOP)KEHWM, COOTBETCTBYIOIIME TpebOBaHUSIM
®CTOK Poccun K cucteMaM 0OHapyKeHHsI BTOPKeHHUH.

5) CpezcTBa BbISIB/IEHUS YsI3BUMOCTEM U aHa/iM3a 3alUILeHHOCTHU:

- mporpammHoe usfenve «CeTeBoi ckaHep 6e3omacHocty XSpider»;

- TIporpamMMHbIM Komruiekc «CpeACcTBO aHasr3a 3amuiieHHocTd «CkaHep-BC»;

- CcuUCTeMa aHajM3a 3alllyIeHHOCTH MPOrpaMMHOTO U arrapaTHoro obecrieuenusi TCP/IP
ceteli (ceTeBoii ckaHep PeBuszop CeTn);

- cucTeMa KOHTPOJIS 3all{MIIeHHOCTH U COOTBeTCTBUS cTaHAapTaMm «MaxPatrol»;

- mnporpamMMmHoe wu3fenve «CHcTeMa MOHWUTOPWMHTA  COOBITHH  WH(MOPMAI[MOHHOMN
6e3onacHoctr MaxPatrol SIEM»;

- mporpammMHoe cpeZicTBO «ScanOVAL» (ripejHa3HaueHo /151 0OHapyKeHUs Ys3BUMOCTel
B IIPOrpaMMHOM 00ecrieueHnH Ha pabourX CTaHIMSX U CepBepax).

s onepalMOHHBIX crcTeM Linux:

- TIporpamMmHbIN Komruiekce «CpeCcTBO aHasM3a 3aluileHHOCTH «CkaHep-BC»;

- mporpammHoe cpefcTBo «ScanOVAL g Linux».

5) CpefcTBa JOBEPEHHOW 3arpy3KHu:

- TIpOorpaMMHO-arIapaTHbLIA KoMIiTeKC «Cobosb» (peKOMeHAyeTcs);

- cpeacTBo AoBepeHHOM 3arpy3ku «Dallas Lock»;

- IIporpaMMHO-amnmnapaTHbIi ~ KOMIUIEKC ~ CPeACTB  3aluThl  WMHGOpMaLMyd  OT
HeCaHKL[MOHUPOBAHHOIO JOCTyNa « AKKOpA-AM/I3».

2. [lepeueHb peKOMeH/yeMbIX CpPeJCTB KpUNTOrpauueckou 3aluTel HHGOpMaLy (Janee —
CK3U1):

1) Iepeuenbs CK3U, pekoMeHAyeMbIX s UCTIOb30BaHUS Ha PA00OUYMX CTAHIUSX U CepBepax:

- CK3U «Kpurnrollpo CSP»;

- nporpammMHbiii Komrieke ViPNet Client, mu6o ViPNet PKI Client, mn6o CK3U1 «ViPNet
CSP»;

Ykazannble CK3W MOryT UCII0/1b30BaThCA /11 KPUNTOrpauyecKou 3aluThl KaHal0B CBSI3U
npyu obpabotke uH(popMalyu B HMHGPOPMAalMOHHBIX CHCTeMaX, a TakXe B KauecTBe CpeJiCTB
3/1IeKTPOHHOM MOAINCH.

2) [Mepeuenbr CK3U, pekoMeH1yeMbIX [i7Is UCII0/Ib30BaHUsI Ha pabourx CTaHLUSIX U cepBepax
TIPU OpraHu3allyy 3alUILeHHOr0 3/1eKTPOHHOI0 B3aUMO/IeHCTBUS:

- nporpammHbii Komruiekc ViPNet Client;

- CK3U «Koutuhent TLS VPN KiueHnt» (Mpd HEOOXOJUMOCTH OpraHHW3ariuu
3alMIIeHHOTO B3aUMOZENCTBUSI C TIPUMEHeHHeM TPHK/IaJHOTO MPOrpaMMHOr0 obecrieueHus: 6e3
WCII0/Tb30BaHUS «TOHKOTO» KJIMEHTA);

- CK3U «Marllpo KpunrollakeT».

3) [Tepeuens peKOMeH/lyeMbIX NporpaMMHO-annapaTHbIX IU(POBATBEHBIX
(kpunTorpaduueckrx) CpefCTB:

- IIporpamMMHO-anmapaTHbIi KoMriekc 3aiuTsl nHpopMarmu « ViPNet Coordinator HW»;

- CK3U «KontuHeHT TLS-cepBep».



12. Tabsuna uMeHOBaHUsI 0(pUI[HA/TBHBIX aJiPeCOB YIeKTPOHHOM MOUTHI U JOMEHOB /1A
roCy/iapCTBeHHbIX yupexx/jeHui UyBamickon Pecny6mmku

Ha3paHue opraav3anyu

OdunuanbHbIN aipec
3/IEKTPOHHOH MOYTHI

CTpyKTypa HMeHOBaHUA
JAOMeHa /I CJTy)KeOHbIX
a/ipecoB

AnmunucTpauus I'iaBbl
YyBaliickou pecy0ImKu

km2@cap.ru

Ag XXX@cap.ru

MuHuCTepCTBO
31paBoOXpaHeHus1 UyBalliCKou
Pecny01MKu

medicin_knc@cap.ru

medicin_XXX@cap.ru

MUHHCTepPCTBO KY/IbTYPHI, 110
JlejlaM Hal[OHAJIbHOCTeN U
apXyBHOrO fesia YyBalickon
Pecny0MKu

culture@cap.ru

culture_ XXX @cap.ru

MwuH1cTepCTBO 00pa30BaHus U
MOJIOZIeXKHOM TTOTMTUKU
Yysarickou Pecry0ivku

minobr@cap.ru

obrazov_XXX@cap.ru

MMHHCTEPCTBO TIPUPOHBIX
PeCypCOB U KOJIOTHH
Yysarickou PecriyO/iiku

minpriroda@cap.ru

minpriroda_XXX@cap.ru

MuHuCcTepCcTBO
TIPOMBIILIJIEHHOCTH U
5HepreTUku YyBaickom
Pecny6mku

minprom@cap.ru

minprom_XXX@cap.ru

MUHUCTEPCTBO CeIbCKOro
x03s11cTBa UyBarickoun
Pecny6miku

mcx(@cap.ru

agro_XXX@cap.ru

MMHHUCTEPCTBO CTPOUTE/TbCTRA,
APXUTEKTYPhI U KUTHII[HO-
KOMMYHA/IbHOT'O XO3SIiCTBa
Yysaiickor Pecnybuku

construc(@cap.ru

construc_XXX@cap.ru

MWUHHUCTEPCTBO TPAHCIIOPTA U
JIOPOKHOTO X03sIHCTBa
Yysaiickor Pecnybuku

mintrans_info@cap.ru

mintrans_XXX@cap.ru

MuHuCTepCTBO TpyAa U
COLMa/IbHOM 3allUThI
Yysaickor Pecriybuku

mintrud@cap.ru

mintrud_XXX@-cap.ru

MuHucTepcTBO hH3UUeCcKoMn
KyJbTYpPHI U criopTa UyBalickoi
Pecny6mku

minsport@cap.ru

sport_XXX@cap.ru

MuHucTepcTBO (hMHAHCOB
Yysarickor Pecniybuku

finmail@cap.ru

minfin_XXX@cap.ru

MuHucTepcTBO 1IM(GPOBOTO
pa3BuTUsi, UHGOPMAaIMOHHOM
TOJTUTUKU Y MaCCOBBIX
KOMMYHUKalul YyBallickoin
Pecrny6mmvku

infol00@cap.ru

digital_XXX@cap.ru

MuHUCTEPCTBO
5KOHOMMUYECKOI0 pa3BUTUS U
HMMYIeCTBeHHbIX OTHOILLIEHUU
Yygarickou Pecniybsiiku

mineconom(@cap.ru

economy_XXX@cap.ru

['ocynapcTBeHHbI KOMUTET
Yysarickoit Pecrybimku 1o
JleJlaM TPa’KIaHCKOW 000POHBI U

gkchs@cap.ru

gkchs_XXX@cap.ru



mailto:km2@cap.ru
mailto:Ag_ХХХ@cap.ru
http://medicin.cap.ru/
http://medicin.cap.ru/
http://medicin.cap.ru/
mailto:medicin_knc@cap.ru
mailto:medicin_ХХХ@cap.ru
http://culture.cap.ru/
http://culture.cap.ru/
http://culture.cap.ru/
http://culture.cap.ru/
mailto:culture@cap.ru
mailto:culture_ХХХ@cap.ru
http://obrazov.cap.ru/
http://obrazov.cap.ru/
http://obrazov.cap.ru/
mailto:minobr@cap.ru
mailto:obrazov_ХХХ@cap.ru
http://minpriroda.cap.ru/
http://minpriroda.cap.ru/
http://minpriroda.cap.ru/
mailto:minpriroda@cap.ru
mailto:minpriroda_ХХХ@cap.ru
http://minprom.cap.ru/
http://minprom.cap.ru/
http://minprom.cap.ru/
http://minprom.cap.ru/
mailto:minprom@cap.ru
mailto:minprom_ХХХ@cap.ru
http://agro.cap.ru/
http://agro.cap.ru/
http://agro.cap.ru/
mailto:mcx@cap.ru
mailto:agro_ХХХ@cap.ru
http://construc.cap.ru/
http://construc.cap.ru/
http://construc.cap.ru/
http://construc.cap.ru/
mailto:construc@cap.ru
mailto:construc_ХХХ@cap.ru
http://mintrans.cap.ru/
http://mintrans.cap.ru/
http://mintrans.cap.ru/
mailto:mintrans_info@cap.ru
mailto:mintrans_ХХХ@cap.ru
http://mintrud.cap.ru/
http://mintrud.cap.ru/
http://mintrud.cap.ru/
mailto:mintrud@cap.ru
mailto:mintrud_ХХХ@cap.ru
http://sport.cap.ru/
http://sport.cap.ru/
http://sport.cap.ru/
mailto:minsport@cap.ru
mailto:sport_ХХХ@cap.ru
http://minfin.cap.ru/
http://minfin.cap.ru/
mailto:finmail@cap.ru
mailto:minfin_ХХХ@cap.ru
http://info.cap.ru/
http://info.cap.ru/
http://info.cap.ru/
http://info.cap.ru/
http://info.cap.ru/
mailto:info100@cap.ru
mailto:digital_ХХХ@cap.ru
http://economy.cap.ru/
http://economy.cap.ru/
http://economy.cap.ru/
http://economy.cap.ru/
mailto:mineconom@cap.ru
mailto:economy_ХХХ@cap.ru
http://gkchs.cap.ru/
http://gkchs.cap.ru/
http://gkchs.cap.ru/
mailto:gkchs@cap.ru
mailto:gkchs_ХХХ@cap.ru

uype3BbIUaliHBIM CUTYALUSIM

l'ocynapcTtBeHHast
BeTepUHApHasi Ci1y>kba
Yysarickor Pecriybuku

vet@cap.ru

vet_XXX@cap.ru

I'ocynapcTBeHHas cny»x6a
Yygarickoit Pecrty6mku 1o
Jles1aM FOCTULIUU

minust@cap.ru

minust_XXX@cap.ru

['ocyzapcTBeHHast cityk6a
Yygariickoit Pecrty6imku 1o
KOHKYDEHTHOM MOJIUTHUKE U
Tapudam

tarif@cap.ru

tarif_XXX@cap.ru

[ocyzapcTBeHHAs KUMUIIHAST
MHCHekIys YyBallCKou
PecnyO/iuku

goszhil-mail@cap.ru

goszhil_XXX@cap.ru

['ocyapcTBeHHast MHCIIEKLIWS
T10 Ha/J;30py 3a TeXHUYECKUM
COCTOSTHMEM CaMOXOZHbIX
MalllMH U JPYTUX BU/IOB
TexHUKH UyBalickomn
Pecny01MKu

gtn_info@cap.ru

gtn_XXX@cap.ru

ITomHOMOUHOE

npeJCcTaBUTeLCTBO YyBallCKou

Pecrry6nviku ipu [IpesuzenTe
Poccuiickoit ®@egepaiyu

polprchuv@cap.ru

polpred_XXX@cap.ru

['ocymapcTBeHHBIN COBET
Uysaiickon Pecnybuku

gs@cap.ru

gs_ XXX@cap.ru
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13. TTopsi0K KCII0/1b30BaHUA TOYEK 0eCpOBOJHOIrO0 JOCTYyMA K ceTH IHTepHeT B
aJMHHUCTPATHBHBIX 3/JaHUSIX UCIIO/ITHUTE/TLHBIX opraHoB UyBaickoii Pecny0imku

13. Tlopsimok WCIoB30BaHUSI TOUeK OecrpoBOAHOTO JAoCTyra K ceTd VHTepHeT B
a/IMAHUCTPATUBHBIX 3[IAHUSX UCTIOJTHUTETbHBIX opraHoB YyBaiilickoi Pecry6sivku

13.1. Hactosiuii T1OpsA0K pa3paboTaH B COOTBeTCTBUM C PeziepanbHbBIM 3aKOHOM
Poccuiickoii ®epepai ot 27.07.2006 Ne 149-®3 «O6 wuHdpopmaruu, HHGOPMAIMOHHBIX
TEeXHONOTUSIX U O 3awure uHpopMaluu», mnoctaHoBieHuem IlpaButensctBa Poccuiickoit
®eneparun ot 31.12.2021 Ne 2607 «O6 yTBep)kaeHuu [lpaBus oKazaHUs TelleMaTHUeCKUX YC/IyT
CBSA3U»,

13.2. TexHosorust 6eCTIPOBO/IHBIX CETel C MCIO/Ib30BaHKEM TOUeK OeCripoBOAHOIO AOCTYTA K
ceTd VIHTepHeT WCIO/B3yeTCs TONBKO B Le/aX ylpaBleHUss KOMMYHMUKAllMOHHBIM WA
MyJIbTUMeJUMHBIM 000py/il0BaHWEM, pacro/oKeHHbIM B 3ajiaX COBel]aHWW aJMUHUCTPAaTUBHBIX
3[@HUM  WCTIONHUTENbHBIX opraHoB UyBamickod  Pecriybnuku. Ilepemaua  mH(opMarmu
OrpaHUUEeHHOr0 [OCTYyIa, He CojeprKallleld CBeJleHUM, COCTaB/ISIOLIMX FOCYyAapCTBEHHYIO TalHy, B
TOM uWciae 719 ee 00pabOTKM B TOCY/apCTBeHHBIX HWH()OPMALIMOHHBIX CHUCTEMax W
WH(OPMAIIMOHHBIX CHUCTeMaX MePCOHANbHBIX JAHHBIX, C WCTIO/Ib30BaHHEM TOYeK OecrpOBOAHOTO
JIOCTyTIa He [JOI1yCKaeTCs.

Unentrdukanys OKOHEUHOro oOopyzAoBaHusi (TOueK OeCcrpoBOAHOrO [JOCTyma K CeTH
VHTepHeT) ocylecTB/sieTCd CpeAcTBaMu CBsis3u oneparopa cBssu (LIWAT) myTtem onpeneneHus
YHUKAJTBHOTO HleHTH(UKATOpa 000PYZ0BaHUs CeTel repejauu IaHHbIX.

13.3. OxoHeuHoe o6opyjoBaHHWe (TOUKHM OeCmpOBOJHOTO MAOCTyna K ceTd VHTepHer) He
WCTIONB3YeTCs /TSI OKa3aHWs TeJeMaTHUeCKUX YCIyT CBs3W (DU3UUYecKUM /HilaM W He Tpebyer
WJeHTU(PUKALIMU TT0Ib30BaTeJIsl.

13.4. TlnaH pa3meleHHst TOUeK OeCIPOBOAHOTO AOCTyTMa K ceTd VIHTepHeT B afMUHUCTPAaTHUBHBIX
3/JaHUSIX UCIIOJIHUTETbHBIX OopraHoB UyBariickou Pecriy0/vku ripesicTaB/ieH Ha puc. 1 - 4.*

*B cBA3M C TpeOGOBaHMSIMM AHTUTEPPOPUCTUUECKON 3alUIIEHHOCTY CXEMbI 3[JaHMuil B
OTKPBITOM JOCTYIIE He ITyOJIMKYIOTCSI.



