[JononHutenbHble HACTPOUKMU pabouero mecta gna Ceoa-CMAPT uepes
KoHTuHeHT TLS

1. Ona pabotbl B KnneHte CBog, CMAPT Heob6xo4uMm yCTaHOBNIEHHbIN Ha
pabouem mecte KoHTUHeHT TLS.
1.1 YcTraHOBKA IMYHOrO U cepBepHOro cepTuduKaTos

Heo6Xx0auMo yCTaHOBHUTD JTMUHBINA CEPTU(UKAT, MOJYYSHHBIH B YIOCTOBEPSIOIIEM IIeHTpe AY
«entp nHPOPMAITMOHHBIX TeXHONOTHI» MuHnbpel UyBammu yepe3 Kpurnro [Tpo CSP.

- Heo6xonumo yeranosuts CEPBEPHBIN cepruduxar LW Ta, samucannsii [ Tom Ha USB-
HOCHTEIIb MmoJib3oBaTens (cap_ru_AU_2022.cer) wiam ckavath IO CChUIKE s ckaunBanus http://uc-
cit.cap.ru/aia/cap_ru_AU_2022.zip u yCTaHOBUTb:

Otkpbith  KontuHeHT TLS-kinMeHTa, BBIOCpUTE B TJIAaBHOM MEHIO NTYHKT "YIpaBlieHHE
ceprudukaramu”". Ha manennm wuHCTpymMeHTOB BbiOepuTe «CepBepHbIE CEepTH(PUKATHD) HAKMUTE
KHOMNKY "MIMnoptupoBats".

Ha skpane mosIBUTCSI cTaHAApTHOE OKHO OTKPBITHS (haiina. YkakuTe cepBepHBIN cepTuduKar,
cap_ru_AU_2022.cer u naxmute KHOnKy "OTkpwiTh". HauHercs 3arpy3ka U yCTaHOBKa
ceprudukara. [locne ycnemrHoro 3aBepIIeHHUs ONEpalyy Ha dKpaHe TOSBUTCS COOTBETCTBYIOIIEE
MH(pOPMALMOHHOE COOOIEHHE.

Haxxmure knonky "OK".
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ITocne ycTaHOBKHM cepBEpHOro cepTH(HKara B IJaBHOM MeHI0 TLS-kiaueHTa myHKT "YmnpaBieHue
ceprudukaramu’” 100aBICHHBIA CEPBEPHBIA CEPTUDUKAT JOKEH BHITIISICTh TaK:


http://uc-cit.cap.ru/aia/cap_ru_AU_2022.zip
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1.2 YcraHoBKa KopHeBoro ceptudukara CAP root CA

Heobxoaumo cKauaTb U YCTaHOBUTb KOpHeBou cepTudukat CAP root CA no ccbinke:
CKauaTtb ceptuduKar

[JBOMHbIM LLENYKOM MbIWKM OTKPbITb CKayYaHHbIA ¢aiin CAP-root-CA_new.cer. HaxKaTb KHOMKY «YCTaHOBUTb
cepTuduKaT»
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KoMy BpIAaH: CAP root CA
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3TaT MacTep NoMOraeT KONWpPoBaTL CEpTMCbMKETb\, CNUCKK J0BEpUA W CNUCKKM OT3kIBA
CepTVId)MKETUEI C NOKBNBHOro AMCKE B XpaHWauLwe CEpTMCbMKETDEI.
CepTHdUKET, BEAGHHEI LEHTPOM cepTUdUKaLM1, ABNRETCA NOATBE PKAEHWEN Balleii
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Pacnono:KeH1e XpaHunLLa
® Tekywwit nonszosaTents

O NokanbHbI KoMNbTEp

AnA NpeAcHKEHHA HaXMUTe KHonky "danee".

Bbibupaem nyHKT «MlomecTuTb Bce cepTUdMKaTbl B CAeayloLLee XpaHUAULLE» U Harxkumaem «0630p»
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XpaHunuia cepTdMKaToB - 3TO CHCTEMHEIE 00acTH, B KOTOPEIX | 1
XPAHATCA cepTudUKaTEL. | ]
Windows asTomaTnyecky BeilepeT XpaHunuLLe, WK Bbl MOXETE YKas3aTb
pacnonoxeHne cepTUQUKaTa BPYUHYH.
(O AsTomaTuueckn BoIBPATL ¥PaHWUNULLE HA OCHOBE TUNa cepTuduKaTa
® MomecTTL Bee CepTUUKATE B CABAYIOLLEE XPaHIIHLLE
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XpaHunuie cepTudukaTos:

0630p...

fanee COTMeHa

Bbibupaem «[JoBepeHHble KOPHEBbIE LLeHTPbI cepTUdUKaLUN»

Bribop xpaHuauvwLa ceptudukata X

BuibepuTe xpaHUAnLLEe cepTUDHKETOR, KOTOPOE Bkl
XOTHTE WCMOJbI0BATE.
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4 £* MacTep uMnNopTa cepTUdNKATOR

Xpanmanue ceprnmraros

XpaHnnuia cepThdMKaToB - 3TO CUCTEMHbIe 0BNacTh, B KOTOPBIX
XPAHATCH CepPTHANKATEI.

Windows asToMaTnueckn BelliepeT xpaHunuLLe, MNK Bel MOXETE yKazaTb
pacnonoxeHne cepTudINKaTa BpyUHYH.

(O AsTomMaTiuecki BEIGPaTE XPaHWINLLE HE OCHOBE TUNa CepTidUKaTa
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[oBepeHHble KOPHEBEIE UEHTPE CepTHg MK | I 06zop...

Aanee OTMeHa

€  £* MacTep MMNOpTa CepTUQUKATOR

-
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CepTudukat 6yaeT HHNOPTUPOBAH NOCNE HAMATHA KHOMKM "ToToBa". I

BLUIM yKa3aHb! CASAYIOLLNE NAPAMETPLI:
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[oToBWTCA ycTaHoBKA CepTdNKATa oT LeHTpa cepTudukaumm (LK) B RS
3TOM AOMEHE
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CAP root CA MacTtep MmnopTa CepTMhMKaTOB

He yaaetca nposepuTe, 4To cepTudukat npuHagnesxut "CAP root CA",
O6paturece k "CAP root CA" n NogTEEpANTE EM0 NPONCKONIEHNE, \

Cnegyrowme yncna GyayT NoNeIHbl ANA 43HHOID NpoUecca: wﬁ

MMI'IOpT YCNeLWHO ELINOAHEH.
Otnevatok (shal) : 086ABEDT BBODBDCZ2 912B34C6 48163DEA
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Mpegynpexaenne:

Ecnu ycTaHoBuTE AaHHEN kopHeBoi cepTudukar, To Windows
aeTomaTuyecky Byaet gosepate MoBomy cepTudnKaTy, BBIAaHHOMY
LIC. ¥cTanoeka cepTudukara Ges oTNevaTka MOXET NPUBECTH K pUCKY
GezonacHocTi, "/la" yKa3blEAET, UTO PUCK NPUHUMAETCH,

¥ cTaHOBMTE AaHHBIA cepTudukaT?
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1.3 O6HoBneHune CRL

Bbibepute B rnaBHOM MeHto TLS-KnuMeHTa nyHKT "YnpasneHue ceptudumkatamm”, Bknagka «CDP» u

Ha)KaTb Ha KHOMKY «CkayaTb CRL» .
mL_E - S T

Mownck Q
2
- MOML30BATENBCKUE CEPTUGMKATEE  CEPBEPHEIE CEPTHIOMKATEI KOPH%%HE CEPTU®HKATE  Jf CDP
JaBHaR
£ omputs xparunawe ¥ OBnoents i foBasuTe Ckauate CRL | ¥3 VMnopTupoeats CRL
Ynpaenexne ceptuduxkaramu
~ CDP, nobasneHHble nons3oBatenem
Wzgatens URL Craryc CRL
CDP He HaligeHsl
~ CDP, nonyyeHHele uz cepTudukatos
Wzpatens URL Craryc CRL
1162130063501, 002130176633, RU, 21 Yyeawckan Pecnydanka- Y.  http://uc-cit.cap.ru/cdp/uc-au-cit202L.crl AOeictenteneH
1162130063501, 002130176633, RU, 21 Yyeawckaa Pecnydnuka- Y... http://cdp.cap.ru/cdp/uc-au-cit2021.crl AelicTEUTENEH
1162130063501, 002130176633, RU, 21 Yyeawckaa PecnyBauka- Y... http://ra-cit.cap.ru/cdp/b4a77282bccabfab906474b67b32326a43¢e7... AeiictenTeneH
uc_fk@roskazna.ru, r. Mockea, 007710568760, 1047797019830, "Bo...  httpy//crl.roskazna.ru/erl/ucfk_2020.crl AeiicTenTeneH
uc_fk@roskazna.ru, r. Mockea, 007710568760, 1047797019830, "be...  httpy//crlfsfklocalserluctk_2020.cr JeiicTBuTENEH
uc_fk@roskazna.ru, r. Mockea, 007710568760, 1047797019830, “bo...  httpy//crl.roskazna.ru/erl/uctk_2021.crl JeiicTBuTENEH
uc_fk@roskazna.ru, r. Mockea, 007710568760, 1047797019830, "bo... http://crl.fsfklocal/crl/ucfk_2021.crl JeiicTEUTENRH

14 Hactpo#Ka cnucka pecypcos

B ocHoBHOM meH0 TLS-knveHTa BbibepuTe nyHKT "[naBHas". B obnactn oTobpaxeHus
nHbopMaLMM  OTKPOETCA CMUCOK UMMENLWMXCs 3alMUleHHbIX pecypcoB U TLS-cepsepos
(coeannHeHnin). Bbibepute 3aknaaky " [JobasBuTb" Ha NaHenu MHCTPyYMeHToB, a 3aTem "Pecypc" B
packpbiBLIEMCA cnucke. B npason yactu obnactm otobparkeHua MHOpPMaLUUM OCHOBHOIO OKHa
NOABUTCA MOMIA HACTPOEK, UX HYXKHO 3aNONHUTb KaK Ha CKPUHLLIOTE, yKa3aB MMA pecypca svod.cap.ru
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PenakTpoBaHue pecypca

b apec svod.cap.ru
Vima pecypca: svod.cap.ru
svod5.cap.ru
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2. Heo6xonumo npoBeputh Haauvue Junen3uu Kpunrollpo CSP:

Be30MacHoCTh I Winlogon | Hactpoitku TLS I KpunTonposaiiaepbi

Obuwme | Obopyaosarme | Cepsuc | Honomwmensro | Anropumme:

@ KpunTolpo CSP Bepcus npoaykTa: 5.0.12000 KC1
© Komnanusa KPUMTTO-MPO. Bce npasa 3awmweHst.

TMueHsua

CepuitHbiit HoMep:
Bnageneu; MitHdmH
OpraHusauma:

Cpok aencTens: MocToaHHas

Tun nuueHsmm: KnueHTckan

Mepsas ycraHoBka: 18.11.2022

AsbiK

BeifiepuTe A3bIK ANs 0TOBPaXEHNA OKOH
CSP Balueit y4eTHOI 3anmcu:

BoibepuTe 36K AN 0ToBpakeHs OKOH Pycauit =
CSP nonb3osaTtenei, He A3bIK

(ymonuaHue aucTeMsl):

MopTan TexXnoagepxKu [ oK ] [ OTtmera ] yiﬂpMMEHHTb |




